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SECTION 1. SCOPE

The Global Command and Control System (GCCS) isan Automated Information System (AlS) supporting
the Department of Defense (DoD). GCCSis producing, integrating, and fielding new hardware and software
components designed to provide the Joint Planning and Execution Community (JPEC) with new technology
and functionality. GCCS system integration emphasi zes use of commercial off-the-shelf (COTS) products,
and merges the capabilities of amodern Local Area Network (LAN), UNIX-based client/server architecture,
desktop-style Graphical User Interface (GUI), and a Relational Database Management System (RDBMS).

GCCsisintended to help Joint operation planners satisfy their deliberate and crisis planning responsibilities
via accessto a useful, user-tested, integrated set of analytic tools and flexible data transfer capabilities. The
GCCS client/server architecture provides a firm foundation for linking external sysemsand GCCS
components, permitting easy access to applications, and faster, more reliable, data transfers within a secure
environment. At the heart of GCCSisalarge database and application server connectedtoaLAN. The
GCCS LAN interconnects the GCCS server with a variety of workstations (DOS and Microsoft Windows
PCs, Macintosh, UNIX, and other X-Windows clients) that run associated software and application packages.
The GCCS LAN will also connect with Wide Area Networks (WANS) supporting standard LAN design.

The GCCS architectureis specifically designed with flexibility and COT S standardization to allow
interconnection with new networks and systems asthey are deployed. Thisarchitecture will easily adapt to
and assimilate new applications and functions.

GCCSisdesigned with the user in mind; powerful and flexible, yet fully functional. However, achieving
these goalsinvolves a complex system design, with a regular and effective technical, "behind the scenes’
system administration (SA) activity. Consequently, trained SA personnel are absolutely essential to the
satisfactory operation of the GCCS system resources at each site. This SA Manual provides technical system
administration guidance for DoD sites receiving GCCS Version 2.2

11 Overview of thisManual

Thismanual:

* Provides guidanceto sites on establishing SA positions, prerequisites, and qualifications.

» Describesthe responsibilities of the GCCS SA with reference to specific Sun Microsystems
Corporation products. (SunOS 5.3 designates the operating system only. Solaris 2.3 designates
the distributed computer environment software.)

* Providesguidance to GCCS SAs on executing their responsibilities.

* Providesinstructionsto GCCS SAs on where to get further assistance.

Thismanual will not restate;

o Standard platform-specific (i.e., SUnOS, HP-UX) documentation (each GCCS site will receive
separately); or
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*  GCCS system and applications user documentation, BUT will address user-specific database
issues.
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SECTION 2. LIST OF DOCUMENTS

21

Mail Administration Documents

sendmail, by Bryan Costales with Eric Allman & Neil Rickert,
published by O'Reily & Associates.

sendmail - An Internetwork Mail Router, by Eric Allman (SMM-16)

sendmail - Installation and Operation Guide, by Eric Allman (SMM-07)

Also useful are these Requests for Comments (RFC's):

22

2.3

RFC822 Sandard for the Format of ARPA-Internet Text Messages
RFC821 Smple Mail Transfer Protocol

RFC819 The Domain naming Convention for Internet User Applications
RFC1123 Requirements for Internet hosts - Application and Support.

Domain Name Service (DNS) Administration Documents

Administrating NIS+ and DNS (Solaris Manual)

DNSand BIND (O'Rellly & Associates, Inc, Paul Albiztz & Cricket Liu)

Other Documents

Airfields Software Users Manual, 16 February 1995.

Airfields Software Center Operator Manual, 16 February 1996.

ES JOPES External System Interfaces (ESl) Software Users Manual, 20 September 1996.
FRAS (Fuel Resource Analysis System) Software Users Manual, 24 May 1996.

GCCS Automated Information System (AlS), Security Plan, 23 January 1996.

GCCS Software Users Manual: JOPES Users Guide Update, 15 May 1996.

Ad Hoc Query User Manual, 28 June 1996.

GRIS System Administration, 20 August 199.

GSORTS User's Guide, 19 August 1994, Change 1, 30 June 1995.

HP NetMetrix Power Agent Users Guide (Volume 1, 2 and 3) Version 4.5, 25 May 1995.
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IMS'RFM User Handbook, 11 March 1996.

JDISS System Administration Manual, JDISS Server v2.0.3 and Client v2.0.4/GCCS 2.1/2.2
w/Change 1, 7 November 1996.

JDISSIPA Client v1.2.1 Installation & System Administration Manual, GCCSv2.1/2.2 w/Change
1, 7 November 1996.

JDISS Installation Manual, Server Segment v2.0.3 and Client Segment v2.0.4/GCCS2.1/2.2
w/Change 1, 7 November 1996.

JOPES System Service Admionistration Manual, 31 July 1996.

JOPES Core Database Maintenance Manual, 16 February 1996.

MEPES (Medical Planning and Execution System) Users Manual (UM), 28 June 1996.
PREDEFINED Reports Users Manual, 27 September 1996.

RDA (Requirements Devel opment and Analysis) Build 2 Users Manual, 7 June 1995.
TARGET Users Manual, v 2.2, 29 December 1995.

TARGET v 2.2.2 System Administration Notes, 9 August 1996.

Unified Build v3.0.1.6g System Administration Guide (change pages), 27 September 1996.
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SECTION 3. SEGMENT INSTALLATION
3.1 Overview

In GCCS, all software is packaged in modules called software segments. An application may comprise one
or more segments, depending upon its complexity and modularity. The segments are provided to the site on
4mm or 8mm tapes, via ftp over the SIPRNET, or can be ingtalled remotely by a repository site (Operational
Support Facility or CINC) using the Remote Installer. The segments areingtalled using the Segment
Ingtaller tool, which comeswith the GCCS COE Kernd. It isavailable when the SA logsin as sysadmin.

3.2 Setting Up Network Segment I nstallation Servers
Network Segment Installation servers are GCCS platforms on which software segments can be loaded and
stored. The Segment Ingtaller can then use the Segment Installation serversto install applications on other

platforms. This eliminates the need for using tapesto install segments and allows the SA to build several
platforms simultaneoudly.

The Executive Manager server storesthe Table of Contents for the Segment Installation serversin the
directory /h/data/global/SysAdmvtoc_load, which ismounted by all systems.  The table of contents, toc,
identifies the segments available on the network, and the platforms storing each segment. The actual
segments are stored in the /home2 directory on the Segment Ingtallation server. The SA should insure that
/home2 has sufficient space to accommodate the required segments; if spaceislimited, the SA can set up
separate platforms as Network Installation servers. The following are the steps for setting up a Segment
Ingtallation server:

a. If, during theingallation of the GCCS COE Kernedl tape, the question:

"Isthisgoing to be a Segment Ingtallation Server? (y/n)[n]"

was answered "y" then go to Step c.

If the question was answered "n," and the site now wants to set the server up as a Segment
Ingtallation server, then go to Step b. before performing Step c.

b. Addthefollowing linein /etc/dfs/dfstab:
Share -F nfs -0 anon=0 /home2

and execute the following command:

/ etc/share /honme2

c. Loginassysadminand saect INSTALLATION SERVER from the SOFTWARE menu.
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If the tape drive from which you will be loading the software segmentsislocally attached, and is
device 0, go to Step e. Otherwise, click the SELECT MEDIA button.

1. If thetapedriveison another platform, select HOST under HOST and then click on thefield
next to NAME. Enter the name or the | P address of the remote platform. Sdect OTHER
under DEVICE and then click on thefield under OTHER. Enter the correct drive number,
ensuring that the "b" option isused (e.g., / dev/ r nt / Onbn).

2. If thetapedriveislocally attached, select OTHER under DEVICE and then click on the
fiedld under OTHER. Enter the correct drive number, ensuring that the "b" optionis used
(eg.,/ dev/ rnt/ 1mbn).

Load the desired segment tape in the tape drive and select READ TOC.

Use the cursor to highlight the segmentsto be loaded. Highlight as many as desired.

Select LOAD to begin loading the sdlected segments. The segmentswill beingtalled in /home2
inthe NET_SERVERdirectory. The Table of Contentswill be stored in directory
/h/data/global/SysAdm/toc_load.

The Installation server will not load any segments after /home2 has reached 80 percent of its
capacity. To overridethis congraint, position the cursor in the Segment Ingtaller GUI, and press
the right mouse button. Select Disk Space Override from the menu. A new window labeled
"OVERRIDE DISK SPACE LIMITATIONS" will appear. Select the desired override (90

per cent or 95 percent) from thiswindow and then EXIT. Continue loading segments after this.

To allow another platform to use the Segment Ingtallation server, an .rhosts file must be created in
the/ directory. Thisfile must have the host names of each platform in which the Segment
Installation server will be used.

3.3 Using the Segment | nstaller

The segments are ingtalled using the Segment Ingtaller tool, whichisa GUI that provides the following:

| dentification of which applications (segments) are loaded on your system.

| dentification of which applications (segments) are available on a tape or on a Segment
Ingtallation server.

The capability to ingall and/or de-install applications (segments) on the system.

The Segment Installer ingtalls softwarein the /h file system. When thisfile system is approximately 80
percent full, the Segment Ingtaller will ingtall software in /homel, followed by /home2, /home3, ..., /home99.
The 80 percent congtraint can be overriden by using the Disk Space Override feature of the Segment

Installer.
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The Segment Installer tool can beinvoked directly by logging in as sysadmin and launching it via the icon or
menu pick, or by the Remote Ingtaller tool (Remotel nst), addressed in Section 3.4. To use the Segment
Ingtaller do the following:

a

b.

Loginassysadmin.

Position the cursor over the SOFTWARE menu pick and sdlect Segment | nstaller, or position
the cursor over the I nstall icon in the Launch Window and double-click. The Segment Installer
GUI will appear after approximately 15 seconds.

If loading from tape, and if the tape drive from which you will be loading the software segments
islocally attached, and isdevice 0, go to Step €; otherwise click the SELECT MEDI A button.
A "Checking Media" window will appear for approximately 30 seconds, sometimeslonger. A
window labeled "Sdlect Media" will then appear.

Inthe"Sdect Media" window execute one of the following:

1. If you are going to use the Segment Installation server, slect NETWORK under DEVICE
and then select OK.

2. |f thetapedriveison another platform, select HOST under HOST and then click on the
field next to NAME. Enter the name or the IP address of the remote platform. Select
OTHER under DEVICE and then click on thefield under OTHER. Enter the correct drive
number, ensuring that the"b" optionisused (e.g., / dev/ r nt / Orbn).

3. If thetapedriveislocally attached, select OTHER under DEVICE and then click on the
fiedld under OTHER. Enter the correct drive number, ensuring that the "b" optionis used
(eg.,/ dev/ rnt/Ombn).

L oad the segment tape in the tape drive and select READ TOC. If using the Segment
Ingtallation server, smply select READ TOC.

The Segment Installer GUI will disappear, and a window containing an hourglass labeled
"Checking Media" will bedisplayed. The"Checking Media" window will disappear and another
hourglass window labeled "Busy" will be displayed, with a message "Reading Table of
Contents."

The Segment Installer GUI will reappear with alist of available ssgments displayed in the
window labdled "Table of Contents." Segments already installed will have an asterisk. (The
Table of Contents and the SegDescrip directory for each segment listed are stored in

/h/data/l ocal/SysAdmitoc_load, if loaded from tape, or in /h/data/global/SysAdmitoc_load if
network ingtalled).

To sdlect a segment for installation, move the cursor to the segment to be ingtalled and click
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once. The segment will be highlighted.

NOTE: Itispossibleto sdlect morethan one segment for installation at atime, but it is not
recommended, especially for segmentslarger than 20 MB. Never ingtall morethan one
application database segment at atime.

n.

To begintheingall process, select the | nstall button. A window with an hourglass labeled
"Installing Selected Segments' will appear in place of the Segment Ingtaller GUI. The
application and database segment tables located in Section 5 of the GCCS Implementation
Procedures show approximately how long it takes to load each segment.

After the ssgment isinstalled, the Segment Installer GUI will reappear with another window
overlaid signifying that the segment was either successfully or unsuccessfully installed.

If the segment was successfully ingtalled, continue loading additional segmentsif required.

If the segment did not install successfully, awarning will appear stating that an "error occured
whileingalling selected segment(s)." Click on OK to clear the warning and then select STAT
L OG to determine why the segment(s) did not install.

The most common explanations for a segment not ingtalling are:

» Therequired segments are not installed on the system.
o Thesegment isnot IMCIS compatible.
* Insufficient disk space isavailableto ingtall the segment.

To correct the "required segments not installed" problem, highlight the problem segment in the
Table of Contentswindow, and select REQUIRED. Ingtall any segments listed that are not
currently ingtalled. Also consult the Segment Dependency tablein Section 5 of the GCCS
Implementation Procedures for any additional dependencies. Pay particular attention to the
version number of the required segments.  If the version currently installed does not match the
version specified for the required segments, the segment <till may not install.

To correct the "not IMCIS compatible" problem, exit the Segment Ingtaller and rewind the tape.
After thetapeisrewound, restart the Segment Ingtaller and try again.

To correct the "insufficient disk space”" problem, use the Disk Space Override feature of the
Segment Ingtaller (see Step n following).

If a segment did not ingtall successfully, but islisted inthe"SEGMENTS CURRENTLY
INSTALLED" window of the Segment Installer, it should be de-installed before attempting to re-
ingall it.

The Segment Ingtaller will not load any segments after the available /h and /home[ 1-99] file
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systems have reach 80 percent of their capacity. To override this constraint, position the cursor
in the Segment Ingtaller GUI and press the right mouse button. Select Disk Space Override
from the menu. A new window labeled "OVERRIDE DISK SPACE LIMITATIONS" will
appear. Select the desired override (90 per cent or 95 per cent) from this window and then
EXIT. Continueloading segments after this.

34 Using the Remote | nstaller
The Remote Install (Remotel nst) function provides the following capabilities:

» |t alowsan operator at aremote siteto "pull" software segment(s) from a repository site and
load them in the remote site's Segment I ngtallation server. The operator may also use
Remotel ngt to ingtall the segment(s) on a platform after they are pulled.

» |t allowsan operator at arepository site the ability to download or "push" software segmentsto
other siteswhere they are loaded into the site's Segment Installation server. It also providesthe
operator at the repository site the ability to install or de-install segments on platforms at other
Sites.

3.4.1 Using Remote Install for the Pull Operation. The Pull operation consists of an operator at the
remote site grabbing and transferring software segments, made up of segment ingtall file(s) and shell scripts,
from the repository siteto the remote site. The Pull operation has a graphical user interface intended for ease
of use.

NOTE: Prior to executing the following steps, the Remote Install segment must be installed.

To run the Remote Ingall in Pull mode, do the following:
a. Attheremote site, log onto a platform as sysadmin.

b. Sdect Remote I nstall from the " Software" menu or double-click on the Remote I nstall icon.
Thisbrings up awindow like that shown in Figure 3-1.

HOST: <NONE>

SELECT SEGMENTS EXIT

Figure 3-1. Renpte Install Wndow

c. Enter the name of the repository host in the text field containing the word "<NONE>".
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d. Sedect SELECT SEGMENTS. Thiswill connect to the repository machine and bring up the
screen shown in Figure 3-2, which contains alist of segments available for pulling from the
repository site:

NoOTE: If therepository site machineis not set up correctly, the following message will appear:
"No segments found on the specified host"

Consult Section 3.4.3 for ingtructions on configuring a repository site.

Segment filesto ingtall:

RemoteIngall 1.1 - Solaris
System Administration 1.0.2.1 - Solaris

REL NOTES DOWNLOAD INSTALL CANCEL

Figure 3-2. Select Segnents Screen

e. Sdect the segment(s) to be pulled by moving the mouse to the desired segment and clicking
once. The segment(s) will be highlighted.

f.  Topull the segment and load it on the site's network Segment Installation server, salect
DOWNLOAD.

g. Toinsall the segment on the platform executing Remote Install, in addition to loading it on the
network Segment Installation server, select INSTALL.

h. Progresswill beindicated by the following series of messages:

Transferring files
Formatting segments
Launching Installer (only if INSTALL was sel ect ed)

i. If INSTALL was sdected, the Segment Ingtaller will appear after the segments are transferred.
Follow the proceduresin Section 3.3 to use the Segment Ingtaller.

3.4.2 Using Remote Install for the Push Operation. The Push operation consists of an operator at the
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repository site (Operational Support Facility or CINC) sending the Segment Install File and shell scripts from
the repository siteto the client (remote) site. The operator has the ability to load the segment on the remote
ste's Network Ingtallation server (Segment Installation server) and ingtall/de-install segments on the remote
site's platforms. The Push operation uses only a command line interface, asfollows:

Remotelnt [-p -| -i] <hostname> <segment install file>

Where:
-p indicates that the Remote Installer should only send the file across the network and load it on the
Network Segment I nstallation server specified in <hostname> in the directory
/home2/NET_SERVER. It does not ingtall the segment on the remote site.

-i indicatesthat the tool should send thefile and install the file on the Network Segment Installation
server specified in <hostname>, and then launch the Segment I nstaller on the remote machine so the
Remote Install operator can go ahead and ingtall the segment.

-l indicates that the tool should launch the remote machine's Segment Installer so that it is displayed
on the repository machine's display.

<hostname> isthe host name or | P address of the machine at the remote site on which the segment
will beingtalled. For option -p + -i host name must be the name of a Network Segment Installation
server.

<segment install file> isthe full path of the segment ingtall file that isto beingtalled. Only one
segment ingtall file may beingalled at atime.

3.4.2.1 Remotelnstall Push Example. Thefollowing isan example of a Push operation. Inthe example, a
segment file named Remotelnstall_1.1.tar, located under /homel0/ftp/pub/Remotel nstall at the repository
site, isingtalled on the remote site's Network Installation server machine, named jdeftest.jdef, without
launching the installer on the remote machine:

a. Remotel nst -p jdeftest.jdef /homelO/ftp/pub/Remotel nst/Remotel nstall_1.1.tar

b. The operator will then be prompted for valid user ID and password on the machine to which the
segment isbeing pushed. Enter root or sysadmin asavalid user ID.

c. After entering the correct user ID and password, the operator would see a series of messages
similar to the following:

Checking renmpte systemtype...
Attenpting to get free space fromrenote machine...
Free Di sk Space on Renpte Machi ne == 255428 KB

Installing Segnent File [/ honel0/ ft p/ pub/ Renot el nst/ Renpt el n
st_1.1.tar]
This can take a while - - please be patient.
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Sending file: Renotelnst_1.1.tar

100% 0  ============S============> 2447360 bytes. ETA: 0:00
2447360 bytes sent in 2.19 seconds, 1.06 MB/s.

Sending file: AddToNet TOC

100% O ————=—————=—————=——=———=——=—=—=—==> 7415 byt es. ETA: 0: 00

7415 bytes sent in 0.03 seconds, 276.14 kB/s
Formatting segment on renote machine... [Nework Installation Server]

Expandi ng the segnent file (this may take a while).. .[Extractingthe
tar file]

Addi ng new segnent to the table of contents...
Addi ng segment to the network installer...
Cleaning up ... Please be patient

Network install conpleted
*** Rempte Install Conpleted ***

3.4.2.2 Remotelnstall Install/De-install Example. To de-ingtall and/or ingtall segments on a remote
machine, Remote Ingtall provides the ability to launch the remote machine's Segment Installer on the
repository maching'sdisplay. Thisusesacommand lineinterface, asfollows:

a Remotelnst -I 199.114.208.77

b. The operator will then be prompted for valid user ID and password on the remote machine on
which the Segment Ingtaller is being launched.

c. TheRemote Ingall tool will transfer afileto configure the account for using the Segment
Ingaller. Finaly, theingtaller will be launched on the remote display. During this processthe
operator will see the following messages.

Checking renmpte systemtype...

Attenpting to get free space fromrenote machine...

User sysadmin | ogged in.

Sending file: Launchlnstaller

100% 0 ————=—————————————————=——=—=—=—=—= 1396 byt es. ETA: 0:0
0

1396 bytes sent in 0.05 seconds, 24.98 kB/s.

Launchi ng Segnent Installer on 121.0.0.125:0.0

d. At thispoint, the Segment Installer will appear on the repository machine'sdisplay. Follow the
proceduresin Section 3.3 to use the Segment Ingtaller to install/de-ingtall segments on the remote
machine.

3.4.3 Configuring a Repository Site for Pull Operation. For the Pull operation to work, the repository
site needs to be configured properly. First, the Pull works by using anonymous ftp. Refer to the manual
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pages for "ftpd" for information on setting up anonymous ftp. Once anonymous ftp is configured, some
additional files need to be added under the ftp home directory:

~ftp/pub/SegFiles

Thisfile contains data on the segment ingtall files. It isaplain text file that contains one line for each
segment install file on the syssem. The line containsthree fields that are separated by colons, as.

<description>:<relative segment file path>:<relative rel ease notes path>

Where:
<description>: isthe description that will appear on the Remote Install window when a user attaches
to the repository site using the Pull operation (Section 3.4.1). Thefield should contain at a minimum
the segment name, the version number, the machine type, and thefile size.

<relative segment file path>: isthe path and name of the segment install file [local tar fil€].

<relativerelease notes path>: isan optional fidd that indicates the path and file name of the
release notesfiles.

A valid SegFiles file would look like the following:

Renpte Install 1.1:/pub/Remptelnst/Renotelnst_1.1.tar: /pub/Rel Not es/ Renpt el nst. RN
JMIK 1.0 for Solaris:/pub/IJMIK/ JMIK 1.0.tar:/pub/IMK/ JMIK 1. 0. RN
System Admini stration 1.0.2.1:/pub/SysAdnml SysAdm 1.0.2.1.tar:

~ft p/ pub/ Shel | Scri pt s/ AddToNet TOC
~ft p/ pub/ Shel | Scri pts/Launchlnstaller

Thetwo filesin bold face above are distributed with the Remote Install segment. They are shell scriptsthat
load the pulled segment(s) on the Network Installation server [AddToNetTOC] and launch the Segment
Ingtaller [Launchinstaller]. They can be found under /h/Remotelnst/progs after the Remote Ingtaller
segment has been ingtalled.

NoTE: All segment ingall files must reside under the ~ftp/pub directory for the Pull function of Remote Install
to work.
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SECTION 4. TELECONFERENCING

41 I ntroduction

Tdeconferencing consists of three applications. These applications were acquired from public domain
sources and from commercial vendors. Only minor modifications have been made to make them appropriate
for use on the SIPRNET. The changeswere specifically in the areas of need-to-know and access restriction.

Table 4-1 liststhe applications.

Table4-1. Teeconferencing Applications

Name Remar ks

Internet Relay Chat (IRC) | Interactive, Non-persistent, Text-based

Usenet News Non-real-time Interactive, Short Term Persistency, Text-Based, also known
(NewsGroups) as Newsgroups
World Wide Web Limited Interactivity, Long Term Persistence, Text and Binary Capability

4.1.1 Internet Relay Chat (IRC)

Thefirst application, IRC, isareal-time interactive conferencing tool. Messagesinput to a conference are
made visible to other participants in the conference within seconds. It isnon-persistent; thereisno
mechanism for reviewing old messages. However, it ispossible for each user to log a conference on
(create atext file containing a copy of every message that appeared in a conference while that user was
connected to the conference). Its functionality issimilar that of a telephone conference call.

4.1.2 Newsgroups (Usenet News)

The second application is Usenet News, known as Newsgroups. This application isa version of the well-
known Newsgroups on the Internet. Usersrun client software termed a newsreader, which downloads
articlesfrom anews server. The client software receivesthe news articlesthat are current at the time the
client logged onto the particular Newsgroup. If articlesarrive after the user has attached to the server, the
user will not be made aware of them until the user re-connects. This, combined with the fact that it can take
tens of minutes for a news article to propagate to all serversin the network, makes News less interactive than
IRC. Thearticlesthat are posted to newsgroups are almost alwaystext files, i.e., they do not carry the type of
control characters normally found in aword processor and they do not carry binary graphical files.
Newsgroup servers connect to each other and automatically pass news articles among themsealves, making it
possible for a subscriber to receive news articles while connected to hisor her local News server.
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413 WorldWideWeb

Thethird application of the T econferencing replacement functionality isthe World Wide Web. This
application provides the ability to move large files of any type using an intuitive graphical interface. Thisis
not an interactive application; the author of a document makesit available on “the Web,” and other users
download the document for viewing and/or printing. This application providesto the user the ability to
publish and download formatted word processor files and binary graphical files such as maps and pictures.
The ability of web browsers (web client software) to utilize external programsto view or process documents
does not commit the GCCS community to any particular binary format for formatted text of graphical data.

Each of these applications follows the client-server model and is composed of multiple GCCS segments.
These segments are identified in Table 4.1.3-1.

Table4.1.3-1. WIN Teleconfer encing Replacement Segments

Application Segment Program Name Prefix I nter dependencies

Internet Chat (IRC)

Server: ircd IRCS
Client: Zircon (GUI chatter) IRCC
irc (Text based chatter) IRCC
NewsGroups
Server: innd NEWSS PERL

perl (scripting language) PERL

World Wide Web
Servers: httpd HTTPD
Netsite WEBSV
Client: Netscape WEBBTr
Home Page Generator WEBPg PERL
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NOTES: 1) Netsite and Netscape are commercial products; licenses are being obtained by DISA for
their use.

If Netsite and Netscape licenses are not available, then Netsiteis replaced by httpd and
Netscape isreplaced by MOSAIC.

2) Whilethe PERL segment isnominally part of the Newsgroups and World Wide Web
segments, it can be used by other GCCS applications.

4.2 Internet Relay Chat (IRC)

Internet Relay Chat (IRC) isa chatter-style program that allows multiple usersto participate in conferences.
The segment issimilar to the“ Comm” portion of WIN Teleconferencing. It isimplemented as a network of
IRC servers. Usarsinteract with IRC vialRC clients. There aretwo clients availableto users; alow-
bandwidth, text-based client, named irc, and a GUI client named Zircon. A user invokesan IRC client and
directsthe client to connect to a server. Once connected, the user participates in conferences/ conversations
by joining specific channds. A channel may be thought of asatopic of discussion, or even as a conference.
By joining a channd, the user will then receive all messages sent to that channdl. Further, when the user
inputs a message to the channd, the message isforwarded to all other clients on the same channd (including
clients attached to other serversin the network).

The IRC server softwareisired. ItisaUNIX daemon that runs continuoudly on a server platform. Each site
is expected to have at least one IRC server running at all times. This software server does not require asiteto
procure an additional hardware server, but may be loaded on a currently available hardware server. The
application ircd iswritten in C, and utilizes sockets for interprocess communication. The default port is
6667.

IRC isnon-persistent in that messages are not automatically saved. Itisvery interactive. When a user types
amessage on hisscreen, it isvery quickly transmitted to all other servers on the network and then from those
serversto all users currently connected to that conference. However, when a messageis sent whileauser is
not connected, that user will not be able to see that message. Features supported include private channels
(users not on a channd cannot see who is on that channdl), secret channdls (users not on channd cannot even
detect that the channdl exists), keyed channels (users must know a password to join a channdl),
invitation-only channels (a channel operator must send a user an invitation before that user can join the
channel), and moderated channels (channel operators can provide/remove permission to individualsto input
messages to the channdl).

Zircon isan X-based package providing an e egant GUI interfaceto IRC. Itiswritteninthe Tcl scripting
language, and thusrequiresthat Tcl, Tk, and Tcl-dp be present on the machine from which it is executed.
Tcl, Tk and Tcl-dp areincluded. Featuresinclude sidebar conversations (two-way conversationsinvisibleto
others), pop-up channel displays (iconified channel windowswill restore themsealves when a message arrives
on the channd), and queries asto the identity of other users.

Internet Relay Chat consists of a series of servers connected in alogical network.
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421 Howtolnstall the Server. IRC comprisestwo segments. IRCSisthe IRC Server segment. It
contains the application named ircd. It requiresat least a Sparc 20, although it requiresvery little disk
space. IRCC isthe IRC Client segment. It containstwo IRC clients; irc (an ASCII - based client) and
Zircon (an X-based client). Theclient software should be installed on any machine at which userswill be
expected to use IRC. Both IRCS and IRCC contain binaries for both Sun and HP platforms. The
installation scripts remove the inappropriate binaries.

The Ingallation Script will prompt the installer to answer the following five questions. Question 4 is
particularly critical in that it discusses theinformation that must be provided to other site administrators (and
what information they must provide to you).

Q1: Isthissitea hub node or aleaf node?

Thefirst question concerns whether the server in question will be ahub node or aleaf node. A hubis
a server that communicates with multiple other servers. A leaf nodeisa server that communicates
with only one other server. Table 4.3 identifies sites as either leaf nodes or hub nodes.

Q2: What isthe server name?

The Postlnstall script attempts to determine the sites server maching'sname and |P address. Itis
recommended to use the machine' sfully-qualified name (machine.domain.name, where
domain.name isthe DNS domain name).

Q3: Enter administrativeinfo

Theingaller is asked the name of the facility, descriptive information about the server, and a
point-of-contact (POC) for the server. Thisinformation will be made availableto clients attaching
to the server (aclient can issue an ADMIN command, which returnsthisinformation). Sincethis
information is not used internally by IRC, the ingtaller can respond in any way to these questions.
However, we strongly recommend that the installer make the entriesinformative. The descriptive
information about the server is particularly useful if the steisingalling multiple servers. The POC
information should include the name, telephone number, and e-mail address of the system
adminigtrator in charge of maintaining the IRC server.

Q4: Entering the IRC Network neighbors

This section configures the server to communicate with its neighborsin the IRC network. The
following information is required.

»  Themachine name and/or IP addressthat the neighboring server will run on

*  Thename of the server itsdf (should be the same as the name of the machine)
» Thepassword that the server must provide to gain accessto that neighbor

*  Whether the neighbor isa hub or a leaf.
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Q5: Establishing operator access

An IRC operator (IRCOp) isa user who has operator privileges on the IRC network. These
privilegesinclude the ability to "squit" servers (remove thelink between those servers, resultingin a
partitioned network), "connect" servers, "kill" users (kicking them off of a server), etc. ThelRC
Server configuration file allows one to specify the nickname(s) and password(s) of the IRC operator,
aswdll as specifying which client maching(s) a user can be connected from and <till become an
operator. Leaf nodes do not require that there be any operators, and should not allow operators
unlessthere isan administrator who isresponsible for maintaining IRC at that site. Hub nodes
reguire knowledgeable operators. Those servers should allow operators to connect to the server from
clients running on the server machine, and should not allow operators to connect from other
machines.

SPECIAL NOTE ON THE INSTALLATION:
A site adminigtrator can edit the IRC server configuration file with any text editor. Thefile
is

/' h/ COTS/IRCS/libl/ircd/ircd. conf

Itsformat isintended to be human-readable. This configuration file has no comments, but
thefile

/ h/ COTS/ | RCS/ skel /i rcd. conf

isafully-commented skeleton ircd configuration file that will help one understand the
syntax of ircd.conf.

422 Administeringthe | RC Server and the | RC Networ k

Thereislittlework to be doneto administer an IRC server or IRC network asawhole. System
Administrators will modify connections as necessitated by failuresin other servers and communications links.

4.3 Newsgroups

4.3.1 Installation Instructionsfor NEWSS (I nter net News Server Segment)

Ingtalling the Internet News Server segment (NEWSS) requiresthat the ingtaller respond to six questions
posed by the Postingtall software. Some amount of planning isrequired before ingtalling NEWSS. Please
read this entire document before beginning the installation.

Question #2 (Q2 bdow) asks for the name of the directory in which the News spool should reside. The
"News spool" isthe directory tree into which all incoming News articles are stored. Sincethiscan grow to a

truly tremendous size, it isstrongly recommended that the spool be located on a separate disk partition from
/WCOTSNEWSS/Iib. Choose a partition for the spool such that no critical application will crash if the
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partition becomesfull. The history files (located in /W/COTSNEWSS/Iib) can also grow to be quite large,
although they should remain under 10 megabytes.

Q1 -- E-mail address:

Thefirg ingtallation question requests that the site enter the e-mail addresses of theindividuals
entrusted with the responsibility of maintaining the News server. These person(s) will most likdly be
the System Administrator(s). In any case, the News server will, at times, send e-mail to the user
news 0. Thise-mail will contain important information with respect to administering the News
server. This section of the Postingtall allows the SA to specify the usersto whom this e-mail should
be forwarded. It will continue to prompt for e-mail addresses until the SA responds with a carriage
return (<CR>), at which point it will prompt to confirm the list of e-mail addresses. |f the SA does
not confirm, the e-mail addresses previoudy entered will be dropped and the site will haveto start
over in Q1.

Q2 -- Parent directory of news spool:

When News articles arrive at the server, they are stored into the spool directory. Dueto the
potentially high volume of newstraffic, it is possible that the partition that stores the spool directory
will becomefull. It isthusimportant that the spool be placed in a partition that can become full
without crashing the server or causing undue problems with server applications. One such
application isthe News server itsdf; if the spoal is placed on the same partition as
/h/COTSYNEWSS/lib, then when the partition becomes full, no lock files can be created in
/hWCOTSNEWSS/Iib. Theimpact of thisisthat "ctlinnd" cannot be run (it utilizeslock filesin
/hWCOTSNEWSY/lib), and thus the News administrators cannot manually purge News articles
(which would release disk space). Notethat if thereisalready a News spool in the specified
directory, the site will be offered the opportunity to use that News spooal, rather than copying the
install spool over it.

Q3 -- The name of the current domain:

Enter the DNS domain for the server.

Q4 -- The name of your organization:

Every News posting includes, as part of its header, the "organization" of the individual posting the
article. Enter aline of text (<= 64 characters, including spaces) describing the site. Exampleswould
be "FORSCOM" or "Central Command."

Q5 -- Load a previously saved configuration

The DE-INSTALL script for NEWSS supports saving the site's configuration files (the contents of
NEWSS/lib) in atar filein /h/data/global. The purpose of thisisto prevent usersfromlosing a
configuration that may have evolved over an extended period of time and be difficult to re-create

(especially nnrp.access). If asiteloads an old configuration, the next two questions are skipped.
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Q6 -- Establish the (News Server) network

Thisisthe screen in which the site specifiesits neighboring servers (the servers which feed articlesto
the site's server and which, in turn, are fed by the site's server). Thisiswhere the information
exchanged with the News administrators at neighboring sitesisused. Since NEWSS is based upon
machi ne-to-machine connectivity (as opposed to site-to-site), the installer must know which machine
at each neighboring site will bethe News server. Also, theingtaller must exchange News passwords
with neighboring siteingtallers. These passwords are used to authenticate server connections. When
associ ating passwords with server connections, use a different password for each neighboring server
(do not use the same password for a neighbor that neighbor is using for your server). For each
neighbor, four inputs are required:

o theserver machingsfully qualified name (machine.domain.name) or |P address

the server's "pathname” (the name it appendsto an article's path—usually the fully qualified
machine name)

the password the site's neighbor must provide for the site to allow a connection

the password that the site's server must provide to its neighbor when connecting to it

For security reasons, all passwords should be unique. Theinput processwill continue until the
site respondsto "Neighbor's | P address or fully-qualified name:" with <CR>.

Q7 -- Createthe Server's Access Control List

The News server software only accepts client connections from users who have entriesin the access
control file (nnrp.access). The site need not enter all of itsusersat thispoint intime. Enter one or
two for testing purposes, and then modify (or write a script to modify) NEWSS/lib/nnrp.access | ater
on.

432 Howto Start and Stop the Server. If innd (the news server) isnot running on a machine, it must
be started by root. To start the server, execute the program:

/ h/ COTS/ NEWSS/ progs/ rc. news

To stop the server, user root should enter the command:

/ h/ COTS/ NEWSS/ progs/ ctlinnd shutdown "reason"

Thisisa UNIX command that will stop the process running the server.

433 Howto Throttle (Pause) the Server. Therewill betimeswhen a News administrator wantsto
pause the server (stop it from receiving articles, etc.) without terminating the server. Examples of activities
an administrator may wish to perform whilethe server ispaused are:  editing the activefile, re-building the

1-35



GCCS- SAM 2. 2
Rev 0
Decenber 17, 1996

history database, and backing up or modifying the News spool. The program ctlinnd (control innd) is used to
pause the server asfollows:

/ h/ COTS/ NEWSS/ pr ogs/ newsbi n/ctlinnd pause "reason"

"reason” isa string that indicates why the server isbeing paused. Thisstring isstored intheinnd log filesfor
future reference.

To resume normal server operation:

/ h/ COTS/ NEWSS/ pr ogs/ newsbin/ctlinnd go "reason"

“reason” must either be the same reason as was used to throttle the server, or the empty string (two quotes
with no charactersin between).

The manual (man) pages entry that covers these operations are (see 4.3.14 for instructions on reading the man
pages):

man ctlinnd (8)

434 How to Get the Server to Re-Read its Configuration Files. Thectlinnd program with the
command "reload" is used to reload the configuration filesinto memory. The format of the command is:

[ h/ COTS/ NEWSS/ pr ogs/ newsbi n/ctlinnd rel oad "what reasof

where "what" is one of thefollowing: all, history, hosts.nntp, active, and overview.fmt. "Reason" isastring
(enclosed by quotesif it contains space characters) explaining why the reload was performed. Below isalist
explaining the result of each "what" specification.

all Reload all configuration files, close and re-open the history database
history Close and re-open the history database.
hosts.nntp Re-read the hosts.nntp file - specifies neighboring servers and the

password they must provide to connect to the site.

active, newsfeeds Both the active and the newsfeeds files are reloaded for either command.
The active file specifies which newsgroups are active at this server, and
the newsfeeds file specifies which servers the site feeds newsto, which
newsgroups are fed to those servers, and how the site connectsto those
servers.

overview.fmt Reload the overview.fnt file, which specifies the format of the overview
database. GCCS News administrators should never have do to this, as
there should never be a need for a site to customize their overview.fmt
file.
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Note that thereisno way to reload the inn.conf file. This should not be an issue, asthe "path" variable isthe
only part of inn.conf used by innd.

The manual (man) pages that cover these operations are:
ctlinnd (8)
hosts.nntp (5)
overview.fmt (5)
active (5)
history (5)
innd (8).

435 How to Add/Remove Newsfeeds (Neighboring Servers). Adding new neighborsto the site's
server or removing existing neighbors involves editing four filesin /hW/COTSNEWSS/lib:

e hosts.nntp e nntpsend.ctl
e newsfeeds e passwd.nntp.

Thefile hosts.nntp lists the machines (name or | P address) that feed newsto this server, plusthe password
those servers must supply to be allowed to connect to thisserver. The file newsfeeds specifies where news
articles get forwarded to and how they get forwarded. Thefile nntpsend.ctl isthe control file for the program
nntpsend, which isthe program that actually transmits articles from this site to the neighboring servers.
Finally, passwd.nntp isthe file that specifiesthe passwordsthe server must supply to connect to its
neighbors. innd loads hosts.nntp and newsfeeds into memory during processing, so the server must be
"reloaded" after they are edited. nntpsend.ctl and passwd.nntp are read each time nntpsend is executed (by
default, once every ten minutes). It isadvisableto do the following:

a) Determine the changes to be made before beginning editing.
b) Throttle the server while the changes are being made.
¢) Unthrottle the server when done.
The manual (man) pages that cover these operations are:
ctlinnd (8)
hosts.nntp (5)
newsfeeds (5)
nntpsend.ctl (5)
passwd.nntp (5)
innd (8).
43.6 Creating a Newsgroup.

Creating a Newsgroup on the GCCS News Network is atwo-stage process. establishing the Newsgroup on
the Network and creating the Newsgroup on each server.

1-37



GCCS- SAM 2. 2
Rev 0
Decenber 17, 1996

4.3.6.1 Establishing a Newsgroup Acrossthe GCCS Network. Execute the Make Group Segment. This
segment allows usersto create a newsgroup. It enforces the naming convention specified inthe TLCF
CONOPS. This program provides a command-line interface to newsgroup creation.

On all client machines where users who might want to create a newsgroup sit:

Multiple executables in the progs directory work together to provide newsgroup creation. MakeGroup.init is
the script called when the “ Make Grp” icon is pressed. It creates an xterm and runs MakeGroup inside of it.
MakeGroup, in turn, executes news.aut and GetActive to download alist of currently-existing newsgroups. It
then promptsthe user to get the new newsgroup name, ensures its correctness, and then calls makegroup.
Makegroup builds a control message and then calls posthews to post the article to the news server. Note that
makegroup runs sgid, and postnews can only be run by root or under group mail. Postnews provides no error
checking as far as contents of the article being posted is concerned.

Step 1: Verify ingallation of required segments:
GCCSCOE 2.0.

Step 2: Ingtall News Make Group 1.0.0.2.
Thefollowing will be presented to the ingtaller:

Please enter the names of the machines running news serversfor thissite. Thislist will be made available asa
menu to users running the news client.

Enter thefirst server name: (server name)
Is<gerver name> correct? (y/n) [y]:

Please be patient while we ping (server name).
(server name) isalive

Ping confirmsthat the machine isthere.
Entering (server name) into the menu of news servers.

Enter the second server name: (server name).

Allow usersto create “*.limited.*” newsgroups. Doesthisby stripping “.limited.*” off of the newsgroup
name -- the control msg will follow the distribution specified by the portion of the newsgroup name which
comes before the “ limited” .

4.3.7 Adding, Deeting, and Modifying Users' Accessto News. Thefilethat configuresthe News server
for user authentication isnnrp.access. Ignoring comments and blank lines, thisfile consists of a series of
records, one per line. Each record enables access for amachine or auser. Therecords consist of fivefields
separated by colons
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machi ne: per m ssi ons: user nanme: passwor d: newsgroup |ist.

For GCCS access permissions, no record will contain both a machine name and a user name/password. Our
recommendation isto provide only one record in the nnrp.access file that does contain a machine
specification. It should look asfollows:

*: R ::!1* news. announce. def aul t

Thisline allows any machine to connect to the News server without user authentication, but only provides
read access (no pogting), and only provides access to one newsgroup, news.announce.default.

Accessfor individual usersis provided by lineswhich look asfollows:
: R P:usernane: password: ! *, groupl, group2, group3, ..

If the user provides user name and password, thisline allows read and post accessto the listed newsgroups
(groupl, group2, group3, €tc.). For auser to have any accessto a News server (beyond reading the articlein
news.announce.default), that user must have an entry in nnrp.access. Thereis currently no mechanism for a
user to modify his or her password; either the user must tell the News administrator what password to enter
into nnrp.access or, more likely, the administrator will inform the user what their password is.

For a user to be given access to a specific newsgroup, the name of the group must be included in thelist of
newsgroupsin the user's nnrp.access record. To remove access, the name need only be removed from the
list. Since nnrp.accessis consulted each time a user connectsto the server, there is no need to re-load the
server's configuration after editing nnrp.access. Notethat the list of newsgroups beginswith "!*"; the
newsreader server understands wildcards, and "!*" means "deny accessto all newsgroups.” If onereadsthe
commas as "except”, then "!*, groupl" means "deny accessto all newsgroups except groupl." Wildcards can
also be used to reduce the size of nnrp.access records. For example, if the newsgroups fruit.orange,
fruit.banana, fruit.grape, fruit.lemon, fruit.lime, and fruit.juice exist on a site's system, and the site wants
user jdoe to have accessto all of them except fruit.orange, then the following line can be placed into
NNrp.access:

:R P:jdoe:passwd: ! * fruit.*, ! fruit.orange
Thisisuseful if there will be a number of newsgroups that will be availableto all users. Give those
newsgroups the same postfix, and give no restricted newsgroups the same postfix -- for example, all
unrestricted newsgroups nameswill end with ".all". Then, every user's nnrp.access line would look like:

:R P:jdoe: passwd:!*, *. all, groupl, group2

Thisgives accessto all newsgroups whose namesend in".all" plus groupl and group?2.
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The manual (man) pages that cover these operations are:
nnrp.access (5)
nnrpd (8)
innd (8).

438 How to Support Multiple Newsgroup AccessList Maintainers. It may be desirableto delegate
responsibility for maintaining the newsgroup accesslists. If thisisthe case, one possihility isto create a new
UNIX group (perhaps named news_access). Include user news in that group, and change the group of the
nnrp.access file (chgrp news_access /hW/COTSNEWSS/lib/nnrp.access) and change the mode of thefileto
be group-writable (chmod g+w /h/COTSNEWSS/Iib/nnrp.access). Now any user included in the group
news_access can edit the nnrp.accessfile.

A problem with the above approach isthat it isimpossible to track which users have modified nnrp.access.
Oneway to deal with thisisto create a new user on the system (news_access) with no shell, and make news
and news_access the only two usersin group news_access. The users who are maintaining newsgroup access
lists are given the password to the news_access account, and must su to that account to edit nnrp.access
(since news_access has no shell, nobody can log in asnews _access). By forcing usersto su to news_access
before editing nnrp.access, a record of who has edited nnrp.access, and when, iskept in /usr/adnvsulog.

The manual (man) pages that cover these operations are:
chgrp (1)
group (4)
su (1).

439 How to Remove a Newsgroup. Removing a newsgroup will beillustrated with the example of
removing "groupl"” from all news serversin the GCCS News network. To direct News administrators on all
machines to remove a newsgroup, a control message must be transmitted. To do this, execute the following:

makegroup -d any groupl

Do not enter any text for the one-line description; for the description ending with end of file (EOF), enter an
explanation for why the newsgroup isto be removed. Then, when asked "Send, abort or edit?" sdlect "edit."
Within the editor, change every occurrence of "newgroup” to "rmgroup.”

Savethe file and quit the editor, and then select "send.”

Each News administrator will receive an e-mail message directing him or her to execute the following
command:

/ h/ COTS/ NEWSS/ pr ogs/ newsbi n/ctlinnd rnmgroup groupl
Executing this command will remove the newsgroup from the server. The newsgroups file should be edited to

remove mention of the newsgroup from it, nnrp.access should be edited to remove references to groupl, and,
if the newsgroup was moderated, moderators should be edited to remove the groupl entry.
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The manual (man) pages that cover these operations are:
ctlinnd (8).

4.3.10 Archiving a Newsgroup

43.10.1 Why Archivea Newsgroup? Before discussing how to archive a newsgroup, we will discuss
why one might that to archive a newsgroup. In addition to holding every "current" news article on disk, the
news server maintains a database that tracksthe current articles. An article remains current until it expires, at
which point the articleis removed from the spool and referenceto it is removed from the history database
(eventually).

The length of time an article remains current is controlled by a combination of the "Expires. " header in the
article (if one exists) and thefile expire.ctl in /n/COTSNEWSS/lib. Egtablishing valuesfor expire.ctl will
involve a tradeoff between restricting the number of current articles and giving userstimeto read articles
before they are purged from the system.

Under certain circumstancesit will be desirable for articlesin a particular newsgroup to remain available
indefinitely. For example, news.announce.newusers is a newsgroup that contains a single article, which
should always be on the system. Thisisaccomplished in expire.ctl, by specifying "never" for when articles
will be purged.

The performance of many of the operations fundamental to News server operation, such as maintaining the
history database, searching for articles, etc., depends directly upon the number of current articles. In other
words, if the number of current articlesis allowed to grow indefinitely, eventually the News server will grind
toahalt. Further, the amount of disk space required for the News spool and the history database grows with
the number of current articles. Thus, for a newsgroup that receives a steady stream of articles, keeping the
articles current forever by default is not an appropriate option.

Another way to keep all of the articlesin a newsgroup indefinitdly isto archive the newsgroup.

The News server has software that allows for the creation of a directory tree, smilar to the News spoal, in
which articles from specified newsgroups are stored.  Since these copies of the articles are not part of the
News system (i.e., they are not tracked by the history database, etc.), the size of the archive does not impact
the performance of the server.

4.3.10.2 How to Archivea Newsgroup. The program archive /h/ COTS'NEWSS/progs/newsbin/archive can
be used to archive a newsgroup. There are two waysto use this program; an archive entry in the newsfeeds file
can be created, in which case new articleswill be archived each time nntpsend is executed (every 10 minutes), or
archive can be run from a cron entry (presumably before expireisrun each night).
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NOTE: Currently the archive program has undergone only limited development and needs modification.
News articlesare stored in plain text filesin the News spool directory
/hWCOTSNEWSS'spool/news. Thedirectory hierarchy under the News spool directory matchesthe
newsgroups naming hierarchy. Articles posted to newsgroup fruit.frozen.blender will be stored in
filesin the directory /h/COTSNEWSS spool/news/fr uit/frozen/blender .

The names of thefilesareintegers. If a siteisdissatisfied with the archiving software, it can mimic
the archiver using chrontab and the UNIX command “find.”

The manual (man) pagesthat cover these operations are:
crontab (1)
cron (4)
archive (8).

43.10.3 Howto Access Archived Articles. Thereiscurrently no interface for accessing archived news
articles. They will smply befiles under /h/COTS/NEWSS/spool/news/news.ar chive.

43104 HowtoRead NEWSS Man Pages. To accessthe man pages associated with the NEWSS
segment, execute the following command:

set env  MANPATH ${ MANPATH} : / h/ COTS/ NEWSS/ man ; # for csh
set MANPATH=$MANPATH: / h/ COTS/ NEWSS/ man; # for sh, ksh

Now, the command man innd will accessthe man page for innd (which isin /h/COTS/NEWSS/ man/man8).
4311 What to Do if Disaster Strikes:

° Corrupted activefile. Theactivefileisthe database of currently active newsgroups. The man page
"news-recovery" contains a clear explanation of how to rebuild an activefile. If a stewants/needsan
old version of the active file to perform the rebuild, and no activefileisavailable, it should be ableto
ask a neighboring server to send you theirs (thisis a good reason to maintain multiple News servers
at aste).

° Corrupted history file. The history database can be rebuilt using makehistory. See the man pages
on news-recovery and makehistory.

° Neighboring server s have gone down. Inthe GCCS News network topology, each server is
provided with multiple neighbors. Thus, the loss of a single neighbor should not prevent a server
from receiving News articles except for those newsgroups that are being given a restricted
digtribution. If a site hasa newsgroup that comesto it from only one neighboring server, and that
server goes down, the site will have to contact an administrator for that server and find out a) if that
server will be back up soon and b) if it won't, the name of a News administrator of a server further
upstream that will link to the site'sserver. Notethat if the site can wait until the original neighbor
comes back up, it isunlikely to missarticles, but if it hasto establish a new connection, articles
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posted in the interim between the original neighbor going down and the new neighbor being
established will not be transmitted to the site's server automatically.

News server has gone down. If the site's News server has gone down, but will be back up within an
hour or two, then, when the site's server isback up, the neighboring servers will transmit the news
articlesthey have accumulated in the interim. If the server will be down for an extended period of
time, it isimportant to notify the users and provide them an alternate server to which they can
connect. Further, the site must provide the neighboring servers with a machine to which to transmit
news articles. An option isfor the administrator to have given the site's news server an alias. For
example, if the News server isat FORSCOM and is running on [gidget.forscom.gcc.amil], create a
DNS alias[news.forscom.gcc.amil], and give that as the name of the news server to users and
neighboring servers. Then, if [gidget] goes down in a permanent way, the site can install the NEWSS
segment on a new machine, restore the most recent copies of the configuration files (active,
newsfeeds, etc.), restore as much of the spool as can be recovered (the site may wish to ftp portions
of the spool from neighboring sitesto ensure that no articles are lost) and then change the
[news.forscom.gec.smil] aliasto point to the new News server.

Lost spool (lost all articles). First, the server must bethrottled. Second, a News disk partition
must be allocated for use asa News spool. Once a new partition is assigned to be the News spool
(mounted on /h/s3, for example), a parent directory for the News spool must be created in that
partition /h/s3/spool.news and the symbolic link /h/COTSNEWSS spool must be set to point to it
(rm/h/COTS/NEWSS/spool; In -s /h/s3/spool.news /h/COTSNEWSS'spool). Then, a neighboring
server (hopefully one at the same site) can provide a copy of their spool to be ftp'ed into the spool
partition. Finally, the active file and history database can be rebuilt, and the News server unthrottled
(allowing neighbors to resume feeding News articles to this server).

The manual (man) pagesthat cover these operations are:
ctlinnd (8)
news-recovery (8)
innd (8).

4.3.12 NewsMake Group

This segment allows usersto create a newsgroup. It enforces the naming convention specified inthe TLCF
CONOPS. This program provides a command-line interface to newsgroup creation.

On all client machines where users who might want to create a newsgroup sit:

Multiple executables in the progs directory work together to provide newsgroup creation. MakeGroup.init is
the script called when the “ Make Grp” icon is pressed. It creates an xterm and runs MakeGroup inside of it.
MakeGroup, in turn, executes news.aut and GetActive to download alist of currently-existing newsgroups. It
then promptsthe user to get the new newsgroup name, ensures its correctness, and then calls makegroup.
Makegroup builds a control message and then calls posthews to post the article to the news server. Note that
makegroup runs sgid, and postnews can only be run by root or under group mail. Postnews provides no error
checking as far as contents of the article being posted is concerned.
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Step 1: Verify ingallation of required segments:
GCCSCOE 2.0.

Step 2: Ingtall News Make Group 1.0.0.2.
The following will be presented to the ingtaller:

Please enter the names of the machines running news serversfor thissite. Thislist will be made available asa
menu to users running the news client.

Enter thefirst server name: (server name)
Is<gerver name> correct? (y/n) [y]:

Please be patient while we ping (server name).
(server name) isalive

Ping confirmsthat the machine isthere.
Entering (server name) into the menu of news servers.

Enter the second server name: (server name).

Allow usersto create “*.limited.*” newsgroups. Doesthisby stripping “.limited.*” off of the newsgroup
name -- the control msg will follow the distribution specified by the portion of the newsgroup name which
comes before the “ limited” .

441 Netsitelnstallation. Netsiteisthe commercial Web server that will be provided to certain GCCS
stes. For Netsite, the installer will be asked for the machine name and the domain name. Theinstall script
then activates a Web browser, which will ask the ingtaller to establish a name and a password for the Web
server administrator.

4.4.2 httpd Installation. The public-domain Web server provided to GCCSishttpd. When the
Postingtall fileis executed it will ask for the name or | P address of the machine the siteisrunning the
installation on. If the siteisrunning the installation from a remote machine, enter the | P address of that
machine. Thisisused to set the display so errors and information will be shown on the active machine. A log
iscreated in ./POSTINSTALL.log.

Theinstall configures the httpd server, builds a default home page, and sends mail to
smith5Sm@trudel .osf.gcc.smil to let them know that a new Web server isup.

Theinstaller will then be asked for the full name of the site's System Administrator so mail can be sent to the
SA.

To de-ingall the segment, run the DE-INSTALL script.
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SECTION5. DOMAIN NAME SERVICE ADMINISTRATION

51 Overview

Every network device attached to a TCP/IP network isidentified by a unique 32-bit |P address. Any device
that has an | P address can be assigned a host name. While host names are not required--they simply make it
easier for the user to use the network and may be used interchangeably with a system's | P address.

Currently three popular methods are used to trandate or resolve host namesinto | P addressesin GCCS:

® Host Tables (/etc/hosts)
o NIS+
e Domain Name Searvice (DNYS)

Hog tables are located on each system on the network in the /etc directory. Thisrequiresthat each table be
maintained separately and, typically, can be an administrative burden on all but the smallest of networks.

When using NI S+, asingle host file, found under /h/EM/nis_files/host in the GCCS EM server, isused by all
GCCS platforms. It should not be used to resolve names of platforms outside the site's LAN.

DNSisan application layer protocol that is part of the standard TCP/IP protocol suite. DNSisin essencea
naming service; it obtains and provides information about hosts on a network.

DNS performs naming between hosts within the local administrative domain and across domain boundaries.
It isdistributed among a set of servers, commonly known as "name servers,” each of which implements DNS
by running a daemon called named.
5.2 Refer ences

a. Administrating NIS+ and DNS (Solaris Manual)

b. DNSand BIND (O'Reilly & Associates, Inc, Paul Albiztz & Cricket Liu)

c. DNStemplatefilesare loaded onto the designated DNS system in /var/nameser by the GCCS
COE Kernd tape, if theinstaller requests them.

Template files are also available from the SIPRnet Support Center (SSC) through an
“anonymous ftp” account at ss.smil.mil (1P address 204.34.130.5)

Ingtruction for getting DNS Templatefiles via ftp:

Host_name > ftp ssc.smil.mil

Connected to ssc.smil.mil

220 ***** \Welcome to the SIPRNET Support Center (SSC) *****
**%%% |_ogin with username “ anonymous’
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Sipr - SIPRnet Management Information
templates - Regidtration Template
netinfo - SSC Information Files
rfc - Request for Comments Repository
std - Internet Protocol Standards

220 and more!

Name (ssc.smil.mil.user): anonymous

331 Guest login ok, send your email address as password
Passowrd: XXXXXXXX

230 Guest login ok, access restrictions apply

ftp > cd domain

ftp > mget *

ftp > bye

221 Goodbye

If Netscape isimplemented on the host system, the SSC can be contacted via Web page “ http://ssc.smil.mil.”
53 Pre-Installation Tasks
Before beginning the DNS installation, perform the following tasks:
a. Choosetwo reliable UNIX machines on the LAN to be the primary and secondary name servers.
Any UNIX device with the bind or in.named daemon can run the name server software. These
local name serverswill be set up to know the addresses and aliases of all the local devicesand to

know whereto look for information about devicesin other domains. The name server software
does not require dedicated machines.

NoTE: All SPRNET domain namesend withdi sa. smi | . mi |

b. Choosea DNSdomain name. Table 5-1 providesa partial list. (Nameslisted can be verified by
calling the Haotline at the DISA OSF.) A DNSdomain nameis not the same asthe NIS or NIS+
domain name. The NIS or NIS+ domain nameiswhat the user gets after entering the command
domainname. Some examples of fully qualified DNS domain names are:

the osf uses: osf.disa.sm|.m|l
thejdefuses. jdef.disa.sml.nml
centcomuses. cent.sml.ml

C. Regiger site name serverswith the SSC. To notify the SSC of a new name server, obtain the
registration template from the anonymous FTP or HT TP server “ssc.smil.mil”, complete the
document including fully qualifed domain names of the name server hosts, their | P addresses,
and atechnical point of contact (POC), and email the document to the SSC at
HOSTMASTER@SSC.SMIL.MIL.
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Installing the Primary Name Ser ver

WARNING: Bevery careful of the syntax and location of white space and "." in these files; they must be
exact or they will not work and the installer will not receive a clear indication of failure. There
are four important, but easily overlooked, syntactical errorsthat can occur:

a. Theremust beadot at the end of the fully qualified names; e.g.,
hor net.osf.disa.smil.mil.
Thefinal dot lets DNS know to start at the root server.

b. Make surethere are no uncommented white lines or the file will not be fully read. Comments
in these files are noted by a semi-colon (;) at the beginning of each comment line.

c. Thedb.hosts, db.rev.hosts, and db.local files have a serial number in their files. This number
needs to be incremented each time these files are edited. |f the site does not increment this
number, the DNS daemon will not know there has been a change and will not read any edits.
This problem will be discovered when the edited file is chosen.

d. Thedb.cachefilehasa"dot" at the beginning of the linesthat identify the root name servers.
DNS will not function properly without the dots.

Thefollowing files are located in /var/nameser ver .

NOTE: These are examples and must be modified for the site.

db. host s Maps |ocal domain names and aliases to addresses.
db. rev. hosts Mapsaddressesto local domain names.

db. cache Root name server address locations.

db. | ocal Loopback network.

named. boot Tiesall the other filestogether.

NoOTE: Thesefilesare generally referred to as the name server database (db.xxx) files and can have any
name the site chooses.

a. Setupthedb.hostsfile. Thisfile, with the db.rev.hosts file, definesthe domain for which a site's
name server isauthoritative (the best source of information). It contains the following types of

records:

SOA Start of authority isalwaysthefirst entry. There can be only onein a database
file.

NS Listsa name server for this domain.

A Maps a name to an address.

5-3



GCCS-SAM-2.2
Rev 0
December 17, 1996

CNAME Definesan alias (called a canonical name).
PTR Maps an addressto a name.
MX Mail Exchanger definesamail hub for the local network.

NoTE: Thisligt isnot an exhaustivelist of all available record types. It supplies enough to begin
setting up thefile.

Thefollowing isa sample db.host file:

NOTE: A semi-colon (;) indicates a comment.

Nane Server tables for the server at jdef.disa.sml.nil

Last update Wed Mar 10 20:16: 33 1993

@ IN SOA backfire.jdef.disa.sml.ml.

root. backfire.jdef.disa.sml.ml. (
93051013 ; serial number

3600 : refresh after 1 hour
300 ; retry after 5 minutes

604800 expire after 1 week
3600 mninumtime to live (ttl) of 1
; hour
jdef.disa.sm|.ml. I N NS backfire.jdef.disa.sml.ml.
I N NS j def 1000. jdef.disa.sm|.m|.
$ORIGI N jdef.disa.sm|.ml.
backfire I'N A 199. 114. 66. 86
mai | host I N CNAME backfire.jdef.disa.sml.ml.
jdefrouter IN A 199. 114. 66. 90
j def 1000 IN A 199. 114. 66. 80
GCCS_SRV I N CNAME j def 1000. j def.disa.smil.ml.
UCCS_SRV I N CNAME j def 1000. j def . disa.smil.ml.
uccs_server I N CNAME j def 1000. j def . disa.smil.ml.
gsorts I N CNAME backfire.jdef.disa.sml.ml.
jws3 IN A 199.114.66. 70
jotsl IN A 199. 114. 66. 89
IN A 127.0.0.1

| ocal host

NoTE: Thedot (".") at the end of afully qualified name meansto start at the root domain.

When arecord is changed in a database file, the corresponding serial number should always be
incremented. Having made this change, the name server daemon can then be signaled to check
the database and update its records and the secondary name server'srecords. A good practiceis
to use the date and time the serial the number in YYMMDDHH format.

Theroot.jdef.disa.smil.mil. isthe mail addressfor the person responsible for this domain.
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b. Setupthedb.rev.hostsfile. Because addresses are looked up as namesin DNS, addresses must
also be provided to name mappings. Each host in the domain must have at least onerecord. The
addresses are reversed with in-addr.arpa appended. The following isan example of the
db.rev.hostsfile:

; Last update Fri Jun 24 10:40:23 1994

@ IN SOA backfire.jdef.disa.sml.ml.
root. backfire.jdef.disa.sml.nml.(

93051013 serial numnber
3600 refresh after 1 hour
300 retry after 5 minutes

604800 expire after 1 week

3600 mnimmtime to live -
;(ttl) of 1 hour
I N NS backfire.jdef.disa.sml.ml.
I N NS j def 1000. jdef . disa.sm|.m|.
$ORI G N 66.114.199. i n-addr . ar pa.
86 IN PTR backfire.jdef.disa.sml.ml.
80 IN PTR j def 1000. jdef . disa.sm|.m|.
90 IN PTR jdefrouter.jdef.disa.sml|l.ml.
70 IN PTR jws3.jdef.disa.sml.ml.
89 IN PTR jotsl.jdef.disa.sml.ml.

c. Setupthedb.cachefile. The name server daemon usesthe cacheinformation to resolve an
address outside itslocal domain. The cache points to the primary and secondary root name
servers, hornet.osf.disa.smil.mil and milo.osf.disa.smil.mil, respectively. These name servers
are located at the OSF and are aware of all the other name serversin the network. An alternate
root name server is needed to protect against an OSF sitefailure. Sitesthat would like to
volunteer to provide this service should mail to "netadm@osf.disa.smil.mil". The db.cachefile
should look exactly like the following:

3600000 IN NS ROOT1. SSC. SM L. M L.

ROOT1. SSC. SM L. M L. 3600000 A 204. 34.130. 4
3600000 NS ROOT2. SSC. SM L. M L.
ROOT2. SSC. SM L. M L. 3600000 A 140. 49. 179. 234
3600000 NS ROOT3. SSC. SM L. M L.
ROOT3. SSC. SM L. M L. 3600000 A 140. 49. 183. 234
3600000 NS ROOT4. SSC. SM L. M L.
ROOT4. SSC. SM L. M L. 3600000 A 199. 252. 79. 234

When an alternate root name server isdefined, it will be added here.
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Set up the db.local file. Thisfile providesthe loopback address. The following is an example of
thisfile:

; name. |l ocal for jdef

$ORI GI N j def. di sa.smil.nil.
@ IN SOA backfire.jdef.disa.sml.ml.
seri al nunber

3600 ; refresh after 1 hour
300 ; retry after 5 minutes
604800 ; expire after 1 week
3600 ) ; mnimumtime to live (ttl)
of 1 hour
I N NS backfire.jdef.disa.sml.ml.
I N NS j def 1000. jdef.disa.sm|.m|.
1 IN PTR | ocal host.

; So nuch for wraparound 127.0.0.1

Set up the named.boot file. Thisfiletiesall of the database filestogether. It specifiesthe
catalog where the database files reside, and the file name the site has chosen for each database.
Thefollowing is an example of the named.boot file:

; named. boot for primary nane server for your domain
;type domai n sourcefile or host

directory /var/nanmeserver

cache

cache

primary jdef.disa.sm|.ml db. host s
primary 66.114.199.i n-addr. arpa db.rev. hosts

primary 0.0.127.in-addr. ar pa db. | oca

When all the database files and the named.boot file are completed, copy the named.boot file to
/etc/named.boot directory:

# cp /var/ nanmeserver/ nanmed. boot /etc/ named. boot<return>
To gtart the name server daemon, asroot enter:
# 1 n. named<return>

During system gtartup, if the /etc/named.boot file exigts, the in.named daemon will be
automatically started.
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Set up the /etc/resolv.conf file. Thisfile definesthe name serversfor adomain. Set it up as
follows:

domai n your domai n. di sa. sm | . m I<return>

naneserver ip_address_of primary_name_server<reurn>
naneserver ip_address_ of _secondary_name_ser ver<reurn>
naneserver ip_address_of _offsite_backup_name_serverKreurn>

Be sure there are no extra lines or spaces at the end of aline. If there are extra spaces, the
resolver does not work, and it does not provide any error messages. For devicesin a domain that
are not name servers, thisisthe pathway to a name server. A maximum of three name servers
may be listed in the resolver.

Perform the following steps to compl ete the installation:

1. Verify that the/etc/defaultrouter file containsthe |P address for the site's gateway. If this
file does not exigt, or contains the wrong value, create it and add the | P address of the default
gateway.

2. Todynamically set the default gateway, type:

# route add net default <I|P_address> XKreturn>
3. Veify the netmasks using the "ifconfig" command:
# ifconfig | eO<return>
Thefollowing isan example of a Class B network with a Class C netmask:

trailers , running , nulticast > mu 1500
fffffOO broadcast 164.117.210.255

NOTE: 164.117.210.77 should be your host's |P address.

("Netmask" should be ffff0000 if Class B netmask isdesired. It should match A.2.
"Broadcast" should be 164.117.255.255 if Class B network isdesired.)
4. To update a non-NIS system, edit /etc/netmasks and enter the command:

# ifconfig -a netmask + broadcast +return>
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55 Secondary Name Server Setup

a. Createacatalog like /var/nameserver like the primary name server. Touch the db.hosts and
db.rev.hosts files asfollows:

# nmkdir /var/ nameser ver<return>
# cd /var/ naneser ver<reurn>
# touch db. hosts db. rev. host s<return>

b. Create or copy the named.boot, db.cache, and db.local filesfrom the primary server. Inthe
named.boot file, change every occurrence of primary to secondary except for the db.local entry.
For the db.hosts and db.rev.hosts files, add the | P address of the primary server. Thefile should
be similar to the following:

Secondary (backup) naneserver

;type domai n
sourcefile or ip address
directory [ var/ naneser ver
cache
db. cache
secondary jdef.disa.sm|.ml 199. 114. 66. 86 db. hosts
secondary 66.114.199.i n-addr. arpa 199. 114. 66. 86 db.rev. hosts

primary 0.0.127.in-addr. ar pa db. |l oca

Copy thefileto /etc/named.boot and start the name server daemon.
5.6 Set Up the Remaining Hosts on the Networ k

The remaining hosts use the /etc/resol v.conf file to locate the name serversfor adomain. Set up the
remaining hosts asfollows:

domai n {your domain}. di sa. smi|.m|

nameserver {ip address of primary _name server}
nameser ver {ip address of secondary name server}
nameserver {ip address of offste backup name server}

Be sure there are no extralines or spaces at the end of aline. If there are extra spaces, the resolver does not

work, and it does not provide any error messages. A maximum of three name servers may belisted in the
resolver.
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5.7 Debugging Hints
¢ |f thein.named daemon does not start:

Firgt check the /var/adnymessagesfile. An error messageis printed there if syslog isturned
on.

» |f things are not working as expected:
Check the cache by signaling the in.named daemon as follows:
# kill -INT “cat /etc/named. pi d <return>
Thiswill cause a dump to the /var/tmp/named_dump.db file.

* Thenslookup facility providesinsight into how DNS seesthe network. Enter the command
nsl ookup and usehelpto get alist of available options.

5.8 Updating the Name Server Database
Edit the files as appropriate, making sure to increment the serial number (always edit the files on the
primary). Signal thein.named daemon of the change, using the following command. This command will
insert the process I D (pid) of the named daemon as an argument for the kill command (HUP isthe UNIX
signal name for Hangup):

kill -HUP “cat /etc/named. pid <return>

Force an update of the secondary name server using the following command:

usr/sbin/in.named -xfer -z jdef.disa.snml.ml| -f db.hosts -s 0
backfire.jdef.disa.sml.ml <reurn>

NOTE: Substitute site-specific information for "backfire.j def".

z =the zone
f = the database to update
s= the sarial number on the secondary server isthe same asthe # on the primary server.

If the above command does not work, do the following on the secondary name server: kill thein.named
daemon, remove the db.hosts and db.rev.hosts from the secondary, touch the db.hosts and db.rev.hosts files,
then restart the daemon. These actions force an update.
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5.9 Solaris 2.3 Specifics

Make sure the /etc/nsswitch.conf file reflects DNS resolution. Typically the host map should be like the
following:

files dns nisplus [ NOTFOUND=r et ur n] i f running nis+
files dns [ NOTFOUND=r et ur n] i f not running nis+

NoTE: "files' has been placed first for those sites that have "hot standby" ORACLE database servers. If the

primary database server goes down, the site only hasto update the /etc/inet/hosts file to activate the
backup.
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SECTION 6. NIS+ ADMINISTRATION
6.1 Overview of NI S+

NIS+ stands for Network Information Service Plus. It was designed to replace NIS, and is a default naming
sarvicefor Solaris. NIS+ can provide limited support to NIS clientsvia a Y P-compatibility mode.
NIS+ was mainly designed to address problemsthat NIS cannot address.

It isimportant to note that thereis no relation between NIS+ and NIS. The commands and the overall
structure of NIS+ are different from NIS. In addition, some command syntax in NI S+ is different from
the NIS commands. NI S+ was designed from scratch.

NIS+ increases security by using an additional authentication method. Userswill still have their sandard log-
in password, will give them accessto the system. They will also have a secure rpc password or network
password. Thisnew password is necessary to actually access NI S+, and iswhat provides the new security.
Usually, auser'slogin password and network password will be the same, and a user will automatically have
accessto all NIS+ functionality when they log in with their log-in password. However, if they are different, a
user will haveto keylogin and type his or her network password to get accessto NIS+. Special notesarethe
NIS+ daemonsrpc.nisd and nis_cachemgr. Y ou should see them running on every NIS+ server and client.

6.1.1 An Explanation of the Basic NI S+ Objects. NIS+ objects are structural e ements used to build and
define the NI S+ namespace. The five basic NI S+ objects are described in the subsections that follow. Objects
are always separated by dots.

6.1.1.1 Directory Objects. Theseare similar to Unix system directories, in that they can contain one or
more objects such as. table objects, group objects, entry objects, or link objects. Directory objectsform an
inverted tree-like structure, with the root domain at the top and the subdomains branching downwards. They
are used to divide namespace into the different parts. Each main directory object will contain that domain's
org_dir and groups_dir directory objects. The org_dir directory objects contain table objects for that
domain. Thegroups_dir directory objects contain NI S+ administrative group objects.

Example of Directory Objects:

Sun.Com.
org_dir.Sun.Com.
groups_dir.Sun.Com.

6.1.1.2 Table Objects. Thesearesmilar to NISmaps. Table objects store a variety of network
information. Tables may contain zero or more Entry Objects. Thereare atotal of 17 predefined table
objects. Tables can be administered with the nistbladm or nisaddent commands. Table entry objectsform a
row in the table and each row stores one record.
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Example of Table Objects.

Passwd.org_dir.Sun.Com.
Hosts.org _dir.Sun.Com.

Example of Entry Objects:
[name=userl],passwd.org_dir.Sun.Com.
6.1.1.3 Group Objects. These are NIS+ namespace administrative user groups. They permit controlled
access rights to namespace modification on a group basis. They are administered with the nisgrpadm
command.
Example of Group Objects:

admin.groups_dir.Sun.Com.

6.1.1.4 Link Objects. These are pointersto other objects. They are smilar to symbolic links. They
typically point to table or object entries. They are administered with the nisln command.

6.2 Debugging NI S+. Before trying to debug a NI S+ problem, you should always make sure that you
have the recommended patchesingtalled on the system. In particular, the kerndl patch should be at the current
patch level, and all the systems should have the same patch revision.
6.2.1 Authentication Problems. Most of the problemsin NIS+ are authentication-related problems.
Assuming that you are running rpc.nisd at security level 2 on your master server, you can use niscat to
determineif a user isauthenticated:

% niscat passwd.org_dir
If the user can see the encrypted passwords, then the user is authenticated. If the user sees*NP* in place of
encrypted passwords, then the user does not have permission to read the “ passwd” column. Inthiscase, you
could run keylogin to try and reauthenticate the user. If that works, the user might need to run chkey to
synchronize the log-in and network passwords.

If keylogin still does not authenticate the user, it islikely that the user’ s credential s have not been set up
correctly. You can check that someone actually has credentials by examining the cred table:

% niscat cred.org_dir
Y ou can create credentials for a user with nisclient:

% nisclient -c username
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When having credential problems, also consider that it might be a problem with the credential s of the
workstation aswell. If known-good usersfail on a specific workstation, you will probably want to try
and st the workstation back up, as described in Section 6.3.3.

6.2.2 Examining NI S+ Tables. Some NIS+ problemswill be related to information missing from tables.
Y ou can examine the contents of tableswith a variety of commands:

niscat will output the entire contents of atable for you:
% niscat passwd.org_dir

Y ou can also examine the object properties of atable:
% niscat -0 passwd.org_dir

Thiscan be very helpful, because it will show you if atable has unusual permissions which may be restricting
access.

nismatch can also be used to find thingsin a table:
% nismatch -h joe passwd.org_dir

niscat and nismatch both directly accessthe NIS+ tables. getent, on the other hand, will look up tablesin the
order defined in the /etc/nsswitch.conf. A typical getent command would be the following:

% getent passwd joe

Thiswould look up the user joe in passwd. Inatypical environment, it would accessfilesfirst, and then
NIS+. If you find that getent and nismatch give you different answers, you should look at your
nsswitch.conf. Perhapsanaming servicethat islisted earlier in your nsswitch.conf has different information,
or NIS+ may not belisted at all in your nsswitch.conf.

6.2.3 Using Snoop. If you are having intermittent problems, snoop is often useful to debug them. To use
snoop correctly, you must run it from an uninvolved machine. For example, if you have aclient that is having
intermittent problemswith NI S+, you should run snoop on a machine on the same subnet as the problem
client, but the machine must be neither the client nor any of the NIS+ servers:

unr elated-machine# snoop problem-machine
Thiswill tell you about all of the packets going in and out of the problem machine. Y ou should look for
NIS+ packets, taking careful notes of errors. If you are getting some type of intermittent errors, it is useful to

see which server your client was talking with at the time of your problem. Possibly one of your servers has
bad or old information.
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6.2.4 Performance Problems. Some NIS+ problems may be related to performance. Y ou might find
NIS+ serversoverloaded. Y ou might get "NIS+ Server Unreachabl€e" errors because your network is
overloaded. The commands snoop and netstat may be used to examine such problemsfurther. Sections 6.5
and 6.9 explain other places you can get help from within Sun. Performance Tuning is beyond the scope of
the help that SunService can provide.

6.25 GCCSVersion 2.2 Information. In GCCSVerson 2.2 the ASCII versions of the NIS+ tablesare
stored in /etc/nis. The System Maintenance segment will update those tables daily, except for the shadow
file, which isupdated every hour. When performing a“ NIS populate’ /etc/nis should be specified asthe
location of the NIS+ tables.

Several scriptsare located in /etc/nis/admin to assist the system administrator. The script “nis_kill” killsall
NIS+ processes and restores the system filesto reflect a non-NIS+ system. The“nis_client” makesa sysem
aNIS+ client when executed. The“nis_server” and “nis_server_post” scripts make a syssem a NI S+ server
and populate the NI S+ tables. The NIS+ domain name and the NI S+ server name that are found in the
“nis_client” and “nis_server” scriptsisupdated, if necessary, the System Maintenance segment on a daily
basis.

6.3 Common How-Tos

6.3.1 HowtoPrepareYour Sitefor NI S+. Before configuring the NI S+ namespace you need to do
initial planning, including: verifying hardware and software requirements, naming the domain, determining
security level, and planning your domain hierarchy.

In general you need a Solaris 2.3 or higher operating system: 32 to 64 MB of memory and about 128 MB of
swap spaceis recommended for a medium to large domain. The size of /var/nisis recommended to be
about 20 MB. All of these requirements can be found in Section 7.4 of the Administering Name Services
Manual.

The domain name for the root server should be at least two labelslong. This means for example, that the
domain name "xyz." is not supported, but the domain name "xyz.com." is.

Another consideration is security level. The default security level is2. If you want a secure environment,
then you should run NIS+ at security level 2. If you have SunOS client machines on the network,

which are going to get served by the NIS+ server, then you need to run NIS+ in Y P compatibility mode. You
should also decide about the access rights you want to give to users and administrative groups.

Finally, you should understand NI S+ concepts such as the difference between the log-in password and the
network password. It'svery important to know this difference while troubl eshooting authentication-
related problems.

Once you are ready to begin configuring your domain, it is recommended that you use the quick startup
scriptsto configure NI S+ namespace.
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For example, to configure the root server usethe nisserver script; to configure clients use the nisclient
script. These scripts are easy to use and reduce chancesfor errors. The following Sections outline the use of
these scripts.

6.3.2 How to Set Up aRoot NIS+ Master. To st up aroot server, become the superuser on the root
master, and use the nisserver script to build the root domain:

root-server# nisserver -v -r -d domain_name
(where domain_nameisyour NIS+ domain.)

Afterward, you will want to populate the NIS+ tablesfrom a set of ASCI| files. Itisagoodideato createa
separate directory and then edit the files required to popul ate the tables there.

For example, create a directory /var/tmp/nisfiles and copy the files from the /etc directory to
Ivar/tmp/nisfiles, and then edit thefiles. Y ou may wish to edit the passwd file, for example, because you
only need the entries for the normal usersin the NIS+ passwd table.

Following istheligt of standard NIS+ tablesthat you may wish to include when you populate your maps
(although it is not required that they all be included):

aliases
auto_home
auto_master
bootparams
cred

group

hosts
netgroups
netmasks
networks
passwd
protocols
rpc
services
timezone

To populate the tables, change to the directory where the edited files are, and then run the nispopul ate script:

root-master# cd /var/tmp/nisfiles
root-master# nispopulate -v -F

It isimportant to note that the network password created in the credential table for all the usersis"nisplus’.
This should be changed to something more secure. For normal users, every user needsto run keylogin and
then do the chkey command, and enter a new network password. It ishighly recommended that login
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password and the network password be the same. Inthe NIS+ environment, login explicitly runs
keylogin so if the network password is same as the log-in password, users don't have to do a seperate
keyl ogin to authenticate.

When the nispopul ate is done, you should reboot your server. When it comes back up, you can verify that
NIS+ isworking correctly by running the standard NIS+ commands.

root-master % nisls
root-master % niscat passwd.org_dir

6.3.3 Howto Set Up aNIS+ Client. To set up aNIS+ client, first becomeroot on the master server, and
verify that NIS+ host table has an entry for the client. If it does not, use admintool to add it. Afterward, run
the nisclient script to create credentials for the client machine:

root-master # nisclient -v -d domain_name -c client_machine

(where domain_nameisyour NIS+ domain, and client_machine isthe name of your new client.)
Do not worry if nisclient tellsyou that the credentials already exist for your client_machine.
Next, log into your client machine asroot, and run nisclient to initialize it:

client# nisclient -v -i -h master_machine -a master_ip -d domain_name

(where master_machine isthe name of your NIS+ master, master_ip isthe | P address of your NIS+
master and domain_name is the name of your NIS+ domain.)

6.3.4 How to Set Up a Root NI S+ Replica.
After your root replica has been set up as a client system (see Section 6.3.3), start the NI S+ server daemon:
root-replica# rpc.nisd
Then, you can execute the nisserver command on the root-master:
root-master# nisserver -v -R -d domain_name -h replica_machine
(wheredomain_nameisyour NIS+ domain and replica_machine isthe name of your root-replica.)
Finally, run nisping on the master server to propagate the tables to the replica server:
root-master # nisping domain_name.

root-master# nisping org_dir.domain_name.
root-master # nisping groups_dir.domain_name.
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(where domain_nameisyour NIS+ domain.)

6.3.5 How to Set Up a Subdomain NI S+ Master. The subdomain server must already be setup asa
client of the domain aboveit (see Section 6.3.3). Thismay be the root domain, or some subdomain. After it
is, you should start rpc.nisd:

subdomain-master# rpc.nisd

Then, you should log in to the master of the domain above your current domain, and execute nisserver
(root-master isused in this example, but this could also be some higher subdomain-master):

root-master# nisserver -v -M -d subdomain_name -h subdomain_master

(where subdomain_name isthe name of your new NIS+ subdomain, and subdomain_master isthe
name of your Subdomain master.)

Y ou will then want to populate the NI S+ tablesfor your new subdomain. Thisisdone on your subdomain
master, in a smilar manner to that described in Section 6.3.2;

subdomain-master# cd /var/tmp/nisfiles
subdomain-master # nispopulate -v -F

Afterward, reboot your new subdomain master.

6.3.6 How to Set Up a Subdomain NI S+ Replica. The same procedure asis described in Section 6.3.4,
should be used to sat up a Subdomain Replica. However, the commandswill be run on the
subdomain-master, not the root-master.

6.3.7 How to Configurethe Root Server for an | P Address Change. Unfortunately, thereisno easy
way to configure theroot server again when the | P addressis changed. Thisis because the clients maintain
the server's |P addressin their cold start file, and the server hasthe old IP addressin its cache. Y ou must
totally reinitialize the root server for an |P address change.

The best way to do thisisfirst dump the NIS+ tablesto ASCI| files using the nisaddent command:

root-master# cd /var /tmp/nisfiles

root-master# nisaddent -d aliases > aliases
root-master # nisaddent -d bootparams > bootparams
root-master# nisaddent -d ethers > ethers
root-master# nisaddent -d group > group
root-master# nisaddent -d hosts > hosts
root-master # nisaddent -d netgroup > netgroup
root-master# nisaddent -d netid >
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root-master # nisaddent -d netmasks > netmasks

root-master # nisaddent -d networks > networks

root-master # nisaddent -d passwd > passwd

root-master # nisaddent -d protocols > protocols

root-master # nisaddent -d publickey > publickey

root-master# nisaddent -d rpc > rpc

root-master # nisaddent -d services > services

root-master # nisaddent -d shadow > shadow

root-master # nisaddent -d timezone > timezone

root-master # nisaddent -d -t auto_home.org_dir key-value > auto_home
root-master# nisaddent -d -t auto_master.org_dir key-value > auto_master

Then, you must clean out old NIS+ info:

root-master# cp /etc/nsswitch.files /etc/nsswitch.conf

root-master# /etc/init.d/rpc stop

root-master# rm -f /etc/.rootkey

root-master#rm -rf /var/nis/*

root-master# /etc/init.d/rpc start

And finally, you can reconfigure your NIS+ server, asdescribed in Section 6.3.2.

6.3.8 How to Add a User tothe Admin Group. Inyour default setup, only root on your master machine
will be able to make modificationsto most of your NIS+ maps. Y ou will probably want to extend these
permissionsto all of the system administrators. Thisistypically done by putting all of the system
administrators into the admin group:

# nisgrpadm -a admin.domain_name. joe
# nisgrpadm -a admin.domain_name. liz

The above command will give“joe” and “liz" the ability to modify most NI S+ tables from their own
accounts. Thiscan give considerable privilege, so you should make surethat joe and liz are trusted, and
that their accounts are secure.
6.3.9 How to Changea NIS+ User Password.
The password for a normal user can be changed by the user running the nispasswd command:

% nispasswd
This updates the password in the password table, and also updates the credential table.

Root can change passwords for users by running:

# nispasswd user_name
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However, this procedure should never be used for changing the root password.

6.3.10 How to Change a NI S+ root password. To change aroot passwd, you must use the following
procedure.

First, issue the passwd command, and supply new password:
# passwd

Thiswill change the password in the local /etc/passwd file. Then, run chkey -p and enter the new network
passwd:

# chkey -p
Finally, do keylogin -r to update /etc/.rootkey file with the new private key for the server:
# keylogin -r
This changesthe private key for the server, while the public key remainsthe same. Thisis necessary because
clients use server's public key for authentication.
If you use any other method for updating your root password, you can create serious problemsin your NIS+
domain.
6.3.11 How to Administer NI S+ Credentials.
The nisaddcred command can be used to create, update and remove local and DES credentials.

To create or update credentials for another NIS+ principal:

% nisaddcred -p uid -P principal-name local
% nisaddcred -p rpc-netname -P principal-name des

The rpc-netname is unix.uid@domain_name for a user, and unix.hosthame@domain_name for the root user
on ahost. Notethat these domainnamesdo NOT contain atrailing dot, unlike most NIS+ commands. The
principal-nameis name.domain_name., where name can be user name or a host name.

For example, joe (uid 555) in the example.com domain has the following hames:

principal-name: joe.example.com.
rpc-nethame: unix.555@example.com

While root on the machine test has the following names:
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principal-name: test.example.com.

rpc-nethame: unix.test@example.com
A few caveats. you can only create DES credentials for a client workstation. DES credentials may only be
created in the client's home domain. However, you can create local credentialsfor a client user in other
domains.
To remove credentials execute the following:

% nisaddcred -r principal-name

6.3.12 How to Administer NI S+ Groups.

The following commands may all be used to administer NIS+ groups. Be aware that NI S+ groups are not the
same thing as hormal Unix groups.

Y ou can list the object properties of a group with niscat:
% niscat -0 group-name.groups_dir.domain_name.

The nisgrpadm command creates, deletes, and performs miscellaneous administration operations on the NIS+
groups.

To create a group:
% nisgr padm -c group-name.domain_name.

The group you create will inherit all the object properties specified inthe NIS DEFAULTSvariable. You
can view the defaults using the nisdefaults command:

root-master # nisdefaults

prinicipal name: master.domain_name
domain name: domain_name

Host Name: master.domain_name
Group Name:

Access Rights: ----rmedr---r---
Timeto live: 12:0:0

Sear ch Patch: domain-name

To ddeteagroup:

% nisgrpadm -d group-name.domain_name.
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To list the group members:
% nisgrpadm - group-name.domain_name.
To add membersto a NIS+ group:
% nisgr padm -a group-name member
To remove membersfrom a NI S+ group:
% nisgrpadm -r gr oup-name member
To determine if amember belongsto a NIS+ group:
% nisgrpadm -t group-name member
6.3.13 How to Administer NI S+ Tables.
The nistbladm command isthe primary NIS+ table administration utility. With this command, you can
create, modify, or delete tables and table entries. To create a table you must have create rightsto the directory
under which you will create. To delete atable you must have destroy rights to the directory. To modify a
table, or to add, change, or del ete the entries you must have modify rightsto the table or the entries.
A table column can have following characteristics:
S: Searchable
I: caseinsengtive
C: encrypted
To create atable:

% nistbladm -c table-type column-spec .... table-name

For example, to create a table of type computers and of name computer s.example.com., with two columns,
name and model, which are both searchable, you would use the following command:

% nistbladm -c computer s name=S model=S computer s.example.com.
(assuming your domain_name is example.com)
Toddeeatable:

% nistbladm -d table-name

5-21 Ch-3



GCCS-SAM-2.2
Rev 0
December 17, 1996

For example, to delete your computer’ stable, you would use the following command:

% nistbladm -d computer s.example.com.
For moreinformation about adding entries or modifying entires, refer to the nistbladm man page.

6.3.14 How to Examine NI S+ tables.
The niscat command displays the contents of NIS+ tables.
To display the object properties of atable:

% niscat -0 table-name

or:

% niscat -0 entry
To display the contents of atable:

% niscat -h table-name
6.3.15 How to Modify NIS+ Tables.

NIS+ tables may be modified in a number of ways. One notefor all of these methodsisthat a NIS+ principal
must be a member of the admin NI S+ group to make modifications to most tables (see Section 6.3.8).

The best method isto use the admintool GUI to modify them. The only disadvantagesto this approach are:
admintool requires X to berunning; not all the standard tables are available through admintool ; and new
tableswill never be available through admintool.
If you can not use admintool to modify a table, nisaddent isthe best alternative. The nisaddent command
loads information from text files or from NIS mapsinto NIS+ tables. It can also dump the contents of
the NI S+ tables back to text files. The following options are used along with the nisaddent command:

-a append: add the contents of the source to the table

-r replace: substitute contents of the source for the contents of the table

-m mer ge: merge the contents of the source with the contents of the table.
-d dump: dump the contents of the table to stdout

(With no -a, -r or -m options, the default is REPLACE)
Y ou can put new entriesinto afile, and then merge in those changes:

% nisaddent -m -f filename table-type
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For example:

% nisaddent -m -f /etc/hosts hosts
Or, you could dump atable, make changes, and then replace the copy of thetablein NIS+
For example:

% nisaddent -d hosts > /tmp/hosts
% vi /tmp/hosts
% nisaddent -r -f /etc/hosts hosts

Thereisa special caseto modify the password table using nisaddent.
Example:

% nisaddent -d passwd > /tmp/passwd

% nisaddent -d shadow > /tmp/shadow

% vi /tmp/passwd

% nisaddent -r -f /tmp/passwd passwd

% nisaddent -m -f /tmp/shadow -t passwd.org_dir shadow

The reason that you must do the passwd table thisway isthat if you don't reload all the shadow information,
your passwordswill belost.

If you do not want to use nisaddent, your final option isto use nistbladmto directly modify thetable. This
can befairly complex. Examine the nistbladm man page for more information on how to do this.

6.3.16 How to Regularly Administer NIS+. Depending on the updates one performsin the namespace, it
isagood idea to frequently perform nisping -C so that log files get written to the disk. Y ou may wish to put
thisinto a cron tab on your root-master server, to make surethat it is executed daily.

Another important NI S+ adminigtration task isto regularly back up /var/nis, to make sure that you can
recover in the case of a massive failure.

6.3.17 How to Remove NI S+. If you wish to remove NIS+, you should run the following commands on all
of your NIS+ machines:

# cp /etc/nsswitch.files /etc/nsswitch.conf
# [etc/init.d/rpc stop

#rm -f /etc/.rootkey

#rm -rf /var/nig*

#rm -f /etc/defaultdomain

# [etc/init.d/rpc start
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6.3.18 How to definethe printer tablein NI S+. Run the following command, asr oot, to set up the NIS+

printers table definition:

# nistbladm -c -D access=n+r,0+rmcd,g+rmcd,w+r printersprinter_name=S,o+rmcd,g+r ,w+r

printer _host=S,o+rmed,g+r,w+r description=,0+rmcd,g+r ,w+r
printers.org_dir."domainname'.

Once you have set up this definition, you can confirm the permissions are set properly:

# niscat -o printers.org_dir
Object Name : printers

Owner . ppp.hans.com.
Group : admin.hans.com.
Domain : org_dir.hans.com.

Access Rights : r---rmecdrmedr---
TimetoLive : 12:0:0
Object Type : TABLE
Table Type : printers
Number of Columns : 3
Character Separator :
Search Path
Columns
[0] Name : printer_name
Attributes : (SEARCHABLE, TEXTUAL DATA, CASE SENSITIVE)
Access Rights : ----rmedr---r---
[1] Name : printer_host
Attributes : (SEARCHABLE, TEXTUAL DATA, CASE SENSITIVE)
Access Rights : ----rmedr---r---
[2] Name : description
Attributes : (TEXTUAL DATA)
Access Rights : ----rmedr---r---

After this, admintool or the nisaddent command can be used to populate the Printerstable.
6.4 Some Frequently Asked Questions

6.4.1 Miscdlaneous Questions

Q1: What are the main features of NIS+?

Q2: What new functionality does NIS+ have?
Q3: What are the differences between NIS and NIS+?
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A: NIS name space is a flat namespace, which meansthat it does not support subdomains. Under
NIS, only one domain is accessible from a given host. In NIS+, the namespaceis hierarchical. This
hierarchical structure issimilar to the Unix filesystem structure. Since the NIS+ namespaceis
hierarchical, it can be configured to conform with the logical hierarchy of the organization. This
means that you can create subdomainsfor different levels of organization.

In NIS, even for a small change in the map, the master server needs to push the whole map to the
dave servers. However, in NIS+, the database updates are incremental. This means that only
changesin the map arereplicated to replica servers. Therefore, NI S+ database updates are more
efficient and less time-consuming.

Another important difference between NIS and NIS+ isserver binding. In NIS, clients are hard-
bound to a specific server. During the bootup time, the ypbind process on the client side bindsto a
specific server. However, the NIS+ client library is not a seperate process. In NIS, the ypwhich
command can tell you to which specific server the client is bound to, but that is not possiblein NIS+.
In other words, the binding in NIS+ is soft binding.

NIS maps can be searched by only one predefined searchable column. NIS+ tables allow more than
one searchable column.,

NIS supports UNIX groups and netgroups. NIS+ also supports the concept of NI S+ group. One or
more NIS+ users can be grouped together into a NIS+ group. Multiple NIS+ groups can be defined,
each with different access and modification rightsto the NI S+ namespace.

NIS+ also has much improved security.

NIS does not support authentication, authorization and secure RPC, whereas NI S+ supports
authentication, authorization and secure RPC.

Q: What is my network password?

A: In most cases, your network password should be the same as your log-in password. When NIS+
isjust getting set up, network passwords are often set to 'nisplus.

Q: Why can't | have machines and users with the same name?
A: All machines and users must have credentials created for them. If you have a machine and a user
with the same name, only one of them will be able to have credentials. In case of a naming conflict of
this sort, you should change the machine's name you may have to recreate credentials for the user

and machine afterwards;

% nisclient -c user
% nisclient -c machine
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6.4.2 NIS+ Setup Problems

Q: Why does nisserver fail when | runit, as described in Section 6.3.4?
A: If for some reason the nisserver script fails, check the error message. 1t will give some ideas
about thefailure. Another option isto do the configuration manually using nisinit, and nissetup, as
isdescribed in the Name Services Administration Guide. Thiswill give an idea about which step the
script isfailingin. Thiscan help to diagnose the problem better. |f the nisinit -r step hangs, then
check if you are running DNI. The DNI ingallation modifies/etc/netconfig file with thisline:

nsp tpi_cots ord -  decnet nsp /dev/nsp fusr/lib/straddr.so

If you comment this line out and then run the script again, it will work correctly.

6.4.3 User Log-in Problems

Q: Why do | get thefollowing error on log-in:

"Password does not decrypt secret key for ..."

A: Thismeansthat the user'slog-in password and network password do not match. After log-in, the
user must run keylogin to get NIS+ credentials.

% keylogin
They will haveto type their NIS+ network password at the keylogin prompt. This may very well be 'nisplus
if theuser islogging in for thefirst time. Afterwards, the user should run chkey, to synch thelog-in and
network passwords.

% chkey -p

Users have to again type their NI S+ password (nisplus) and then their log-in password (password typed in
when logging into system).

Q: Why do | get the following error on login:

"Jusr/bin/passwd: <user> doesnot exist"
"Connection closed by foreign host."

A1l: Thiscan betheresult of sdecting "cleared until first login" in admintool, when you initially
create ausar. You should instead select a normal password for a user when you create the user’s
account.

A2: If you aretrying to use password aging, you must ingtall the password aging point patch.
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6.44 NIS+ Lookup Problems
Q: Why do | get inconsistant resultswhen | do certain NIS+ lookups?

A: InNIS+, the server binding isa soft binding. That is, every query may be accessing a different
sarver. Therefore, if areplicais not in synch with the master, clientswill get incons stant
information for every query. When you get inconsi stant information for queries run the snoop
command (see Section 6.2.3) to find out which server is providing the incorrect information.

6.5 Refer ences
6.5.1 Important Man Pages

chkey
keylogin
newkey

nis
nis_cachemgr
nisaddcred
niscat
nisaddent
nischgrp
nischown
nischttl
nisclient
nisdefaults
nisgrep
nisgrpadm
nisinit
nisog

nids
nismatch
nismkdir
nisping
nispopulate
nisrm
nisrmdir
nisserver
nistbladm
nisudpkeys
rpc.nisd

6.5.2 Sunsolve Documents. Thereare anumber of Sunsolve documents concerning NIS+. The ones
listed below either contain some additional information not in this document, or reference rare problems, or
rare how-tos.
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FAQs
1012 NIS+ questions
I nfodocs

2216 NIS+ questions
11742 How to convert a NIS+ root replica server to aroot mas

SRDBs

5874 nist+ database recovery

6285 Change of root passwd on NIS+ server breaks authenticat
6487 Differences between NIS and NIS+

6640 Why does NIS+ require passwords

6616 Isit possibletorevertto NIS

7202 Cannot change NIS passwords served by NIS+ servers
10448 Changing the NIS+ master server.

10941 NISt+ error messages

10951 NIS+ serversunreachable

11728 Changing a NIS+ server's |P address.

Sun Educational Services. NIS+ concepts and administration offered by SUNED.
Solaris Documentation

_Name Services Administration Guide , part #801-6633-10
_Name Services Configuration Guide , part #801-6635-10

Third Party Documentation
_All About Administering NIS+_, by Rick Ramasay, Prentice Hall
RFCs. Thereareno RFCson NIS+.

Supportability

SunService ishot responsible for theinitial configuration of your NIS+ environment. In addition, SunService
can not diagnose your NIS+ performance problems, or suggest NIS+ tuning guidelines. We can help resolve
problems where NIS+ is not behaving correctly, but in such cases the contact must be a system administrator
who understands how the NI S+ domain is set up.
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6.7 Additional Support
For initial configuration, or NIS+ performance tuning guidelines, please contact your local SunService office

for possible consulting offerings. Sun's Customer Relations organization can put you in touch with your local
Sunintegration or Sales office. Y ou can reach Customer Relations at 1-800-821-4643.
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SECTION 7. MAIL ADMINISTRATION

7.1 I ntroduction

Sendmail implements a general purpose internetwork mail routing facility under the UNIX operating system.
It isnot tied to any one transport protocol. Itsfunction may be likened to a crossbar switch, relaying
messages from one domain into another. 1nthe process, it can do a limited amount of message header editing
to put the message into a format that is appropriate for the receiving domain. All of thisis done under the
control of a configuration file.

Dueto the requirements of flexibility for sendmail, the configuration can seem somewhat unapproachable.
However, for most GCCS SIPRNET sites, the only difference in the sendmail.cf file is the domain name.

Those sites having unique address resolution ruleswill have to address those individually.

The GCCS COE Kernd tape configures each platform for mail according to how certain questions are
answered.

g. If it was stated that the platform isamail server (mail host) during the installation of the GCCS
COE Kernd (see Section 4.3 of the GCCS Implementation Procedures), the following occurs:

1. A preconfigured main.cf file" is configured with the site's domain name and copied into the
[etc/mail/sendmail.cf file,

2. Analiasof mailhost is added after the site's host name in the /etc/host file.
3. Thefilesystem /var/mail is exported.
b. If it was stated that the platform is not a mail server, the following occurs:

1. The preconfigured subsidiary.cf file is configured with the site's domain name and copied
into the /etc/mail/sendmail .cf file.

2. An|Paddresswith an alias of mailhost isadded to the host table of that platform.
3. The/var/mail file system of the mail server is mounted.

c. The/usr/lib/sendmail.mx fileis copied to /usr/lib/sendmail to enable mail to use DNS.

* Copies of these mail administration files are provided in
Section 7.2, with bold print used to identify fields that
wer e nodi fi ed.
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Although sendmail isintended to run without the need for monitoring, it has a number of featuresthat may be
used to monitor or adjust the operation under unusual circumstances. These features are not described in this
document. Thefollowing list of documents are recommended for those who would like more detailed
information on the operation of sendmail:

sendmail, by Bryan Costales with Eric Allman & Neil Rickert,
published by O'Reily & Associates.

sendmail - An Internetwork Mail Router, by Eric Allman (SMM-16)
sendmail - Installation and Operation Guide, by Eric Allman (SMM-07).

Other useful documents are the following Requests for Comments (RFCs):

RFC822 Standard for the Format of ARPA-Internet Text Messages
RFC821 Simple Mail Transfer Protocol

RFC819 The Domain naming Convention for Internet User Applications
RFC1123 Requirements for Internet hosts - Application and Support.

To receive these RFCs via dectronic mail:;

mail service@rs.internic.net
help
or

mail service@rs.internic.net
send RFC 822

7.2 Mail Administration Files

HERHHHHRHHH AR H PR HH AR RS H R H T S R TR R
Sendmai | configuration file for "MAI N MACHI NES"

You should install this file as /etc/sendmail.cf

if your machine is the main (or only) mail-relaying
machi ne in your domain. Then edit the file to
custom ze it for your network configuration.

See the manual "System and Network Adm nistration for the Sun
Workstation". Look at "Setting Up The Mail Routing Systent in
t he chapter on Communications. The Sendnmail reference in the
back of the manual is also useful.

@#)min.nc 1.17 90/01/04 SM

HHFEHFFHFHEHFEHHFEHHFH®HR

H#HH# | ocal info
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# delete the following if you have no sendmmilvars table
Lmei | domai n

# nmy official hostnane

# You have two choices here. |If you want the gateway nachine to identify
# itself as the DOVAIN, use this line

Dj $m

# |If you want the gateway machine to appear to be INSIDE the domain, use:
#Dj $w. $m

# if you are using sendmail.mx (or have a fully-qualified hostnanme), use:
#Dj $w

# mpjor relay mailer - typical choice is "ddn" if you are on the
# Defense Data Network (e.g. Arpanet or M net)

#DNMsmart uucp

DMddn

# major relay host: use the $M mailer to send mail to other domains
#DR ddn- gat eway
#CR ddn- gat eway

DR mai | host

CR muai | host

# If you want to pre-load the "mail hosts" then use a line like

# FS /usr/lib/milhosts

# and then change all the occurrences of $% to be $=S instead.

# Otherwi se, the default is to use the hosts.byname map if NS

# is running (or else the /etc/hosts file if no NI'S).

# valid top-level domains (default passes ALL unknown domai ns up)

CT arpa comedu gov ml net org snil
CT us de fr jp kr nz il uk no au fi nl se ca ch ny dk ar

# options that you probably want on a mail host:

# checkpoint the queue after this nmany recipients
OC10

# refuse to send tiny messages to nore than these recipients
h10

BHHHHBHBHERH B H B HH B H B H SRR HH B H R RSB RH ]

#

# General configuration information

# |l ocal donmmin nanes

#

# These can now be determ ned fromthe domai nnane system cal l

# The first conponent of the NIS domain name is stripped off unless

# it begins with a dot or a plus sign.

# If your NI'S domain is not inside the domain name you would Iike to have
# appear in your mail headers, add a "Dm' line to define your domai n nane.
# The Dmvalue is what is used in outgoing mail. The Cm val ues are

# accepted in incomng mail. By default Cmis set fromDm but you m ght
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# want to have nore than one Cmline to recognize nore than one domain
# name on inconming mail during a transition.

# Exanpl e:

# DnCS. Podunk. EDU

# Cm cs cs. Podunk. EDU

#

DnDUMMY

Cm DUM DUMMWY.
# known hosts in this domain are obtained from gethostbynane() cal

# Version nunber of configuration file

#i dent "@#)version.m 1.17 92/07/14 sM" /* SunCS 4.1 */
#

#

# Copyright Notice

#

#Notice of copyright on this source code product does not indicate
#publ i cati on.

#

# (c) 1986, 1987,1988,1989 Sun M crosystens, |nc

# Al'l rights reserved.

DVSM - SVR4

H#HH## St andard nacr os

# name used for error nmessages
DnMai | er - Daenon

# special user

CDMnui | er - Daenmon root daenon uucp
# UNI X header format

D From $g $d

# delimter (operator) characters
Do. : %@ "=/ ]

# format of a total nane

Dg$g$?x ($x) $.

# SMIP | ogi n message

De$j Sendmmil $v/$V ready at $b

#H# Opti ons

# Renmote node - send through server if mailbox directory is nmounted
OR

# location of alias file

OANetc/mail/aliases

# default delivery node (deliver in background)

Qdbackgr ound

# rebuild the alias file automagically

oD

# tenmporary file node -- 0600 for secure mmil, 0644 for pernissive
OF0600

# default G D
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Oyl

# location of help file

OH/ etc/ mail / sendmai | . hf

# log |l evel

oL9

# default messages to old style

Co

# Cc my postmaster on error replies | generate
OPPost mast er

# queue directory

OQ var/ spool / ngueue

# read tineout for SMIP protocols

O 15m

# status file -- none

OS/etc/ mail / sendmai | . st

# queue up everything before starting transnission, for safety

# return queued mail after this |ong
Or3d

# default U D

Qul

HH#H Message precedences
Pfirst-class=0
Pspeci al -del i very=100

Pj unk=-100

#H# Trusted users
T root daenpn uucp

#H# Format of headers

H?P?Ret ur n- Pat h: <$g>

HRecei ved: $?sfrom $s $. by $ ($v/$V)
id$i; $b

H?D?Resent - Dat e: $a

H?D?Dat e: $a

H?F?Resent - From $q

H?F?From  $q

H?x?Ful | - Name: $x

HSubj ect :

H?M?Resent - Message-1d: <$t. $i @j >

H?M?Message-1d: <$t. $i @j >

HErr ors- To:

HERSHH R R HH AR H PR H R
#H# Rewriting rules #Hi#
HERSHH R R HH AR H PR H R

# Sender Field Pre-rewiting
S1
# None needed.

# Recipient Field Pre-rewiting
S2
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None needed.
Nane Canoni cal i zation

Internal format of names within the rewiting rules is:

anyt hi ng<@ost . domai n. donmai n. . . >anyt hi ng
We try to get every kind of nane into this format, except for |oca
nanes, which have no host part. The reason for the "<>" stuff is
that the relevant host nane could be on the front of the nane (for
source routing), or on the back (normal form. W enclose the one that
we want to route on in the <>'s to make it easy to find.

8######## * H

# handle "from <>" special case
R$* <>$* $@@
turn into nmagi c token

# basi c textual canonicalization
R$* <$+>$* $2
basi ¢ RFC822 parsing

# make sure <@, @, @: user @> syntax is easy to parse -- undone |ater

R@+, $+: $+ @1:$2: $3 change
all "," to ":"

R@s+: $+ $@>6<@1>: $2 src
route canoni cal

R$+: $*; @+ $@1: $2; @3 [ist
synt ax

RS +@h+ $: $1<@2> focus
on donmain

R$+<$+@p+> $152<@3> nove
gaze right

R$+<@+> $@>6$1<@2>

al ready canoni ca

# convert ol d-style names to domai n-based nanes
# Al old-style nanes parse fromleft to right, wthout precedence.

R$- ! $+ $@>6$2<@1. uucp>
uucphost ! user

R$- . $+! $+ $@>6$3<@1. $2>
host . domai n! user

R$+%8%+ $@H>351@2

user %host

# Final Qutput Post-rewriting

S4
R$+<@s+. uucp> $2! $1
u@. uucp => hlu
R$+ $: $>9 %1 Cl ean
up addr
R$* <$+>%* $1$2%3
def ocus
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# Clean up an nanme for passing to a mailer
# (but leave it focused)

S9
R$=w! @ $@w $n
R@ $@n
handl e <> error addr
R$* <$* LOCAL>$* $1<$2$m>$3 change
| ocal info
R<@+>%$*: $+: $+ <@1>%2, $3: %4

<rout e- addr > canoni ca

HERHHURRHHH R RS H AR
# Rewriting rules

# special | ocal conversions

S6

R$* <@* $=n+$* $1<@2LOCAL>$4
convert |ocal domain

# Local and Program Mailer specification

Mocal, P=/bin/mil, F=flsSDFMmMP, S=10, R=20, A=mil -d $u
Mpr og, P=/ bi n/ sh, F=l sDFMeuP, S=10, R=20, A=sh -c $u

s10

# None needed.

S20

# None needed.

#i dent "@#)ethermmt 1.15 93/04/05 SM" /* SunCS 4.1 */
#

# Copyright Notice

#

#Notice of copyright on this source code product does not indicate
#publ i cati on.

#

# (c) 1986, 1987,1988,1989 Sun M crosystens, |nc

# Al'l rights reserved.

HERSHH R HH AR H PR HH AR SRR H P S R TR R

Htt#

#H#HH#H Et hernet Mail er specification

Htt#

#H#### Messages processed by this configuration are assuned to renmin
##### in the same domain. This really has nothing particular to do
#####  with Ethernet - the name is historical

Met her, P=[TCP], F=msDFMUCX, S=11, R=21, A=TCP $h

S11

R$* <@+>%$* $@L<@H2>%$3

al ready ok

R$=D $@1<@w> t ack
on nmy host nanme

R$+ $@1<@k> t ack
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on my nbox host nane

S21

R$* <@+>$* $@1<@2>%3

al ready ok

R$+ $@1<@k> tack

on my nbox host nane

HERHHHH RS H AR H PR H AR SR H PR RS R R R R
# General code to convert back to old style UUCP nanes

S5

R$+<@ OCAL> $@ $wW $1
name @ OCAL => sun! nane

R$+<@- . LOCAL> $@ $2! $1
u@. LOCAL => hlu

R$+<@+. uucp> $@ $2! 31
u@. uucp => hlu

R$+<@h* > $@ $2! $1
u@ => h'u

# Rout e-addrs do not work here. Punt til uucp-mail cones up with sonething.

R<@+>$* $@ @1%2
just defocus and punt

R$* <$* >$* $@ $1$2%3

Def ocus strange stuff
# UUCP Mai |l er specification

Muucp, P=/ usr/bi n/ uux, F=nmsDFMhul, S=13, R=23,
A=uux - -r -a$f $hlrmail (S$u)

# Convert uucp sender (From field

S13
R$+ $: $>581
convert to old style
R$=w! $+ $2
strip |l ocal nane
R$+ $: $wl $1

stick on real host name

# Convert uucp recipient (To, Cc) fields

S23

R$+ $: $>5%1
convert to old style

#i dent "@ #)ddnm n4 1.8 93/ 06/ 30 SM " /* SunCS 4.1 */
#

#

# Copyright Notice

#

#Notice of copyright on this source code product does not indicate
#publ i cati on.

#

# (c) 1986, 1987,1988,1989 Sun M crosystens, |nc

# Al'l rights reserved.
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HERSHHHRHHH AR H PR H A RS R R H P S R TR R
DDN Mai | er specification

Send mail on the Defense Data Network
(such as Arpanet or M net)

HHHHH

Midn, P=[TCP], F=msDFMUCX, S=22, R=22, A=TCP $h, E=\r\n

# map containing the inverse of mail.aliases

# Note that there is a special case mail.byaddr will cause reverse

# | ookups in both Nis+ and N S.

# If you want to use ONLY Nis+ for alias inversion comment out the next |ine
# and unconment the line after that

DZmai | . byaddr
#DZREVERSE. mai | _al i ases.org_dir

S22

R$* <@ OCAL>$* $: 51

R$- <@- > $: $>3${ Z$1 @25} i nvert

al i ases

RE* <@+. $* >+ $@1<@2. $3>%$4

al ready ok

R$+<@+>$* $@1<@2. $m>$3 t ack
on our dommin

R$+ $@1L<@w. $n> t ack

on our full nane

# "Smart" UUCP nmiler: Uses UUCP transport but domai n-style naming
Msmart uucp, P=/usr/bin/uux, F=CnsDFMhuU, S=22, R=22,
A=uux - -r $hlrmail ($u)

BHHHHBHBHERH B HHHH B H B HH BB H SRR H GBS R R H R R BB H
#

# RULESET ZERO

#

# This is the ruleset that determ nes which mailer a nane goes to.

# Rul eset 30 just calls rulesets 3 then 0.

S30

R$* $: $>3 $1 First
canoni cal i ze

R$* $@$>0 $1 Then

rerun rul eset 0

SO
# On entry, the address has been canonicalized and focused by rul eset 3.
# Handl e special cases.....

R@ $#l ocal $: $n handl e
<> form

# resolve the local hostnane to "LOCAL".
R$* <$* $=w. LOCAL>$* $1<$2LOCAL>%$4
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t hi shost . LOCAL

R$* <$* $=w. uucp>%$* $1<$2LOCAL>$4
t hi shost . uucp
R$* <$* $=w>$* $1<$2LOCAL>%$4
t hi shost
# Mail addressed explicitly to the domai n gateway (us)
R$* <@ OCAL> $@>30%1
strip our name, retry
R<@ OCAL>: $+ $@>30%1

retry after route strip

# For numeric spec, you can't pass spec on to receiver, since old rcvr's
# are not smart enough to know that [x.y.z.a] is their own nane.

R<@ $+] >: $* $:$>9 <@ $1] >: $2 Clean it up,
t hen. ..

R<@ $+] >: $* $#et her $@ $1] $: $2 nuneric

i nternet spec

R<@ $+] >, $* $#et her $@ $1] $: $2 numeric

i nternet spec

R$* <@ $+] > $#et her $@ $2] $: $1 numeric

i nternet spec

# deliver to known ethernet hosts explicitly specified in our domain
R$* <@ % . LOCAL>$* $#tet her $@2 $: $1<@2>%$3

user @host . sun. com

# deliver to hosts in our domain that have a MX recod

R$* <@ % . LOCAL>$* $#et her $@2 $: $1<@2>%$3

user @ost . sun. com

# etherhost.uucp is treated as etherhost.$m for now

# This allows themto be addressed from uucp as foo!sun!etherhost! user.
R$* <@ % . uucp>$* $#et her $@2 $: $1<@2>%$3

user @t her host . uucp

# Explicitly specified nanes in our domain -- that we've never heard of

R$* <@* . LOCAL>$* $#error $: Never heard of host $2 in domain $m
# Cl ean up addresses for external use -- kills LOCAL, route-addr ,=>:

R$* $:$>9 $1

Then conti nue. ..

# resol ve UUCP-styl e nanes

R<@s- . uucp>: $+ $#uucp $@H1 $: $2
@nost . uucp: ...
R$+<@- . uucp> $#uucp $@2 $: %1

user @ost . uucp

# Pass other valid names up the | adder to our forwarder
HRE* <@* . $=T>$* $#EM S@R $: $1<@2. $3>%$4
user @omai n. known

# Replace following with above to only forward "known" top-Ievel domains

#RE* <@* . $+>$* $#HEM SR $: $1<@2. $3>%$4
user @ny. domai n
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# if you are on the DDN, then conment-out both of the the lines above
# and use the foll ow ng instead:

R$* <@* . $+>%* $#ddn $@ $2. $3 $: $1<@2. $3>%4
user @ny. domai n

# Al addresses in the rules ABOVE are absolute (fully qualified domains).
# Addresses BELOW can be partially qualified.

# deliver to known ethernet hosts

R$* <@ %y >$* $#et her $@2 $: $1<@2>$3
user @t her host

# deliver to known ethernet hosts that has MX record

R$* < @Y >$* $#et her $@2 $: $1<@2>%$3
user @t her host

# ot her non-local names have nowhere to go; return themto sender.

R$* <@+. $- >~ $#error $: Unknown domai n $3
R$* <@+>%* $#error $: Never heard of $2 in domain $m
R$* @* $#error $:1 don't understand $1@2

# Local names with %are really not |ocal
R$+b+ $@>30$1@h2 turn %=> @ retry

# everything else is a | ocal name
R$+ $#l ocal $: $1 | ocal nanes

HERHHHH RS H PR H PR H PR SRR PR H R R TR
SENDMAI L CONFI GURATI ON FI LE FOR SUBSI DI ARY MACHI NES
You should install this file as /etc/sendmail.cf

if your machine is a subsidiary machine (that is, some
ot her machine in your domain is the main mail-rel aying
machine). Then edit the file to custonize it for your

net wor k configurati on.

@ #)subsidiary.nc 1.11 88/02/08 SM; from UCB arpa.nt 3.25 2/24/83

HHFEHFFEHFHEHFHHH

# delete the following if you have no sendnmilvars table
Lnmmei | domai n

# | ocal UUCP connections -- not forwarded to nmil host
cv

# nmy official hostnane
Dj $w. $m

# major relay mailer
DMddn

# maj or relay host

DRmmi | host
CRmmi | host
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BHHHHBHBHERH B H B HH B H B H SRR H S HH B H R B HERHBHHHRH ]

#

# General configuration information

# |l ocal dommin nanes

#

# These can now be determ ned fromthe domai nnane system call

# The first conponent of the NIS domain name is stripped off unless

# it begins with a dot or a plus sign.

# If your NI'S donmmin is not inside the domain name you would Iike to have
# appear in your mail headers, add a "Dm' line to define your domai n nane.
# The Dmvalue is what is used in outgoing mail. The Cm val ues are

# accepted in incomng mail. By default Cmis set fromDm but you n ght
# want to have nore than one Cmline to recognize nore than one domain

# name on inconming mail during a transition.

# Exanpl e:

# DnCS. Podunk. EDU

# Cm cs cs. Podunk. EDU

#

# known hosts in this domain are obtained from gethostbynane() cal

DmDUMMY.
Cm DUM DUMWY.

# Version nunber of configuration file

#i dent "@#)version.m 1.17 92/07/14 sM" /* SunCS 4.1 */
#

#

# Copyright Notice

#

#Notice of copyright on this source code product does not indicate
#publ i cati on.

#

# (c) 1986, 1987,1988,1989 Sun M crosystens, |nc

# Al'l rights reserved.

DVSM - SVR4

H#HH## St andard nacr os

# name used for error nmessages
DnMai | er - Daenon

# specail user

CDMnui | er - Daenmon r oot daenon uucp
# UNI X header format

Dl From $g $d

# delimter (operator) characters
Do. : %@ "=/ ]

# format of a total nane

Dg$g$?x ($x) $.

# SMIP | ogi n message

De$j Sendmmil $v/$V ready at $b
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#H# Opti ons

# Rermote node - send through server if mailbox directory is nmounted
OR

# location of alias file

OANetc/mail/aliases

# default delivery node (deliver in background)

Qdbackgr ound

# rebuild the alias file automatically

oD

# tenmporary file node -- 0600 for secure mail, 0644 for pernissive
OF0600

# default A D

Ogl

# location of help file

OH/ etc/ mai |l / sendmai | . hf

# log |l evel

oL9

# default messages to old style

Oo

# Cc my postmaster on error replies | generate
OPPost mast er

# queue directory

OQ var/ spool / ngqueue

# read tineout for SMIP protocols

O 15m

# status file -- none

OS/etc/ mail / sendmai | . st

# queue up everything before starting transnission, for safety

# return queued mail after this |ong
Or3d

# default U D

Qul

HH#H Message precedences
Pfirst-class=0
Pspeci al -del i very=100

Pj unk=-100

#H# Trusted users
T root daenpn uucp

#H# Format of headers

H?P?Ret ur n- Pat h: <$g>

HRecei ved: $?sfrom $s $. by $j ($v/$V)
id$i; $b

H?D?Resent - Dat e: $a

H?D?Dat e: $a

H?F?Resent - From $q

H?F?From  $q

H?x?Ful | - Name: $x

HSubj ect :

H?M?Resent - Message-1d: <$t. $i @j >

H?M?Message- 1 d: <$t. $i @j >
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HErr or s- To:

HERSHH R R HH AR H PR HH R
#H# Rewriting rules #Hi#
HERHHH R R HH AR H PR HH R

# Sender Field Pre-rewiting
S1
# None needed.

# Recipient Field Pre-rewiting
S2
# None needed.

# Name Canoni cal i zati on

Internal format of names within the rewiting rules is:

anyt hi ng<@ost . domai n. donmai n. . . >anyt hi ng
W try to get every kind of nane into this format, except for |oca
nanes, whi ch have no host part. The reason for the "<>" stuff is
that the relevant host nane could be on the front of the nane (for
source routing), or on the back (normal form. W enclose the one that
we want to route on in the <>'s to make it easy to find.

8########

# handle "from <>" special case
R$* <>$* $@@
turn into nmagi c token

# basi c textual canonicalization
R$* <$+>$* $2
basi ¢ RFC822 parsing

# make sure <@, @, @: user @> syntax is easy to parse -- undone |ater

R@+, $+: $+ @1: $2: $3 change
all "," to ":"

R@s+: $+ $@>6<@1>: $2 src
route canoni cal

R$+: $*; @+ $@1: $2; @3 [ist
synt ax

RS +@h+ $: $1<@2> focus
on donmain

R$+<$+@p+> $152<@3> nove
gaze right

R$+<@+> $@>6$1<@2>

al ready canoni ca

# convert ol d-style names to domai n-based nanes
# Al old-style nanes parse fromleft to right, wthout precedence.

R$- 1 $+ $@>6$2<@1. uucp>
uucphost ! user
R$- . $+! $+ $@>6$3<@1. $2>
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host . dommi n! user
R$+%$+ $@>3$1@52
user %host

# Final Qutput Post-rewriting

S4
R$+<@+. uucp> $2! $1
u@. uucp => hlu
R$+ $: $>9 %1 Cl ean
up addr
R$* <$+>%* $1$2%3
def ocus

# Clean up an nanme for passing to a mailer
# (but leave it focused)

S9
R$=w! @ $@w $n
R@ $@n
handl e <> error addr
R$* <$* LOCAL>$* $1<$2$m>$3 change
| ocal info
R<@+>%*: $+: $+ <@1>%$2, $3: $4

<rout e- addr > canoni ca

HERSHU BB HH RS H AR
# Rewriting rules

# special | ocal conversions

S6

R$* <@* $=n+$* $1<@2LOCAL>$4
convert |ocal domain

# Local and Program Mail er specification

Mocal, P=/bin/mil, F=flsSDFMmMP, S=10, R=20, A=mil -d $u
Mpr og, P=/ bi n/ sh, F=l sDFMeuP, S=10, R=20, A=sh -c $u

s10

# None needed.

S20

# None needed.

#i dent "@#)ethermmt 1.15 93/04/05 SM" /* SunCS 4.1 */
#

# Copyright Notice

#

#Notice of copyright on this source code product does not indicate
#publ i cati on.

#
# (c) 1986, 1987,1988,1989 Sun M crosystens, |nc
# Al'l rights reserved.

BHHHHBHBHERH B HGEHHBH B HH B H B H SRR H GBS R H R R RSB RH
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HittH#
#H#HH#H Et hernet Mail er specification
HittH#
#H#### Messages processed by this configuration are assuned to renmin
##### in the same domain. This really has nothing particular to do
#####  with Ethernet - the name is historical
Met her, P=[TCP], F=nsDFMUCX, S=11, R=21, A=TCP $h
S11
R$* <@+>%* $@1<@2>%3
al ready ok
R$=D $@1<@wW> tack
on nmy host nanme
R$+ $@1<@k> tack
on my nbox host nane
S21
R$* <@+>%* $@1<@2>%3
al ready ok
R$+ $@1<@k> tack

on my nbox host nane

BHBHHBHBHERH R H B HH R H B H SR H B H R R H R R R R R R R

# General code to convert back to old style UUCP nanes

S5

R$+<@ OCAL> $@ $wW $1
name @ OCAL => sun! nane

R$+<@p- . LOCAL> $@ $2! $1
u@. LOCAL => hlu

R$+<@+. uucp> $@ $2! 31
u@. uucp => hlu

R$+<@* > $@ $2! $1
u@ => h'u

# Rout e-addrs do not work here. Punt til uucp-mail cones up w th sonething.

R<@+>%* $@ @1%2
just defocus and punt

R$* <$* >$* $@ $1$2%3

Def ocus strange stuff

# UUCP Mai |l er specification

Muucp, P=/ usr/bi n/ uux, F=nmsDFMhul, S=13, R=23,
A=uux - -r -a$f $hlrmail (S$u)

# Convert uucp sender (From field

S13

R$+ $: $>581
convert to old style

R$=w! $+ $2

strip |l ocal nane

R$+ $: $wl $1
stick on real host nane

# Convert uucp recipient (To, Cc) fields

S23
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R$+ $: $>5%1
convert to old style
HittH# RULESET ZERO PREAMBLE

# Rul eset 30 just calls rulesets 3 then O.

S30

R$* $: $>3 %1 Fir st
canoni cal i ze

R$* $@ $>0 $1 Then

rerun rul eset 0

SO
# On entry, the address has been canonicalized and focused by rul eset 3.
# Handl e special cases.....

R@ $#l ocal $: $n handl e
<> form

# Earlier rel eases special-cased the [x.y.z.a] format, but SunCS 4.1 or |ater
# shoul d handl e these properly on input.

# now del ete redundant | ocal info

R$* <$* $=w. LOCAL>$* $1<$2>%4
t hi shost . LOCAL
R$* <@ OCAL>$* $1<@n>$2 host
== donmmi n gat eway
R$* <$* $=w. uucp>$* $1<$2>%4
t hi shost . uucp
R$* <$* $=w>$* $1<$2>%4
t hi shost

# arrange for local names to be fully qualified
R$* <@ % >$* $1<@2. LOCAL>$3
user @t her host

# For numeric spec, you can't pass spec on to receiver, since old rcvr's
# were not smart enough to know that [x.y.z.a] is their own nane.

R<@ $+] >: $* $:$>9 <@ $1] >: $2 Clean it up,
t hen. ..
R<@ $+] >: $* $#et her $@ $1] $: $2 numeric
i nternet spec
R<@ $+] >, $* $#et her $@ $1] $: $2 nunmeric
i nternet spec
R$* <@ $+] > $#et her $@ $2] $: $1 nunmeric
i nternet spec
R$* <$*. >$* $1<$2>$3

drop trailing dot
R<@: $* $@>30%$1

retry after route strip
R$* <@ $@>30%1

strip null trash &retry

HERHH SRR HH AR H PR RS H AR SRR TR SRR R
### Machi ne dependent part of rul eset zero ###
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# resol ve names we can handle locally

R<@=V. uucp>: $+ $:$>9 $1

up, then...

R<@=V. uucp>: $+ $#uucp P@1 $: $2
R$+<@=V. uucp> $#uucp $@2 $: $1

# optim ze names of known ethernet hosts

R$* <@ % . LOCAL>$* $#et her $@2 $: $1<@2>%$3
# local host that has a MX record
R$* <@ %x. LOCAL>$* $#et her $@2 $: $1<@2>%$3
# other non-local nanmes will be kicked upstairs
R$+ $:$>9 $1
Cl ean up, keep <>
R$* <@+>$* $#HEM SR $: $1<@2>%$3
R$* @b* $#HEM $@R $: $1<@2>
# Local names with %are really not |ocal
R$+%6+ $@>3081@2
retry
# everything else is a | ocal name
R$+ $#l ocal $: $1
# Ruleset 33 is used in renpte nmode only
S33
R$+<@=w. LOCAL> $1
R$+<@=w> $1
R$* <@ +>$* $#et her $@k $: $1<@2>%$3
R$+ $#l ocal $: $1
names
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First clean
@nost . uucp: ...
user @ost . uucp

user @ost . here

user @ost . here

user @Gone. wher e
strangeness with @

turn % => @

| ocal names

forward to $k
| oca
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SECTION 8. PRINTER ADMINISTRATION
8.1 Scope
This section addresses the install ation of the SUN NeW Sprint product on those SUNservers that must

support SUN printers, and the use of the Network Printer Administration Application provided with
GCCSVerson 2.2.

8.2 Installing NeW Sprint on Print Servers

Any SUNserver or SUNstation that hasa SUN printer directly attached to it requires NeWSprint to

usethat printer. GCCSis currently using the following SUN printers. SPARCprinter, NeW Sprinter20, and
SPARCprinter 1. For the SPARCprinter and the NeW Sprinter20, NeWSprint is provided on a CD labeled
"NeWSprint Version 2.5 revison b." For the SPARCprinter |1, NewWSprint isprovided on a CD labeed
"Printer Manager Software V1.0 for Solaris2.X." If asteattemptsto ingtall it after NIS+ has been

activated, it will encounter problems. Prior to installing NeW Sprint the site should obtain a NeWSprint font
license. Execute the following stepsto install NeW Sprint:

a. Logontotheprint server asroot.
b. Insert the NeWSprint CD into the CD drive.

For SPARCprinterll usethe CD "Print Manager Software V1.0 for Solaris 2.X."
For SPARCprinter/NeW Sprinter20 use the CD "NeWSprint Verson 2.5 revison b."

c. Enter thefollowing commands:
cd /cdrom/unnamed_cdr om<return>
cd sp2<return> for SPARCprinterll only
Jnpcdm<return>
d. Aligtof optionsisdisplayed. Choose Option 1: Select Application.
e. Alig of optionsisdisplayed. Choose the appropriate option.
SPARCprinter if usng SPARCprinter
NeW Sprinter 20 if usng NeWSprinter20
SPARCprinterll if usng SPARCprinterl|
NeW Sprint if just installing NeW Sprint software.

f. Another list of optionsisdisplayed. Choose Option 3: Install Application.
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g. A szriesof questionsand directionsisdisplayed. Answer the questions and directions as

follows:
Question: Begin Installation (y/n?)
Answer : y<return>

Press space bar two times to read more license information.

Question: Do you want to continue (y/n?)

Answer : y<return>

Question: Do you want to install NeWsprint Answerbook (y/n?)
Answer : y<return>

Thefollowing item(s) will be beingtalled in /opt/NeW Sprint:
NeWSpr i nt

Continue (y/n?) vy <return>

Question: What nane do you want for the printer?

Answer : {What ever nane you wi sh for your printer} <return>

Question: Do you want this printer to be the default printer
(y/ n?)

Answer : y or n <return>

Question: Do you want to install NeWsprint font |icense (y/n?)

Answer : y<return>

Question: Enter NeWsprint font |icense:

Answer : Enter the license provided (Reference Section 10. 3)

NeWSprint isnow ingtalled. SUN patch 102113-03 is required to prevent NeW Sprint from locking up
after printing one job. Thispatch isplaced in/opt after the load_patches script is executed during the
loading of the GCCS COE Kernd (Section 4.1 of Implementation Procedures). To ingtall the patch,
execute the following:

a. Shut down the print scheduler with the following command (thereisno need to bein
single-user mode to load this patch):

Ipshut<return>

b. Indgall patch 102113-03 according to the stepsin the README.102113-03 file provided
with the patch.

/opt/102113-03/installpatch /opt/102113-03<return>
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c. Redtart the print scheduler with the following command:
{usr/lib/Ipsched<return>
8.3 GCCS Desktop Printer Concept of Operations

The purpose of this section isto describe the printing capabilities provided by the GCCS Version 2.2
Session Manager (also known asthe Desktop). These printing capabilities consist of Network Printing,
Remote Printing, and GCCS Devel opment Support.

8.3.1 Network Printing Support. Network Printing Support allows usersto send output to printers
on their GCCS network regardless of workstation hardware, print server hardware, and printer
hardware, within the limitations of the hardware initially identified as supported by the GCCS COE.
The following chart describes the combinations of workstation, print server, and printer hardware that
areinitially supported in the area of networked printing:

CLIENT PRINT SERVER PRINTER(S)

SUN Solaris SUN Solaris SPARCPrinter 11
(NEWSPRINT)

POST SCRIPT
Non-POSTSCRIPT (HPCL)
EPSON Printer

HP 9.X POST SCRIPT
Non-POSTSCRIPT (HPCL)
EPSON Printer

HP 9.X ISUN Solaris SPARCPrinter ||
(NEWSPRINT)

POST SCRIPT
Non-POSTSCRIPT (HPCL)
EPSON Printer

HP 9.X POST SCRIPT
Non-POSTSCRIPT (HPCL)
EPSON Printer

Network Printing Support consists of support to the System Administrator for printer installation and
management and support to the user for printer selection. System Administrators and userswill be
provided support for print queue management, and all of these functions will be presented through
graphical user interfaces. System Administration printer support will exist asa distinct GCCS
application (Printer Administrator) while user print management will be integrated into the GCCS
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desktop (the User Print Manager function).

8.3.1.1 Printer Administrator. The Printer Administrator function will provide System
Administrators the capability to easily manage the functions associated with adding and deleting printers
on the GCCS network. Specifically, the following functions will be provided throug the printer
administrator user interface:

» Install a connected printer on its attached print server.

* Removean ingtalled printer from its attached print server and all print clients on the
network.

Additional functions provided that relate to the management of printer assets on the GCCS network
are

*  Query current available printer list and update the client during system reboot or upon
administrator request.

* Modify printer characteristics such as description and location.

Queue management functions are smilar to functions provided regular users, except that System
Adminigtrators are allowed to perform queue management functions across the network and manage
jobsthat they did not initiate. The queue management tasks supported are:

* Removeany print job from any print queue.
* Moveaprint job from one print queue to another.
o  Start or stop an active print queue.

8.3.1.2 User Print Manager. The User Print Manager enables the user to salect the optimal printer
for agiven print job. The graphical user interface will display a sdection list of available printersthat
includes such details as printer name, print server name, location, description, printer type, and current
status. Current status will show how many jobs are currently waiting to be printed on that printer.
From thisdisplay, the user will select the printer to be used for a given print task. The user will also
be enabled to delete jobs that they have initiated from an active print queue.

8.3.2 Remote (Dial-Up) Printing Support. In order to support Army applicationsthat will

be reached by modem (through a terminal controller) from remote ingtallations, those applications must
be given amethod of allowing their output to be directed to a remote printer, either at the dial-up site
or potentially at an entirely different remote site. The known congtraints on this requirement are that
the solution will only be defined for remote print serversthat run Windows 3.1 (or potentially
Windows NT) or SUN Solaris, and that only character-based applications will be supported remotely.

The solution to this requirement consists of softwarein three different areas.
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c. Theparticular configuration of the remote print server

b. The software that manages the available printer list based on remote logins and |ogouts
(session control)
c. Thesoftwarethat actually directsthe print job to the printer the user selects.

Thisregquirement has one major built-in limitation. The expected maximum throughput is 9600 baud,
based on the use of STU-llIsasmodems. Thiswill severdly limit the practical size of jobsthat can
be printed remotely.

8.3.2.1 RemotePrint Server Configuration. The remote print server must have the following
software, ingtalled in accordance with GCCS ingallation guidelines: Windows 3.1 (or potentially
Windows NT) and Chameleon NFS. Chameleon will allow the remote print server to accept UNIX
Ipr commands. Only certain types of printerswill be supported asremote printers. The following
ligstheinitial configurations supported for remote (dial-up) printer access.

Application Server Print Server Printers

SUN Solaris SUN Solaris SPARCPrinter 11 (NEWSPRINT)
POSTSCRIPT
Non-POSTSCRIPT (HPCL, HPGL)
EPSON Printer

SUN Solaris PC EPSON Printer

8.3.2.2 Session Control.  When aremote user establishes connectivity to theterminal server and
logsinto an application, the print support software will include the user'slocal printer onthelist of
available printers. When the user disconnects from the session, the user'slocal printer isremoved
from the available printer list.

8.3.2.3 RemotePrint Software.  When aremote user isready to print from an application on the
application server, the user will sdect from the list of available printers (printers on print servers that
are concurrently accessing theterminal server). Thisislikely to be, but does not haveto be, the

remote printer at the dial-up userssite. The application will send the print command and print file to the
associated remote print server for processing.

8.3.3 GCCSPrinter Administration User’s Guide. The Network Printer Administration
Application will allow System Administratorsto install, remove and control accessto printers on the
GCCS network without requiring them to understand the UNIX print commands. All activitiesrevolve
around the printer table, so the GCCS System Administrator should view the network printing statusin
terms of the contents of the printer table. The following sections are step-by-step instructions for
performing the major functions of GCCS network printing.

8.3.3.1 Adding A printer toaPrint Server
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Set up the printer according to the manufacturer'sinstructions. FOr Newsprint printers,this
includes completing the full Newsprint software and hardware ingtallation.HP printers must
be sat up to receive serial or paralle input. ASCII and Postscript printers will likely require
no special setup.

Plug the printer into the appropriate port on the GCCS system that will be the print server.
Serial printersrequire a 2-3 swap (null modem) if connected to a serial port.

Login as sysadmin on the print server system.
Sedlect the "PRINTER" ICON from the GCCS LAUNCH WINDOW.

When the PRINT MANAGER window appears, salect "NEW" from the File pull-down
menu.

When the PRINT MANAGER; Create Printer window appears; provide a printername.
Names must be 14 characters or less and may not include special characters (dash,
underscore, and numerals are allowed).

Provide the printer type. Valid GCCS printer typesare HPCL, ASCII, Postscript, or
Newsprint.

Provide the port identification.

Provide a printer description. This can be the building, room number, commandname, or
whatever will hellp a user identify this printer. Descriptions can be any length, but for the
sake of reasonable-looking printer list displays, it isrecommended that they be limited to
lessthan 40 characters.

Sdlecting the OK or APPLY control button will then create an entry in the GCCS printer table
and the UNIX printer table.

The Printer Administration software will make the appropriate system callsto ingtall the
printer on the server and then will add an entry to printer table for this printer. Printer

8.3.3.2 Adding Remote Printer

a

b.

Onthe PRINT MANAGER window, sdlect New Remote from the File pull-down menu.

When the PRINT MANAGER:Create Non Gcces Printer window appears, enter the
PRINTER NAME of the remote printer.

Enter the PRINTER TY PE of the remote priner.
Enter the HOST NAME to which the remote printer is connected.
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Enter a DESCRIPTION of the remote printer.

Selecting either OK or APPLY will create a printer in the GCCS printer table aswell asan
entry inthe UNIX printer table.

8.3.3.3 Madifyinga GCCSPrinter Entry.

a

b.

Onthe PRINT MANAGER window, highlight a previoudy created GCCS printer.
Sdlect Modify from the File pull-down menu.

When the PRINT MANAGER:Modify Printer window appears, make the appropriate
changesto the DESCRIPTION field.

Selecting the OK or Apply control buttons will then make the changes to the GCCS printer
file.

8.3.3.4 Removing a Printer from the Network

To remove a printer;

a

b.

Highlight the printer from the list provided in the PRINTE MANAGER window.

Select 'Delete’ from the File pull-down menu.

8.3.3.5 Selectinga GCCS System Default Printer

a

Onthe PRINT MANAGER window, highlight the entry that will be the GCCS default
printer.

From the File pull-down menu, sdlect Set Default.

When the PRINT MANAGER:Default Printer window appears, select either OK or
APPLY . The selected GCCS printer will become the UNIX and GCCS system default
printer.

8.3.3.6 Getting Current Printer Status

To get current printer satus;

a

Onthe PRINT MANAGER window, sdlect the Show Status entry from the Option
pull-down menu.

A UNIX Ipstat command isthen requested, with results displayed in the lower pane of the
PRINT MANAGER window.
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8.3.3.7 Updating Print Clients on the Network.

The Printer Administration software includes a script that runs on system boot-up taht brings the system
in synchronization with the printer table. This can also be accomplished by salecting 'Reinitialize Print
System' from the Option menu.

8.3.3.8 Terminating the GCCS Printer Admin Manager

When administration of the GSSC printing is complete, select the Exit entry from the file
pull-down menu. The application will then terminate.

This same script can be run from the Printer Administration main menu by selecting Option |
“ Update Printerson ThisPrint Client.”

8.34 TheCurrent Printer File. Included in the GCCS desktop software isafile that keepstrack of
the user's current printer. Thisfileisfound in the user's home directory and is of the form.
C_p:host_name:session_number to ensure a unique file name. The current printer fileis created each
timeauser logsinto GCCS and remains only aslong as the user's current session lasts. During the
session, if the user selectsa new current printer (using the "File -> Select Printer" option on the GCCS
main menu bar) the current printer file will be updated with the new selection.

When a user logs out, two processes occur. First, the contents of the current
.C_p:host_name: session_number fileis copied to a permanent current printer file (called .c_p and
stored in the user's home directory). Second, the current printer file for that session is deleted.

At login, when the.c_p:host_name: session_number fileis created, the valueinthe .c_p permanent file
(which contains the current printer at the end of thisuser's last on) iscopied into the new current
printer file.

If, at login, the .c_p file does not contain a currently valid printer (based on the printer table), itsvalueis
replaced by the system default printer, which is stored in /h/data/global/EMDATA/config/.c_p:global.

If no valid printer existsin any of thesefiles, the .c_p:host_name:session_number filewill contain the
literal NULL.

8.3.5 ThePrinter Table. Theprinter tableisthe single system reference that maintainsthe current status
for all GCCS printers on the network. It islocated in /h/data/global/EMDATA/config/printer_table.

The printer table contains.
» Printer Entries. Singleline entries, one for each current GCCS printer, that describe the
printer's installation status to the printer administration software. The format of each
printer entry is:

Name; Host; Type; Description; Available on Network Flag; Host O/S;Color Satus
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Name -- printer names are limited by UNIX to 14 characters. Printer names cannot
contain special characters (except for -, ' ', and ).

Host -- the system name of the server connected to this printer.

Type -- GCCS supports four broad classes of printers. Thevalid GCCS printer types are:
Postscript, Newsprint, HPCL, and ASCII. Newsprint printerswhen they are fully ingtalled will are
treated as Postscript.

Description -- thisisafreetext area, limited (for display purposes) to 64 characters. Thisfield

can be used to describe the printer's physical location, its capabilities, which organization it
belongsto, or any other information that might be helpful to the user.

Available on the Network -- If this printer is currently available for other clients on the network,
thisflag should be set to "True." If itisset to "False," only the connected server will be ableto
print to this printer.

Host O/S -- The Operating System of the connected server host. Valid optionsare"HP- UX" and
"SunOsS."

Color Status-- Thisfield containsinformation that is not being used in the initial ddlivery of

GCCS Printer Administration (all printersare set to "B/W"). When color printing is supported by

GCCSs, thisfield will be used to direct color output to the correct printers.
Additionally, each printer is associated with a device, although deviceinformation is not stored in the printer
table. On HP workstations, available devices are Paralld, Serial A, and Serial B. On SUN workstations, a
single port represents both the Serial A and Serial B devices (which one is determined by a switch on the device
driver itsdlf).

* Blank Lines. Asneeded for readability.

e Comment Lines. Asneeded for readability. Comment linesare linesin the printer table that
contain the pound character (‘#) anywhereintheline.

Blank lines and comment linesin the printer table are ignored by the Printer Administration software.

One note about editing the printer table -- the addition of anew entry or the modification of a current entry
resultsin the affected entry becoming the last line of the printer table.

8.4 Configuring a System to Print Remotely.

This section discusses how to configure a print client under Solaris and HP-UX operating systems.
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8.4.1 Configuring Solaris. (Thefollowing can also be done using the Printer Administrator tool.)
a. Logontotheprint client asroot.
b. Enter the following command:

# | psystem -t s5 {PRINTSERVER}<return>
where PRINTSERVER isthe name of the print server

Thisresponse will appear:

{PRINTSERVER} has been added.
Enter the following command:

# | padmin -p {LOCALNAME} -s {PRINTSERVER}! {PRINTERNAME} <return>
where LOCALNAME isthe name the printer will be called by the system.

PRINTSERVER isthe host name of the print server.

PRINTERNAME isthe name of the printer on the remote print server.

If thiswill bethe default printer, execute the following statement:

# | padmi n -d {LOCALNAME}<return>

# accept {LOCALNAME}<return>
where LOCALNAME isthe name the printer will be called by the system.

# enabl e {LOCALNAME}<return>
where LOCALNAME isthe name the printer will be called by the system.

c. Check for errors by entering the command:
# /bin/l pstat -t<return>
8.4.2 Configuring HP-UX
a. Logontotheprint client asroot.
b. Enter thefollowing commands:
# [usr/lib/l pshut<return>
# /usr/lib/lpadmin - p{LOCALNAME} -n{PRINTMODEL} /

-v/dev/null -ordPRINTSERVER} - or p{PRINTERNAME} - o0b3 <return>
where LOCALNAME isthe name the printer will be called by the system.
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SECTION9. USER ACCOUNT ADMINISTRATION
9.1 Basics about DBUSER 6.0

The database segment DBUSER (Version 6.0.0+) hasthe capability to create ORACLE User Accounts and
granting to the appropriate rolesto allow the user to connect to the ORACL E database through any of the 17
following segments:

JOPES (SMDB), RDA, PDR USER, JOPES PDRPT, GSORTS, LOGSAFE, JEPES, MEPES, AIRFIELD,
RFA DATABASE, TCCESI, NPG, GTN (SMINT) DATABASE, FRAS, GRIS, RPI and EVAC

This segment will not create the GCCS User Accounts. The processto perform that isidentified in the
following section (9.2 Adding User Accountsto GCCS).

The DBUSER segment will also allow for the revoking of specific roles and, if necessary, the revoking of the
basic ORACLE User Account. This segment will not delete the GCCS User Accounts created through the
process specified in the following section (9.2 Adding User Accountsto GCCS).

9.1.1 DBUSER Scripts

The DBUSER segment scripts must be run as either ‘root’ or ‘ sysadmin’ on the Database Server machine.
These routines are located in the /WDBUSER/progs directory and are called:

grant_user
revoke user

These are Korn Shell scriptsthat interact with other Korn Shell Scripts and PERL scripts stored in the
/W/DBUSER/Scripts directory. The PERL scriptswill interface with various SQL scriptsthat are provided with
each segment to actually perform the grants, revokes and any other manipulations that are necessary to properly
setup and configure the user accounts. There should be no need for the administrator to directly call any routine
other than the two listed above.

9.1.2 LogFiles

Thevarious SQL scriptsthat grant and revoke the privileges, and in a few cases create tables, remove tables,
etc.; will generate numerouslog filesin the /tmp directory. These are generally named in an obvious fashion.
But if the administrator desires these to be displayed a bit more clearly, when invoking either of the two scripts
mentioned above smply add the argument ‘-v’ at the end. The spool log file names will be displayed after each
grant or revoke is performed.

When using the MULTIPLE user mode, explained below, only the last log files are saved since as each user is
processed the log files from the prior user will be overwritten with the new user log file activities.
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9.1.3 DBUSER Interface

The DBUSER interface is geared towards a line based interface that prompts the user with questions about
which rolesto grant or revoke. Thereisan occasional need to request a password from the user and verify that
it is acceptable. When this happens an X Term window will be displayed prompting for the desired password.
The questionsthat are asked are phrased to be responded to with a YES or a NO, and should belimitedtoa ‘Y’
(for YES) or a‘N'’ (for NO).

9.2 Adding User Accountsto GCCS

It isrecommended that user accounts be established after all software isloaded on all platformsand NIS+ is
initialized.

Two administrative accounts are delivered with the software:
secman - used to add user accounts or profiles.
sysadmin - used to perform system administrator functions, such asingtallation of new segments.

Theinstallation team will assist the Site Administrator in creating an account for the System Administrator (to
be used for user account maintenance) and a basic user account. The following steps must be followed.

9.2.1 Creating User Accounts (Performed at the EM Server's Console.)
a. Loginassecman, with proper password.

b. Sdect Prefsfrom the menu bar. Select Change Profile from the menu. Click the Next or Prev
buttons until SY SADMIN isdisplayed in the Position: fidd. Click the OK button.

c. Doubleclick the Security icon. Therun_security window displays. Enter the secman's password at
the Password: prompt. The Security Manager window appears.

d. Sdect Filefrom the menu bar. Sdlect Create Account from themenu. The SECURITY
MANAGER: Create Accounts window appears.

e. EntertheUSER ID: 8 charactersor less, starting with an alphabetic character (a-z), and containing
only alphanumeric characters and the underscore ().

f. Enter theUSER NAME: (Essentially an administrative comment field. Recommended: section; POC
Information, including location and tel gphone number. Example: ccj6_doc MAJ John Doe 8-6580.)

NOTE: Do not use commas or other special characters. Use only letters and numerals.

g. TheUSER #fiddisfilled in by the utility. (ThisistheUID and it isthelast used valueplus1. This
number may be edited to re-use old UID #sthat have been deleted).
h. Enter the PASSWORD: (Thiswill be the user'slogin password).
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Enter the SYBASE SYSADMIN USERNAME: (sa).

Enter the SYBASE SYSADMIN PASSWORD: (See Section 11.1).

k. Click thebutton for the DEFAULT GROUP: fidd. Sdect from: admin (for an administrator
account) or gecs (for a user account). Click the Apply button.

I. Click the button for the OPTIONAL GROUP: fidd. Select from: admin (for an administrator
account) or gecs (for a user account). Click the Apply button.

m. Click the button for the Acct_groupsfied. Sdect from: root, Security Admin, System Admin, or
GCCS Operator (for auser account). Click the Apply button.

n. Click thebutton for the Rolefield. Sdlect from: SSO Default (user account management and
security), SA Default ( system administration, which is primarily used for ingtalling new software
segments), or GCCS Default (for a user account). Click the Apply button.

0. When all fidlds are successfully completed, click the OK button on the SECURITY MANAGER:
Create Accounts window.

p. Sdect Filefromthe menu bar. Select Exit from the menu. Click OK to the Exit? question.

9.2.2 Customizing Profiles. After the System Administrator has registered the new user, a user profile must
be assigned for the user.

a. Login assecman, with proper password.

b.

Select Prefs from the menu bar. Sdlect Change Pr ofile from the menu. Click the Next or Prev
buttons until SY SADMIN isdisplayed in the Postion: field. Click the OK button.

Doubleclick the Profileicon. The Profile Manager window appears.

Sdlect File from the menu bar. Select Add New User Profile from the menu. The PROFILE
MANAGER: Add New User Profile window appears.

Click the button for the User I D: field. Select appropriate user from the registered users display.
Click the button for the Project: fidld. Select appropriate project from the display.

Click the button for the Position: fidd. Sdect from: GCCSUSER or SYSADMIN in the position
display. (Thissdection istied to the user's launch window icon selections.)
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NoTE: Thesefirg three fidds of the window are mandatory for user profile creation. The others deal with
the organizational structure of the site. They include Directorate, Division, Branch, Section, and
Cdl.

h. Click onthe OK or Apply button. Select File from the menu bar and Exit from the menu.
9.3 Executing the ‘grant_user’ DBUSER Script
Thegrant_user script will perform some basic setup options:

a) Determinethe DISPLAY that will be used for the secondary windowing prompting by checking the
setting of the DISPLAY environment variable. If itisNULL it will request the DISPLAY to use. Thisallows
the administrator to run the script on a machine other than the DBSERVER, but remotely connected through an
X Windows terminal session. If done remotely the local machine should have ‘ xhost +' enabled to allow the X
Windows DISPLAY to be shown on the local machine.

b) The password for the oradba account will be requested through a secondary xterm window
displayed in yellow. Thiswindow will verify the password provided. A correct password must be entered before
the script will allow further use. If the oradba password is set to be INTERNAL then simply entering a NULL
value (hitting RETURN) will verify that asa valid password.

When these two housekeeping tasks are accomplished the user is requested which of the two modes of
operationto use‘S'ingleor ‘M’ ultiple User. To exit the script enter * Q' uit at this prompt.

9.3.1 Workingin SINGLE USER Mode

By sdlecting the 'S’ option the administrator will be prompted to provide a user name that needsto be
manipulated. This user name should be an existing GCCS account that was created using the procedure
described in section X.2. It should consist of one (1) to eight (8) characters begining with an al phabetic (A-2)
followed by alphanumeric (A-Z, 0-9) or the underscore () character. When creating a UNIX account the case
(upper or lower) isimportant, but within ORACLE any lowercase characters are converted to uppercase. The
grant_user script will trandate any names provided to uppercase.

Thegrant_user script will determine if the user name provided currently has ORACLE CONNECT privileges.
If it does not have such privileges the administrator will be prompted whether the ORACLE account should be
created. Answering this question with ‘Y’ eswill grant CONNECT privilegesto the account with appropriate
SQL responses displayed. Answering this question with a ‘N’ o will return the script to the MODE Prompt.

If the user name already has CONNECT privileges, or the CONNECT privileges are granted the grant_user
script will determine what other ORACLE rolesif any are currently granted to the user. Thisset of ORACLE
rolesisused in the following series of questions.

For each Database Segment currently installed on the database server thereis one, or more ORACLE rolesthat
need to be granted for a user to access that database segement. The primary ORACLE role for the segment is
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compared against the list of ORACLE Roles determined in the following step. If the user already hasthat role
no action will be taken. If, however, the user does not have the primary ORACLE role for the segment then the
administrator will be prompted whether the user should be granted that role or not. The answer for each
guestion is stored for bulk processing in the next step.

When all of the installed database segments have been checked and queried againgt the admingtrator will have
displayed all of therole(s) that have been chosen to be granted. The administrator will then be prompted
whether thislist is correct and these roles should be granted to this user. If the answer is‘ N’ o the script will
return to the MODE Prompt. If the answer is* Y’ esthen the next step is performed.

For each role to be granted the set of scripts provided with the database segmentsto grant therole, create the
tables, create the synonyms, etc. will be run in the sequence necessary to properly configure the ORACLE user
for accessing the specified database segment via the corresponding client segment. Most of these scriptsare
very straightforward and simply grant the specified role to the specified user. But some are much more
elaborate and involved. Success or failure to grant the role will be displayed after each script is processed.

9.3.2 Workingin MULTIPLE USER Mode

By sdlecting the ‘M’ option the administrator will be prompted to provide a sequence of user names that needs
to be manipulated. These user names should be existing GCCS accounts that were created using the procedure
described in section X.2. Each name should consist of one (1) to eight (8) characters begining with an
alphabetic (A-Z) followed by alphanumeric (A-Z, 0-9) or the underscore () character. When creating a UNIX
account the case (upper or lower) isimportant, but within ORACLE any lowercase characters are converted to
uppercase. The grant_user script will trandate any names provided to uppercase. Each name should be followed
by a <return> to separate them. After entering the last name enter a single period (.) character followed by a
<return>.

For each user name entered the grant_user script will perform the following steps:

a) Determineif the user name provided currently has ORACLE CONNECT privileges. If it does not
have such privileges the script will grant CONNECT privilegesto the account with appropriate SQL responses
displayed.

b) All of the ORACLE roles currently granted to the user will be determined and stored for usein step
(e.

c) For thefirst user only the set of ORACLE rolesto be granted will be determined. For each
Database Segment currently installed on the database server there is one, or more ORACLE rolesthat need to
be granted for a user to access that database segment. The administrator is queried for each role whether it
should be granted to this set of users. These answers are stored for usein step (e).

d) After theadministrator has responded to each role question, thelist of rolesto be granted is
displayed and the administrator is asked to confirm the choice. If the answer is‘ Y’ esthen theroleswill be
granted as stated below. |f the answer is‘ N’ o then the process will be cancelled and the routine will return to
the MODE prompt.
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€) For each role chosen to be granted atest is made to seeif the user already hasthat role. Thisis
done by comparing the list saved from step (b) and the list from step (c). If the user does not have the role then
step (f) is perfomed.

f) Theroleto be granted has a set of scripts provided with the database segmentsto grant therole,
create the tables, create the synonyms, etc. This set of scriptswill be run in the sequence necessary to properly
configure the ORACLE user for accessing the specified database segment via the corresponding client segment.
Mogt of these scripts are very straight forward and ssimply grant the specified role to the specified user. But
some are much more elaborate and involved. Success or failure to grant the role will be displayed after each
script is processed.

Asmentioned in step () only on thefirst user will there be a query for which rolesto grant. Thislist once built
will be used for each of the other users so that when processing is completed all of the userswill have the same
set of new roles.

94 Executing the ‘revoke user’ DBUSER Script
Therevoke user script will perform some basic setup options:

a) Determinethe DISPLAY that will be used for the secondary windowing prompting by checking the
setting of the DISPLAY environment variable. If itisNULL it will request the DISPLAY to use. Thisallows
the administrator to run the script on a machine other than the DBSERVER, but remotely connected through an
X Windows terminal session. If done remotely the local machine should have ‘ xhost +' enabled to allow the X
Windows DISPLAY to be shown on the local machine.

b) The password for the oradba account will be requested through a secondary xterm window
displayed in yellow. Thiswindow will verify the password provided. A correct password must be entered before
the script will allow further use. If the oradba password is set to be INTERNAL then simply entering a NULL
value (hitting RETURN) will verify that asa valid password.

When these two housekeeping tasks are accomplished the user is requested which of the two modes of
operation to use "S'single or "M’ multiple User. To exit the script enter Q' uit at this prompt.

9.4.1 Workingin SINGLE USER Mode

By sdlecting the ‘'S’ option the administrator will be prompted to provide a user name that needsto be
manipulated. This user name should be an existing GCCS account that was created using the procedure
described in section X.2. It should consist of one (1) to eight (8) characters begining with an al phabetic (A-2)
followed by alphanumeric (A-Z, 0-9) or the underscore () character. When creating a UNIX account the case
(upper or lower) isimportant, but within ORACLE any lowercase characters are converted to uppercase. The
revoke user script will trandate any names provided to uppercase.

Therevoke user script will determine if the user name provided currently has ORACLE CONNECT privileges.
If it does not have such privileges a message will be displayed and the script will return to the MODE prompt.
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If the user name already has CONNECT privileges, therevoke user script will determine what other ORACLE
roles are currently granted to the user, if any. Thisset of ORACLE rolesis used in the following series of
guestions.

Thefirgt question will beif all of therolesincluding the CONNECT privilege should be revoked from the
specified user. If the answer is‘ Y’ esthen the ‘revoke user’ script will assumethat ALL of the roles should be
revoked aswell and not bother to prompt for them. If the answer is‘ N’ o then the questions bel ow are asked.

For each Database Segment currently installed on the database server thereis one, or more ORACLE rolesthat
need to be revoked from the user. The primary ORACLE role for the segment is compared against the list of
ORACLE Roles determined in the following step. If the user already has that role the administrator will be
prompted whether that role should be revoked or not. If, however, the user does not have that role no action will
be taken. For each question the answer is stored for bulk processing in the next step.

When all of the installed database segments have been checked and queried againgt, the adminstrator will have
displayed all of therole(s) that have been chosen to be revoked. The administrator will then be prompted
whether thislist is correct and these roles should be revoked from this user. If the answer is‘ N’ o the script will
return to the MODE Prompt. If the answer is* Y’ esthen the next step is performed.

For each roleto be revoked the set of scripts provided with the database segmentsto revoke therole, drop the
tables, drop the synonyms, etc. will be run in the sequence necessary to properly revoke access from the
ORACLE user from the specified database segment via the corresponding client segment. Most of these scripts
are very straightforward and smply revoke the specified role to the specified user. But some are much more
elaborate and involved. Success or failure to revoke the role will be displayed after each script is processed.

If the administrator chose to drop the CONNECT privilege then the sgl script stored in SORACLE_ HOME to
drop the user entirely shall be run.

9.4.2 Workingin MULTIPLE USER Mode

By sdlecting the ‘M’ option the administrator will be prompted to provide a sequence of user names that needs
to be manipulated. These user names should be existing GCCS accounts that were created using the procedure
described in section X.2. Each name should consist of one (1) to eight (8) characters begining with an
alphabetic (A-Z) followed by alphanumeric (A-Z, 0-9) or the underscore () character. When creating a UNIX
account the case (upper or lower) isimportant, but within ORACLE any lowercase characters are converted to
uppercase. The grant_user script will trandate any names provided to uppercase. Each name should be followed
by a <return> to separate them. After entering the last name enter a single period (.) character followed by a
<return>.

For each user name entered the revoke _user script will perform the following steps:

a) Determineif the user name provided currently has ORACLE CONNECT privileges. If it does not
have such privileges the script skip this user and proceed with the next user at this step..

b) All of the ORACLE roles currently granted to the user will be determined and stored for usein step
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(f).

c) For thefirst user, who has connect privileges, the administrator will be queried if ALL of the
ORACLE rales, including the CONNECT PRIVILEGE should be revoked. If thisanswer is‘Y’'es
then all roles granted shall be revoked, including the CONNECT PRIVILEGE and step (d) below
isskipped. If thisanswer is "N’ o then step (d) is performed.

d) Thesat of ORACLE rolesto berevoked will be determined. For each Database Segment currently
installed on the database server thereisone, or more ORACLE rolesthat need to be revoked from
the user. The administrator is queried for each role whether it should be revoked from this st of
users. These answers are stored for usein step (f).

€) After the administrator has responded to each role question, the list of rolesto berevoked is
displayed and the administrator is asked to confirm the choice. If the answer is‘ Y’ esthen theroles
will be revoked as stated below. If the answer is‘ N’ o then the process will be cancelled and the
routine will return to the MODE prompt.

f) For each role chosen to be revoked atest ismade to see if the user already hasthat role. Thisis
done by comparing the list saved from step (b) and the list from step (d). If the user does have the
role then step (g) is perfomed.

g) Theroleto berevoked has a set of scripts provided with the database segmentsto revokethe role,
drop the tables, drop the synonyms, etc. This set of scriptswill be run in the sequence necessary to
properly revoke access from the ORACLE user from the specified database segment viathe
corresponding client segment. Most of these scripts are very straightforward and simply revoke the
specified role to the specified user. But some are much more elaborate and involved. Success or
failure to revoke the role will be displayed after each script is processed.

h) If the administrator in step (¢) chose to drop the CONNECT privilege then the sgl script stored in
$ORACLE_HOME to drop the user entirely shall be run.

Asmentioned in steps (c) and (d) only on the first user will there be a query for which rolesto revoke. Thislist
once built will be used for each of the other users so that when processing is completed all of the users will have
the same set of roles revoked.

9.5 Notes Relating to specific GCCS Segments

This section details some rather specific information concerning each of the current Database Segments that the
DBUSER segment interfaces with. The information contained herein istechnical information that isuseful in
understanding the log files generated and how to correct problems should they arise.

951 JOPES

The JOPES Database Segment isreferred to as SMDB. The primary role nameis‘SMDB_USER'. The
secondary role nameis‘SMDB_REF FILE'. Thissecondary roleisonly present when the SMDB Patch 15
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Segment isingtalled. To grant the roles necessary to access the SMDB segment, two (2) SQL scriptsare run.
Thefirg isstored inthe DBUSER Segment, the second is generated dynamically from thefirst and is stored
temporarily in the /tmp directory. When revoking the JOPES Segment from a user, the user needs to have either
the'SMDB_USER' roleor the' SMDB_REF FILE' role for the revoke script to be executed. This revoke will
run two (2) SQL scripts, thefirst stored in the DBUSER Segment, the second is generated dynamically from the
first and is stored temporarily in the /tmp directory.

952 RDA

The RDA Database Segment isreferred to asRDASRV. Therole nameis‘RDAUSER'. To grant therole
necessary to access the RDASRV Segment, one (1) SQL script stored inthe RDASRYV Segment isrun. To
revokethe role one (1) SQL script stored in the RDASRYV Segment isrun.

953 PDRUSER

The PDR USER Database Segment isreferred to as PDRSRV. Therole nameis
‘PRE_DEFINED_REPORTS USER'. To grant therole and create the necessary database objectsthere are
four (4) SQL scripts stored in the PDRSRYV Segment to run. To revoke the role and drop the database objects
there are four (4) SQL scripts stored in the PDRSRV Segment to run.

954 JOPESPDRPT

The JOPES PDRPT Database Segment isreferred to asJOPES ORA_PDRPT. Therole nameis
‘JPDRPT_ROLE'. To grant therolethereisone (1) SQL script stored in the JOPES PDRPT Segment to run.
Torevoketherolethereisone (1) SQL Script stored in the JOPES PDRPRT Segment to run.

955 GSORTS

The GSORT S Database Segment isreferred to as GORA. Therolenameis‘GSORTS ROLE'. To grant the
rolethereisone (1) SQL script stored in the GSORT S Segment to run. To revoke the role thereisone (1) SQL
Script stored in the GSORT S Segment to run.

956 LOGSAFE

The LOGSAFE Database Segment is referred to as OLSAFE. Therole nameis‘LOGSAFE _USER'. To grant
therole there are three (3) SQL scripts stored in the OL SAFE Segment to run. To revoke the role there are five
(5) SQL Scripts needed to berun. Four (4) of the scripts are stored in the OLSAFE Segment. Thelagt is
generated and is stored in the / tmp directory.

957 JEPES
The JEPES Database Segment is referred to as OJEPES. Therole nameis‘JEPES USER'. To grant therole
the administrator must provide thetable master password. When this has been successfully retrieved, one (1)
SQL Script stored in the OJEPES Segment will berun. To revoke the role there are two (2) SQL Scripts stored
in the OJEPES Segment to run.
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958 MEPES

The MEPES Database Segment is referred to as MEPESDB. Therole nameis‘MEPES USER'. To grant the
rolethereisone (1) SQL script stored in MEPESDB Segment to run. To revoke therole thereisone (1) SQL
Script stored in the MEPESDB Segment to run.

959 AIRFIELD

The AIRFIELD Database Segment is referred to as AIRFDB Therolenameis‘AIRFIELD _ROLE'. To grant
therolethereisone (1) SQL script stored in the AIRFDB Segment to run. To revoke therole thereisone (1)
SQL Script stored in the AIRFDB Segment to run.

9.5.10 RFA DATABASE

The RFA Database Segment isreferred to as RFADB. Therolenameis‘RFA_USER'. To grant the role the
administrator must provide the table_master password and the RFA password. When these have been
successfully retrieved, seven (7) SQL Scripts need to berun. Four (4) of the seven (7) are stored in the
RFADB Segment. The other three (3) are generated by the firgt four Scripts and are stored in the / tmp
directory. To revoke therolethe administrator must provide the RFA password. When this has been
successfully retrieved, six (6) SQL Scriptsneed to berun. Three (3) of thesix (6) are stored inthe RFADB
Segment. The other three (3) are generated by thefirst three Scripts and are stored in the / tmp directory

95.11 TCCES

The TCCESI Database Segment isreferred to asESISRV. Therolenameis‘ TCCES!I'. To grant therole there
isone (1) SQL script stored inthe ESISRV Segment to run. To revoke therole thereisone (1) SQL Script
stored in the ESISRV Segment to run.

9.5.12 NPG

The NPG Database Segment is referred to asNPGDB. Therole nameis‘NPG_USER’. To grant the role there
isone (1) SQL script stored in the NPGDB Segment to run. To revoke therolethereisone (1) SQL Script
stored in the NPGDB Segment to run.

9.5.13 GTN (SMINT) DATABASE

The GTNSMINT Database Segment isreferred to as SMIDB. Therole nameis' GTNSMINT_ROLE'. To
grant therolethereisone (1) SQL script stored inthe GTNSMINT Segment to run. To revoketherolethereis
one (1) SQL Script storedinthe GTNSMINT  Segment to run.

9.5.14 FRAS

The FRAS Database Segment isreferred to as FRASDB. Therole nameis‘FRAS ROLE'. To grant therole
thereisone (1) SQL script stored in the FRASDB Segment to run. To revoke therole thereisone (1) SQL
Script stored in the FRASDB Segment to run.
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9.5.15 GRIS

The GRIS Database Segment is referred to as GRISDB. Therolenameis‘GRIS ROLE'. To grant therole
thereisone (1) SQL script stored in GRISDB Segment to run. To revoke the role thereisone (1) SQL Script
stored in the GRISDB Segment to run.

9.5.16 RPI

The RPI Database Segment isreferred to asRPIDB. Therole nameis‘RPI_USER'. To grant therolethereis
one (1) SQL script stored in the RPIDB Segment to run. To revoke therole thereisone (1) SQL Script stored
inthe RPIDB Segment to run.

9.5.17 EVAC

The EVAC Database Segment isreferred to as EVACDB. Therole nameis‘EVAC_ROLE'. To grant therole

thereisone (1) SQL script stored in the EVACDB Segment to run. To revoketherolethereisone (1) SQL
Script stored in the EVACDB Segment to run.
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SECTION 10. SOFTWARE LICENSE ADMINISTRATION
10.1  Applix License Setup Procedures
Touse Applix thelicense must beinstalled. Execute the following to obtain your License Key:
i. Loginasroot, then execute the following:
# cd /h/COTS/APPL | X/axdata <return>

# Jaxhostid <return>

NOTE: The system will identify the site's License Key. Contact the GMC Hotline at (703) 695-0671or
DSN 225-0671and provide the License Key and POC (NAME, TEL,FAX). DISA will notify
Applix, obtain the licensing information for the site, and FAX it to the site POC, usually within 24
hours.

j. Executethefollowing:
# cd / h/ COTS/ APPLI X/ axdat a <return>
k. Two licensefileswill appear: axlicensedemo, alxicensdat

1. Thefollowing isan example of the information that will be executed when axlicensedemo is
opened:

FEATURE *wgm none
FEATURE *sps none
FEATURE *nbx none
FEATURE *fwp none
FEATURE *f pp none
FEATURE *fgp none
FEATURE *dat none
FEATURE *opn none
FEATURE *rts none

. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95

8B4C1F6D076650F27859 "" DEMO
4B7CAF4AD381F2609F469 "" DEMO
7BDC2F3D48AF4E68BABL "" DEMO
5B4C3FCDB88E32B76C59F "" DEMO
4B7CAFEDO5F02D79C59F "" DEMO
8B4C1FCD58B34B66C59F "" DEMO
7BAC2F6D54BF4D6ACTA7 """ DEMO
4B7C2FBD8CEBF81AC019 "" DEMO
5B3C3F5D2D1027FEF16F "" DEMO

WWWWWwwWwwww
eeololololololoNe]

2. Thefollowing isan example of the information that will be executed when axlicensdat is opened:

. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95

4B7CAF4AD381F2609F469 "" DEMO
7BDC2F3D48AF4E68BABL "" DEMO
5B4C3FCD88E32B76C59F "" DEMO
4B7CAFEDO5F02D79C59F "" DEMO
8B4C1FCD58B34B66C59F "" DEMO
7BAC2F6D54BF4D6ACTA7 """ DEMO
4B7C2FBD8CEBF81AC019 "" DEMO
5B3C3F5D2D1027FEF16F "" DEMO

FEATURE *sps none
FEATURE *nbx none
FEATURE *fwp none
FEATURE *f pp none
FEATURE *fgp none
FEATURE *dat none
FEATURE *opn none
FEATURE *rts none

WWWWwWwwww
QOO O0OOCO0OO0OO0o
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d. Executethefollowing:
# cd / h/ COTS/ APPLI X

e. Type appli x.
f.  Fromthe Applix utility menu, select LI CENSEGENERATOR

g. Using thelicense information sheet provided by DISA, enter all information, tabbing between
fieds. All entriesarein upper case.

h. After entering all data, choose OK.

i. Toensurethat the APPLIX license manager comes up when the systemis re-booted, execute the
following:

# cd /etc/rc3.d

# vi  S4Sapplix
Add the following lines:
./ h/ COTS/ APPLI X/ axdat a/ axl nngrd - c\
.1 h/ COTS/ APPLI X/ axdat a/ axl i censeda > /tnp/axnl mog &
10.2 JDISSLicense Setup Procedures

The JDISS will not run if the site has not obtained alicense. Contact the GMC at (703-695-0671/ DSN225-
0671) to find out how to obtain alicense.

10.2.1 Client/Server Relationship. For JDISSto run properly, the JDISS license must be on the host
designated "Imserver." The JDISS client segment must be loaded on a host that can reach the Imserver, i.e., the
[etc/inet/hosts file must have the | P address and "Imserver” of the host that has the JDISS server segment
loaded.

10.2.2 LicenseFile Proceduresfor JDISSVersion 2.0.3

NoTE: Thelicensefileiscalled license.dat andisin ASCII text format. Most of the file contents should not be
changed. The server host ID cannot be changed without getting a new license file from the JDISS PMO.
Inthe DAEMON line, the path to the daemon can be modified. If any other changes are made, it will
invalidate the license, and the application will not be found.

If asitehasalicense, or if the host machineisaclient of another host that has a network license then, to install
the IDISS licensefile for IDISSv2.0.3:
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a. Copy thelicense.dat file the sitereceived to /h/JDI SSetc as follows:
# cp license.dat /h/JDI SS/ et c Re-boot themachine. Ingallation is complete.
10.2.3 Proceduresfor Machines Currently Running Older Version That Upgrade v2.0.3. Before
upgrading to JDISS VV2.0.3, save the /h/IDISSetc/license.dat filesto another directory, so the fileswill not be
deleted.
a. Afterinstalling V2.0.3, copy the saved license to the JDISS directory as follows:
# cp license.dat/h/JDI SS/etc/license. dat

b. Re-boot the machine. Ingallation is complete.

Troubleshooting of JDISS for troubleshooting procedures see JDISS | nstallation Manual dated, 7 November
1996 or JDISS System Administration Manual dated, 7 November 1996.

10.3 NeWSprint License Setup Procedures
10.3.1 NeWSprint Version 2.0 Setup Procedure. Toinstall thefont license, the site must have a font
password. Also, if the site has a Postscript printer, such asa Laserwriter, it does not need a font

license.

10.3.1.1 Acquiring a Font Password. A font password can be acquired by calling 1-800-USA-4SUN and
supplying the following information.

* Host ID of the system to which the printer is attached.

»  Serial number of the NeWSprint software. The serial nhumber is printed around the inside
hole of the NeWSprint CD.

*  TheNeWSprint "right to use' number, listed on the face of the licensing agreement.

After aquiring the password, ingtall the software, and set up the license that was provided by SUN
Systems.

10.3.2 Upgrading a Licensefor NeWSprint V2.0to V.2.1. If asiteisusng NeWSprint 2.0, the
original password isstill valid for NeWSprint 2.1. To check the fonts, execute the following:

# cd /var/spool/license/fontlicense
Example (a number should appear that issimilar to thisfont license: .65000934):

# cat /var/spool/licenses/fontlicenses.65000943
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NOTE: Hog ID and font password will be displayed.

NOTE: Theingalling license procedures are the same asin Section 2.0, “ Setup Procedures.”

10.3.3 NeWSprint Version 2.5 License Setup Procedures
a. Call SUN Systemsat 1-800-USA-4SUN during the hours of 0800 to 1700 Monday
through Friday to obtain font password. Y ou must have the sameinformation aslisted in
Section 2.0.

b. To view thehost ID and font password, execute the following:

# lopt/NeW Sprint/bin/hostid
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SECTION 11. SPARCSTORAGE ARRAY ADMINISTRATION
11.1  Overview

This section provides a description of the steps that are performed to remove and ingtall disk drives
in SPARCdorage arraysin typical GCCS environments. The stepsin this section have been refined
and condensed; however, they are intended to bein total compliance with the procedures described
in the SPARCstorage Array Configuration Guide. If any discrepancies exist between this
document and the SPARCstorage Array Configuration Guide, the SPARCstorage Array
Configuration Guide takes precedence.

Before performing functions to modify the configuration administrative personnel should be
familiar with the various types of SPARCstorage array configurations provided with the Volume
Manager (VM), the graphical representation of VM objects (disks, disk groups, subdisks, plexes,
volumes), standard GCCS configuration guidelines, and any site-specific implementations.

The SPARCstorage arrays are normally configured as part of the processto build a new GCCS
operating environment or to upgrade an existing one. Disk partition and mapping guidelines for the
various GCCS SUN SPARCserver and client platforms are provided in the GCCS I mplementation
Procedures document.

11.2 GCCSConfiguration Consider ations

When a partition from a physical disk is placed under VM control, aVM disk isassigned to the
partition and is accessed via a disk medianame (e.g., oraclel?). Theassigned VM disk also
becomes a part of adisk group (e.g., oracledg), a collection of VM disks that have something in
common. A VM disk can be divided into one or more subdisks. Subdisk names are derived from
their respective VM disk media name (e.g., oraclel7-01).

VM uses subdisksto build virtual devices, which are called “ plexes.” A plex consists of one or
more subdisksthat can be located on one or more physical disks. Plex names are derived from their
associated volume name (e.g., vol02-01 indicates the first plex of the second volume, vol02). A
volume can consist of oneto eight plexes. VM default naming conventions are used to uniquely
label volumes(e.g., vol02).

In an array-only hardware environment (no internal or other external disk devices), the standard
GCCS VM ingallation functions will designate the last disk devicein thefirst array for swap use.
Thisdisk, along with any other disksthat are not under VM control, will be presented with a
“failed” statusinthe VM GUI displays and in output produced from executing the VM command
lineinterface (CLI) vxdisk list command.

VM disk striping and mirroring techniques are used in the standard GCCS disk configuration
functionsfor certain file systems to optimize system performance and provide enhanced data
protection. This process builds VM volumes by sequentially selecting the first available physical
disk (logical subdisk) associated with each target number. This processisrepeated until a sufficient
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number of disks are obtained to build a volume of desired size and structure.

Additionally, at least one disk contained on each array is designated asa Hot Spare (HS) disk. Hot-
sparing, aVM configuration option, is used to automatically rebuild mirrored data when a disk fails.
When adisk failsin adisk group with an HS disk, the failed physical disk disappears from the disk
group view and the HS disk assumes the characteristics of the failed disk, including its name and
subdisks. HS disks can only be used to replace disksin the disk group to which they have been
assigned. If nodisk isdesignated as an HS device, dataon adisk that failsislost.

Consequently, in building striped, mirrored volumes using two 18GB SPARCstorage arrays and
designating an HS disk on each unit, the GCCS VM ingtallation process produces a configuration in
the following manner (as depicted in the sample output from a vxdisk list command):

DEVICE

c3t0d0s2
c3t0d1s2
c3t0d2s2
c3t1d0s2
c3t1ld1ls2
c3t1d2s2
c3t2d0s2
c3t2d1s2
c3t2d2s2
c3t3d0s2
c3t3d1s2
c3t3d2s2
c3t4d0s2
c3t4d1s2
c3t4d2s2
c3t5d0s2
c3t5d1s2
c3t5d2s2
c4t0d0s2
c4t0d1s2
c4t0d2s2
c4t1d0s2
cAtldls2
cAtld2s2
c4t2d0s2
cAt2d1s2
cAt2d2s2
c4t3d0s2
cAt3d1s2

TYPE

diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced
diced

DISK

oracle0l
oracle07
oraclel3
oracle02
oracle08
oraclel4
oracle03
oracle09
oraclel5
oracle04
oraclel0
oraclel6
oracle05
oraclell
oraclel?
or acle06
oraclel?
spare0l
mirror01
mirror07
mirrorl3
mirror02
mirror08
mirrorl4
mirror03
mirror09
mirrorl5
mirror 04
mirror10

GROUP

oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
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online
online
online
online
online
online
online
online
online
online
online
online
online
online
online
online
online spare
online
online
online
online
online
online
online
online
online
online
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cAt3d2s2 diced mirrorl6 oracledg online
c4t4d0s2 diced mirror05 oracledg online
cAt4d1s2 diced mirrorll oracledg online
cAt4d2s2 diced mirrorl7 oracledg online
c4t5d0s2 diced mirror06 oracledg  online
cAt5d1s2 diced mirrorl2 oracledg online
cAt5d2s2 diced spare02 oracledg  online spare

Where c# denotes the controller number associated with the array units, t# indicates the target
number (0-5) within the referenced array, d# indicates the disk number (0-4) associated with each
respective target number, and s2 indicates that the full disk isbeing used as a subdisk partition.

The order of the disk names oraclet# and mirror## indicates that the first available disk was
selected from the first target number, followed by the selection of the next available disk on the next
target number, and so on, until all required disks were sdlected. HS disks have been named spare01
and spare02. In practice, thislist would also include any additional disksthat are present on the
platform but are not under VM control (with an error status).

11.3 Identifying a Failed Disk

The key aspect of disk replacement involving a SPARCstorage Array unit isidentifying the proper
disk deviceto remove or replace.

11.3.1 Command LineInterface Techniques. The VM CLI can be used to produce alist of
available disk

devices and their related gtatus. Thelist will indicate which VM controlled disksarein an error

status. Note that in the standard GCCS configuration, the designated swap disk and other disks not

under VM control will also be listed with an error status. The following steps are performed to

identify failed disk devicesusing the VM CLI:

a. Loginasroot.

b. Producealig of available disk devices:
#vxdisk list | more

c. Review the generated output to identify devicesthat have an error status, situations
where an HS device has kicked in, and situations where the volume components do not

comply with the standard GCCS configuration techniques. For example, considering
the previous vxdisk list output for a scenario containing a failed disk:

DEVICE TYPE DISK GROUP STATUS
c3t0d0s2  diced oracle0l oracledg online
c3t0dls2 diced oracleQ7 oracledg online
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c3t0d2s2  diced
c3t1d0s2  diced
c3tldls2  diced
c3tld2s2  diced
c3t2d0s2  diced
c3t2dls2  diced
c3t2d22  diced
c3t3d0s2  diced
c3t3d1s2 diced
c3t3d22  diced
c3t4d0s2  diced
c3t4dls2  diced
c3t4d2s2  diced
c3t5d0s2  diced
c3t5dls2  diced
c3t5d2s2  diced
c4t0d0s2  diced
c4t0dls2  diced
c4t0d2s2  diced
c4t1d0s2  diced
c4tldls?2  diced
c4tld2s2  diced
c4t2d0s2  diced
c4t2dls2  diced
c4t2d22  diced
c4t3d0s2  diced
cAt3d1s2  diced
cAt3d22  diced
cAt4d0s2  diced
cAt4dls2  diced
c4t5d0s2  diced
c4t5dls2  diced
cAt5d2s2

oraclel3
oracle02
oracle08
oraclel4
oracle03
oracle09
oraclel5
oracle04
oraclel6
oracle05
oraclell
oraclel?
oracle06
oraclel?
oraclel0
mirrorO1
mirror07
mirrorl3
mirror02
mirror08
mirrorl4
mirror03
mirror09
mirrorl5
mirror04
mirror10
mirrorl6
mirror05
mirrorl?7
mirror0O6
mirrorl2

spare02

oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg
oracledg

online
online
online
online
online
online
online
online
error

online
online
online
online
online
online
online
online
online
online
online
online
online
online
online
online
online
online
online
online
online
online
online

oracledg

GCCS- SAM- 2. 2

Decenber 17

online spare

Examination of the output shows device c3t3d1s2 with an “error” status indicating that
the device hasfailed. Additionally, it can be determined that device c3t5d2s2, an HS
device, haskicked in and is now regarded as disk oraclel0, and whose status no longer

indicatesthat it is spare disk.

d. Record and savethefailed disk name, along with its actual and normal device addresses
(if the HS has kicked in) for reference during configuration restoration functions. Inthe
example, the failed disk was previoudy named oraclel0, its current device addressis

c3t5d2, but in its normal addresswas c3t3d1.

e. Notethat some error conditionswill not be noted as such in the vxdisk list command
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output. It istherefore recommended that the VM GUI be used to confirm the status of
adisk drive.

11.3.2 Graphical User Interface Techniques. The VM GUI physical disk display providesa
graphic depiction of the disk devices contained in an array that directly correspondsto the physical
layout of diskswithinthearray. Inthe VM physical disk display, failed devicesin an array are
indicated with ablueicon. In some configurations, the last disk in thefirst array is designated for
swap usein an array-only configuration. Thisdisk isnot under VM control; therefore, it will appear
asafailed device. Thiscondition can be verified by examining the /etc/vfstab file contents.

The layout of the disk iconsin the view should match the layout of disks represented in the array
front panel LCD display. The numbers specified on each physical disk (PD) icon providesthe
target (t#) and relative physical disk numbers (d#) in the following manner:

T0,D0 T2,D0 T4,D0
T0,D1 T2,D1 T4,D1
T0,D2 T2,D2 T4,D2
T0,D3 T2,D3 T4,D3
T0,D4 T2,D4 T4,D4
T1,D0 T3,D0 T5,D0
T1,D1 T3,D1 T5D1
T1,D2 T3,D2 T5D2
T1,D3 T3,D3 T5,D3
T1,D4 T3,D4 T5,D4

Front Side (Handle End)

For example, a device address containing c#t 3d1s# for an array disk unit denotes a disk device
located in the fourth dot from the front of the second tray.

Perform the following stepsto view a display of physical disk devicesfor an array:
a. Loginasroot.
b. Launchthe VM root window:

# lopt/vxva/bin/vxva&
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In the root window view, click the LEFT mouse button on the screen button
corresponding to the four digit world number in the front panel LCD display on the
array. Thisaction producesa view of the disk devices contained in the referenced

array.
Note any disk icons displayed in blue.

Close the window by clicking LEFT on the File option in the menu bar of the window,
and sdlecting Close; Exit may be selected to end the VM GUI session.

(or)

Loginasroot.

Launch the VM root window:
# lopt/vxva/bin/vxva&

In the root window view, click the LEFT mouse button on the screen button
corresponding to the name of a disk group (e.g., oracledg).

The VM disk icons (denoted by “ D”) that are displayed appear in the order of their
selection in the configuration building process: |eft to right, and top to bottom. The
order of the device names (cHt#d#s#) under each icon should indicate how thefirst
available disk was sdlected from the first target number, followed by the selection of
the next available disk from the next target number, and so on, until all required disks
were selected.

Considering this convention, afailed disk and an HS disk (if it hasreplaced afailed
disk) can beidentified by anillogical break in the order of the device names. When an
HS replaces afailed disk, the HS disk iconislabded witha“ D" to indicatethat it isno
longer available asan HS disk.

A completely failed physical disk will not appear in thisdisplay. However, a
configured volume may be displayed containing a plex with an error status (denoted by
an abnormal coloration of the plex) to indicate a failed disk.

In the latter Situation, the properties of the plex in question must be examined to
identify the failed disk. Display the propertiesfor a plex by clicking LEFT on the plex
name (e.g., vol02-01), then clicking the RIGHT mouse button.

In the Plex Propertieswindow, the plex Kernd State indicates the availability of the
plex; adisabled plex cannot be accessed. Volume properties may be examined in the
same manner, but a disabled volume cannot be accessed. A value other than zero in the
Number of 10 Failuresfidd isalso indicative of a volume problem.
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When error conditions are present in a plex or volume, the SA must identify the disk
that ismost likely the cause of the problem. This can be accomplished by displaying
the properties of each subdisk within the plex. A value other than zero in the Number
of 10 Failuresfidd in the properties view isindicative of a disk problem.

The VM group window can be closed by clicking LEFT on the File option in the menu
bar of the window, and salecting Close; Exit may be sdected to end the VM GUI
session.

11.4  Disk Replacement Scenarios

11.4.1 Overview of Procedures. Certain disk replacement procedures may be performed based
on the configuration of thefailed disk. After thefailed disk has been identified, the SA must
determine whether or not the failed disk belongs to a mirrored volume, and whether or not it has
been replaced by an HS disk. The following general procedures should be performed when
considering configuring afailed disk:

a

If thedisk ispart of amirrored volume, and the HS disk haskicked in or is not
available:

1. Removeor replacethefailed disk. If an HS disk isnot available, the volume can
continue to operate on the mirrored complement of the failed disk.

2. Restore the volume configuration to its normal state after installing a new disk.
Thedisk ispart of amirrored volume; and the HS disk isavailable, but did not kick in:

1. If areplacement disk isnot readily available for installation, remove the failed disk
to allow the HS disk to kick in.

2. When the new disk becomes available, ingall it in the array at the location of the
failed disk.

3. Restore the configuration to its normal state after installing the new disk.

1. If areplacement disk isavailable, take all HS disks offline (by changing their
properties) to prevent them from kicking in.

2. Replacethefailed disk.
3. Restore the configuration to its normal state.
4. Placethe HS disks back online.
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If the disk ispart of anon-mirrored volume:

1. Remove the affected volume and its associated plexes and subdisks.
2. Replacethefailed disk.

3. Rebuild the volume.

4, Restorevolume data using standard data restore functions, e.g., ufsrestore.

11.4.2 Hot SpareDisk Operations.

11.4.3

a

In the root window view, click the LEFT mouse button on the screen button
corresponding to the name of the desired disk group (e.g., oracledg) to produce a view
of its VM volumes, plexes, and subdisks.

Locate adisk icon labeled with ‘PD’ or ‘HS' (physical disk or hot spare, respectively).
Active HS disksin the group arelabded as‘HS .

Click LEFT onthedisk icon to highlight it, then click the RIGHT mouse button to
display its properties.

At the ‘Hot Spare’ entry of the properties window:
click LEFT on Yesto designatethedisk asan HSdisk. To deactivateit, click LEFT on
No.

To exit thewindow: click LEFT on Apply to effectuate changes or Cancel to discard
the window without making any changes.

Volume Operations (Non-Mirrored Disk Configurations).

a

In the group window view, sdlect the volume containing the failed disk by clicking
LEFT onitsicon.

Record the name of all disksthat are a part of the volume in the order that they appear.
Record the file system name assigned to the volume (displayed under the volumeicon).

From the Basic-Ops menu, sdlect Volume Oper ations, then select Remove
Recursively.

Select Okay to proceed with the removal.

Thefailed disk can now be physically replaced in the array.
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g. After afailed disk has been replaced in the configuration, the volume can be rebuilt.
Thisisaccomplished by performing the following steps.

1.

In the appropriate group window view, click RIGHT on thefirst required disk icon
(as noted when removing the volume) to highlight itsicon, then click MIDDLE on
the remaining required disk icons.

From the Basic-Ops menu, sdlect File System Oper ations, then select Cr eate,
then sdlect Striped.

Complete and verify the contents of the Striped Volume Create window (with
standard valuesfor 1.05GB disk drives) asfollows:

Volume name: xxx99 (e.g., vol03)

Volume size: 9999999s (number of diskstimes 2050272 followed by ‘s’ for
sectors)

Number of Columns: (Number of disks salected)

Stripe unit size: 72

Createfile system: Yes

Mount file system: Yes

Mount point: /xxx/xxx (file system mount point)

Mount automatically: Yes (or No, asrequired)

To exit thewindow: click LEFT on Apply to effectuate changes or Cancel to
discard the window without making changes.

115 Disk Removal and I nstallation

11.5.1 Physical Disk Removal. Perform the following stepsto remove a disk drive from a
SPARCdorage array unit:

a

Review all aspects of the configuration of the disk to be removed, including itslocation
inthe array.

Advise userswho are logged in of imminent system termination.

Gracefully shut down the Oracle database, if applicable.

Asroot, take the system down:

#uadmin20

After system compl etes termination, power off the CPU.
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Power off the array unit and allow disk devicesto spin down (approximately 1 minute).
Remove the front panel of the array to gain accessto the disk trays.

Removethetray containing the disk to be removed, by releasing thetray’s handle.
Pull the tray outward until it catches. Fed for thetray flapper located on the bottom,
rear, center of thetray. Push the flapper upward while dightly pulling the tray to
rdleaseit. Do not apply forceto release the tray!

After removing the tray, place it securely on aflat surface before attempting to remove
adisk drive.

Remove the desired disk using the handle located on the top of thedisk. Use cautionin
handling the disk (in caseit is not the correct disk to remove, and hasto be reinstalled).

If areplacement disk isavailable, it can beinstalled now in the location vacated by the
failed disk. When ingtalling a disk, seat it carefully by pressing on the SUN emblem
and locking it using its handle.

Replacethe tray back into the array. Fed for the tray flapper, push the flapper upward
while pushing the tray to insert thetray. Do not apply excessive force to insert the tray!

Power onthearray. Theready state of the array isindicated when thelinesin the LCD
display on the front panel become visible for all installed disks. After achieving this
ready state, wait at least two minutes before proceeding

After waiting at |east two minutes, power on the CPU.

Restore the VM environment to its normal disk configuration.

11.5.2 Physical Disk Installation. Perform the following stepsto ingtall adisk deviceinto a
SPARCstorage Array unit:

a

Review all aspects of the configuration of the disk to beingtalled, including its required
locationinthe array.

Advise userswho are logged in of imminent system termination.
Gracefully shut down the Oracle database, if applicable.
Asroot, take the system down:

#uadmin20
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After system completes termination, power off the CPU.

Power off the array unit and allow disk devicesto spin down (approximately 1 minute).
Remove the front panel of the array to gain accessto the disk trays.

Removethetray containing the disk to be removed, by releasing thetray’s handle.

Pull the tray outward until it catches. Fed for thetray flapper located on the bottom,

rear, center of thetray. Push the flapper upward while dightly pulling the tray to
rdeaseit. Do not apply forceto release the tray!
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After removing the tray, placeit securely on aflat surface before attempting to install
the disk drive.

Ingtall the disk in the desired location. Seat the disk carefully by pressing on the SUN
emblem and locking it using its handle.

Replacethe tray back into the array. Fed for the tray flapper, push the flapper upward
while pushing the tray to insert thetray. Do not apply excessive force to insert the tray!

Power onthearray. Theready state of the array isindicated when thelinesin the LCD
display on the front panel become visible for all installed disks. After achieving this
ready state, wait at least two minutes before proceeding.

After waiting at |east two minutes, power on the CPU.

Modify the VM environment to include the new disk in its configuration.

11.6 Restoring VM Configurations

11.6.1 Restoring Hot Spare Configuration. The following steps are performed when a situation
existswherein afailed disk that waslogically replaced in the configuration by an HS disk has been
physically replaced with a new disk:

a

b.

Loginasroot.
I nitiate the vxdi skadm menu process, enter the following command:

# vxdiskadm

(At this point the vxdiskadm menu should appear)

C.

d.

Enter 1 (add or initialize a disk) in response to “ operation to perform”.

Enter disk device (c#t#d# of the new disk) in response to “disk deviceto add”.
Enter ninresponseto “ wish to encapsulate’.

Enter y inresponseto “ wish toinitialize’.

Enter none in response to “ which disk group”.

Enter y in response to “ continue with operation”.

Enter ninresponseto “add or initialize another disk”.
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(At this point the vxdiskadm menu should appear)

m.

Enter 4 (remove a disk for replacement) in response to “ operation to perform”.

Enter disk name (disk name, e.g., oraclel0, assumed by HS disk; refer to previoudy
recorded configuration information obtained in previous steps) in response to “ disk
name’.

Enter y in response to “ continue with operation”.

Enter n inresponseto “remove ancther disk”.

(At this point the vxdiskadm menu should appear)

n.

r.

Enter 5 (replace afailed or removed disk) in response to “ operation to perform”.

Enter disk name (same disk name specified in Step k) in response to “ select a removed
or failed disk”.

Enter device (disk device specified in Step d, or press<ENTER> if specified default
deviceiscorrect) in response to “choose adevice'.

Enter y (provided the specified operation scenario is correct) in response to “ continue
with operation”.

Enter ninresponseto “replace another disk”.

(At this point the vxdiskadm menu should appear)

S.

t.

Enter 1 (add or initialize a disk) in response to “ operation to perform”.
Enter disk device (c#t#d# of the HS disk) in responseto “ disk deviceto add”.
Enter y in response to “ wish to reinitialize cHt#d#” .

Enter group (name of disk group for HS, e.g., oracledg) in response to “ which disk
group”.

Enter disk name (name of designated HS disk, e.g., spare0l) in response to “disk
name’.

Enter ninresponseto “add or initialize another disk”.

Enter y in responseto “ preserve this disk as hot-spare’.
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Enter y (provided the specified operation scenario is correct) in response to “ continue
with operation”.

aa. Enter ninresponseto “add or initialize another disk”.

(At this point the vxdiskadm menu should appear)

bb. Enter g (exit from menus) in response to “ operation to perform”.

11.6.2 Restoring Non-Hot Spar e Configuration. The following steps are performed when a
stuation exists wherein afailed disk that was not logically replaced by an HS disk has been
physically replaced with a new disk in the array:

a

b.

K.

Loginasroot.

I nitiate the vxdi skadm menu process.

# vxdiskadm

Enter 1 (add or initialize a disk) in response to “ operation to perform”.

Enter disk device (c#t#d# of the new disk) in response to “disk deviceto add”.
Enter ninresponseto “ wish to encapsulate’.

Enter y inresponseto “ wishtoinitialize’.

Enter group (name of an associated disk group, e.g., oracledg) in responseto “ which
disk group”.

Enter disk name (name of disk, e.g., oraclel0) in responseto “disk name”.
Enter n (or 'y, asrequired) in responseto “ preserve this disk as hot-spare’.

Enter y (provided the specified operation scenario is correct) in response to “ continue
with operation”.

Enter ninresponseto “add or initialize another disk”.

(At this point the vxdiskadm menu should appear)

Enter g (exit from menus) in response to “ operation to perform”.

m. Perform functions to rebuild the affected volume.
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SECTION 12. GSORTSADMINISTRATION
12.1 Downloading GSORTS Database
Unlike any other GCCS application, each site's GSORT S database is initialized and maintained
remotely by the Pentagon's JEXACR GSORTS office. Each GCCS site need only request they do
0.
Theregquest is made to the GCCS Hotline for JEXACR to put afull, SECRET, GSORT S database
at asite. From then on, the JEXACR officewill handle all details and ongoing operational support
of the GSORT S database, and the site will have the data available for retrieval.
Some services provided by JEXACR are:
a. Initial download of afull GSORT S database to the site's database server.
b. Execution of ORACLE scriptsto load the GSORT S database into the GCCS Version
2.2 ORACLE structure, created when GSORT S segments were installed on the site
database server

c. Twice-daily database update service.

To check on the GSORT S database status, a user can either use the GSORT Sicon or go to an xterm
and use sglplus.

To usethe GSORTS icon:;
a Click onthe GSORTSicon.
b. Sdect Options->Database L ast Update

c. Look at thedate. If not within the last day or two, then the databaseis not current. If
the dateis 19 January 1995 or earlier, it islikdy that only the test database isloaded.

Tousesglplus:
a  Start an xterm
b. Input thefollowing:

# source /opt/bin/coraenv<return>
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Execute the following:

# sql pl us /<return>
(assumesthe user hasthe GSORTSrole)

Select max(bupdate) from bide table.

Look at the date. If not within the last day or two, then the database is not current. If
the dateis 19 January 1995 or earlier, it islikdy that only the test database isloaded.

12.2 Using CDROM Maps

GSORTS provides a mechanism to look at Defense Mapping Agency (DMA) Arc Digital Raster
Graphic (ADRG) maps. Unlike other applicationsthat require reading the ADRGs from CDROM
and downloading to disk, GSORTS will immediately read and display the ADRG CDROM
contents. I1n an operations center, the time (and disk) savings can be substantial.

Unfortunately, within the GCCS environment, and especially with Solaris Version 2.3, many
problems at the operating system level conspire to make use of the CDROMs difficult. We do not
yet have aformulathat will ensure successin usng CDROMswith GSORT S within GCCS.

There are several problemswith CDROMs, GSORTS, and GCCS:

a

C.

The Solaris Version 2.3 Volume Manager (volmgr) takes over the control of mounting
CDROMs.

The nearest CDROM driveto a given user may require substantial UNIX-level work to
be accessible by GSORTS.

Old (pre-1989) ADRG CDROMswill not read correctly.

Addressing each problem in turn;

a

The Solaris Version 2.3 volmgr usually will automount any CDROM put into the disk
drive. Thismeansthat the user should not use the GSORTS MapUtilities-
>AdrgMaps->New CDROM menu item. Go directly to the Open CDROM Map
sdlection. If thereisafile namein thelist box, then pick the name and everything will
work normally. If not, then the troubleshooting process begins. Again, we do not have
answersto all situations and cannot re-create all problems. The SolarisVersion 2.3
volmgr is not completdly characterized. Usually, the user hasto do an "gject” command
from an xterm.

Asafirg attempt to use CDROM maps, be sure and try a CDROM drive connected
physically as part of the SPARCstation 20 application server on which GSORTS s

9-90



GCCS- SAM 2. 2
Rev 0
January 6, 1997

executing. Do not spend time trying to get an xterm SPARCdation 5's CDROM drive
to bevisibleto GSORTS until a CDROM drive on the machine on which the GSORTS
software is executing works.

c. |fthe ADRG CDROM ispre-1989, do not useit. SolarisVersion 2.3 volmgr cannot
read them.

A hint for troubleshooting:

Try doing operating system commands asroot. For example, issue the command g ect (to get the
CDROM out). Thiswill bypass permissions problems.

9-91



GCCS- SAM 2. 2
Rev 0
Decenber 17, 1996

SECTION 13. HARDWARE ADMINISTRATION

13.1 Fiber Distributed Data I nterface

Within GCCS, the Fiber Digtributed Data I nterface (FDDI) will beinstalled as a sel ected package
(SUWnNf) immediatdly after the core UNIX environment isingtalled. This package containsthe
drivers and system changes required to support FDDI. Every SUN SBUS card is currently shipped
withaUTPinterfaceingalled. To prevent conflictsin the resolution of 1P addresses and host
names, each enabled network interface must be assigned a unique host name and | P address.

13.1.1 Proceduresfor Installing FDDI Interface Software.

a

Preparation:

1. Indgall core UNIX operating systems (recommended patches not as yet installed).
2. Determine FDDI IP address (must be different from ethernet | P addressif any).
3. Determine FDDI host name (must be different from ethernet hostname if any).
4. Connect MAC connector from SPARC to FDDI hub.

Insert FDDI CDROM in drive.

Loginasroot.

Toingall FDDI patch, execute the following:

# [usr/sbin/pkgadd -d /cdrom fddi _3_0/Solaris_2.x

Thefollowing will appear on your screen:
The foll owi ng packages are avail abl e:
1 SUMf FDDI/S Driver/Utilities
(sparc) 3.0

Sel ect package(s) you wish to process (or "all" to process
al |l packages). (default: all) [?,??,q9q]: 1 <Return>

Specify the nfO (FDDI) host name. This name must be different from the |€0 (ethernet)
host name:

What host name do you want to use for nf<inst>: <HOSTNAME>

Specify the nfO (FDDI) host name. This name must be different from the |€0 (ethernet)
host name:
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VWhat ip address do you wish to use for <HOSTNAME>

Do not specify the SunNet Manager daemons:

Do you want to start the SunNet Manager daenons for SunLink
FDDI /S at boot time? [n] [y,n,?,q9] n

Confirm the ingtallation of files with setuid/setgid permission:

Do you want to install these setuid/setgid files [y,n,?, (]
y

Confirm the execution of the post-installation script with superuser permission:;

this package contains scripts which will be executed with
superuser permi ssion during the process of installing the
package.

Do you want to continue with the installation [y,n,?]Y

Confirm that the install ation was successful ;

Install ati on of <SUNWAf > was successf ul .

Terminate the pkgadd program:
The foll owi ng packages are avail abl e:
1 SUMf FDDI/S Driver/Utilities
(sparc) 3.0

Sel ect package(s) you wish to process (or "all" to process
al |l packages). (default: all) [?,??,q9]: q <Return>

Eject the CDROM:

# eject cdrom

Re-boot the system:

# sync; sync; r eboot
Proceed with the ingtallation of additional drivers, packages, or patches.

Proceed with the installation of GCCS.

13.1.2 3800 Router Configuration (Example). Thefollowing text is provided to illustrate what
should appear at the console as the user enters the commands to activate the FDDI interface of the
router. Thisexample was produced in the GCCS lab using the Synoptics 3000S Intelligent Hub, in
which the router is named 'gccdab’ and the configuration was already resident in the router. Text
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shown in bold iswhat is entered from the keyboard. Additional comments are shownin
parentheses.

gccsl ab)en

Passwor d: (the password will not echo)
gccsl ab#sh fl ash
4096K bytes of Flash address space sized on CPU board.
Menory type is Flash
File nane/status
0 xk09190z (Currently utilized modul e)
1 xk91450z (FDDI  nodul e)
[ 1499584/ 4194304 bytes free/total]

gccsl ab#config t

Enter configurati on conmmands, one per |ine.

Edit with DELETE, CTRL/W and CTRL/U; end with CTRL/Z

no boot system flash xk09190z (disable old flash nodul e)

boot system flash xk91450z (enabl e new nodul e)
nZ (exit configuration nmode)

gccesl ab#
%SYS- 5- CONFI G | : Configured from consol e by console ()

gccsl ab#write mem
[ K] ,
gccesl ab#exi t

gccslab con0 is now avail abl e

Press RETURN to get started.
13.2  Synoptics 300S I ntelligent HUB I ntroduction

Thissubsection is provided to assist with the ingtallation of the Synoptics 3000S Intelligent HUB.
It provides several types of information:;

The purpose of the HUB - Notesrelative to installation.
* |Inventory - What and how many of each component to expect.
* Router Configuration - How to activate the FDDI router port.

* Network Management Module (NMM) Configuration - How to perform basic
configuration.

In addition to the above information, there are also configuration examples for both the router and
the NMM modules.
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Thissubsection isintended as an aid to the installation teams in getting them online to a network
that will facilitate server ingtallation. It isnot intended to be a complete manual for the Synoptics
HUBSs.

13.2.1 Purpose of the HUB. The FDDI components are intended soldly for the connection of
GCCS servers. Each server will be linked to the hub utilizing fiber connectionsin a single attached
mode. It may be necessary to connect the SUN serversto one of the Ethernet boards until the FDDI
connection cables are shipped to the site. If thisisthe case, there will be a 10baseT Ethernet host
module provided for this purpose.

The FDDI connections cannot be accomplished at this time because the required cables are not yet
available. Separate instructions for making these attachments will be provided when these cables
arereceived.

Therouter isintended to be utilized to make the bridge between the token-passing protocol of the
FDDI components and the CSMA/CD components of the Ethernet side. Although thisisthe
primary purpose of the router, it can be utilized for additional functionsif an additional interfaceis
added.

The FDDI-to-router connectionswill be accomplished via the ports provided in the front of the hub.
Patch cables will connect from the router port to one of the FDDI ports. These cables are not yet
available but will be shipped with ingtructions when they are received.

The Ethernet Network Management modules only are provided for thisinstallation. Although two
are provided, only oneisrequired and only one should beingtalled. A separate Ethernet segment
may be sat up at alater time, or the second module can be kept as a back-up.

The Ethernet components of the hub are intended for connection of either individual GCCS
workstations, or LAN segments to which workstations arein turn attached. Ethernet connections
can be made to individual workstations on an as-needed basis. The Ethernet host modules supplied
should match the network infrastructure at the site.

13.2.2 Inventory. Thelntdligent HUB inventory should include the items shown in Table 13-1.

Table 13-1. Synoptics 3000S Hub Components

Synoptics 3000S HUB Components
[tem Quantity Comments
3000S 1 Chassisonly.
Power Supply 1 Ingtall in right-most chassis dot.
3904 1-3 FDDI Host Module (Quantity varies by site)
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Table 13-1. Synoptics 3000S Hub Components (Cont.)

Synoptics 3000S HUB Components

3800 1 Router Card with 1 Ethernet Interface.

3809 1 FDDI Interface for 3800 Router (to beinstalled on
the 3800 router card).

3313A 2 Ethernet Network Management Module. Only one
of these cards should be installed with the initial
ingtallation.

3301 2 10baseT Ethernet Host Module. Included if site
has exigting 10baseT infrastructure or if itis
required for interim server connections.

* 3304A 2 10baseFL Ethernet Host Module. Included only if
ste has exigting infrastructure that is 10baseFL .

* Thisitem isnot included if thereis no Ethernet fiber infrastructure at the site.

A complete set of manualsfor the hardware isincluded in the shipping containers, including a set of

router manuals included with the Modd 3800 router module. Thisrouter moduleisactually a

CISCO Mode 4000 router, and configuration is done accordingly.

Subassembly for boards to be inserted into the 3000S chassisis limited to the FDDI Personality

module for therouter. A complete set of detailed ingtructionsisincluded with the module. Follow
them carefully. If theingtaller is not comfortable with thistype of work, and thereis no member of

the team who is comfortabl e doing this assembly, request assistance from the site POC for this

equipment.

NOTE: The position of the boards in the chassisis unimportant, except for the power supply, which must be

located in the far right position.

13.2.3 Configuration of 3800 Router Module. Therouter ispresent in this configuration to

perform the trandation between the FDDI and the Ethernet sides of the network. Thisdocument is
not meant to detail how to configure CISCO routers, but isintended to augment a standard
configuration that is assumed to be already in place.

In the hardware ingtallation manual for the 3809 FDDI router Personality manual, thereis reference
to flash modules that must be loaded prior to being able to configure thisinterface. Specific steps
for accomplishing thisload are provided in Table 13-2.
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Table 13-2. Configuration of 3800 Router

3800 Router Configuration

Command Description

Attach aterminal or a PC to the console port of
the 3800 router module.
en Enter Enable mode. Thisrequires a password.

sh flash Display thefile names currently stored in
system flash memory. There should be two
files shown; make note of both names. The
firg, (file 0) isthe current image and the
second, (file 1) isthe one that must be used for
FDDI.

config t Enter configuration mode from the terminal.

no boot system flash xk09190z | Disablethe old software module which does
not include the FDDI driver. (file Q)

boot system flash xk91450z Specify the proper file for enabling the FDDI
interface. (file 1)

"z Exit from configuration mode.
wite nmem Write the new configuration to system memory.
exit Exit from console.

The FDDI interface can now be configured
using standard configuration commands.
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13.2.4 Configuration of 3313A Ethernet Network Management Module. The NMM for
Ethernet can be configured with an | P address, and should be configured if network management is
to be performed. The following sequence of stepsin Table 13-3 details how to configure the NMM
for Ethernet.

Table 13-3. Configuration of 3313A Ethernet NMM

3313A NMM Configuration
# Command Description
1 Connect cable to service port.
~C Typing "*C' brings up the main menu (NoTE: the C is Capital.)
2 m Toggle boot mode to EEPROM.
3 p Toggle boot protocal to IP.
4 0 Toggle management protocol to IP.
5 i Toggleimage load modeto local.
6 j Enter |P configuration menu.
7 a Set | P address (obtained from site administrator).
8 a Set default gateway (Same as defaultrouter in most cases).
9 <esc> Exit back to boot mode menu.
10 w Write boot config to EEPROM.
11 g Execute power-up boot sequence; thiswill re-boot the module and display a banner
requesting "\Y' for additional menu.
12 Y Enter load menu.
13 i Enter the protocol s parameter menu.
14 i Enter |P parameters menu.
15 S Set subnet mask (obtained from site administrator).
16 <look at screen> Verify the correctness of |Pinformation.
17 <esc><esc> Return to main menu.
18 w Write information to EEPROM.
19 z Reset the 3313A.
20 <fini> Remove the serial cable.
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SECTION 14. CONFIGURING PCsTO DISPLAY DESKTOP

No single PC X-package or TCP has been sdlected for GCCS. Appendix B contains an evaluation
of theleading X and TCP packages.

14.1 X-Package I nstallation

This section contains the screen captures of the options and sl ection for each of the X-packages
evaluated. In all casesthe installation selection should be "custom™ or "selective" (as opposed to
letting the package software automatically do the configuration). Thisnon-automatic installation is
required since all fonts must beinstalled.

14.1.1 Preparation for Installation. Prior to beginning installation, the following information
should be gathered:

Software Serial Number (if required by vendor)
Authorization Code (if required by vendor)
Network Software (TCP) Package Used
Network Adapter

Host Name

Host IP Address

Domain Name

IP of Domain Name Server (DNS)

Site Subnetwork

14.1.2 Screen Setups. Thefollowing pages show the screen setups for each of the X-packages
evaluated.
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14.1.3 XoftWare/32 . XoftWare/32 has a single menu that appears when its desktop icon is
clicked on. The customization of the appearance and operation of XoftWare/32 isviathe Options
menu. Select Options from the main menu to access these features. Figure 14-1 provides screen
captures of the options and selections.

Display

[ 'Window Mode —
O Single-Window ‘_l
L £nabie Pansing [ frisptap Sowll Bar

| | | || (e ]

®

[ Enable Panning | Motif Properties
| & Root Background = LCascade Windows
| Prompt for Closing a Client

[ windows Keyboard Focus Policy

| Allow Concumrent Window Manager

| Fit Window to Display

Screen Yisual: PzeudoColor |£|

O Beszerve Windows System Colors

[ Make Cursor Vigible

Dizplay Humber: l:l

Screen Dimensions in Millimeters
Width: |280 Height: |210

= Server Features

Screen Saving oK

Backing Store: |On *
.

LIl =

B X11R3 Bug Compatibility

] Exit Server with Closing of Last Client
[ Disable Server Reset

[<] Prompt Before Closing Server

| Server Input Control Dver Windows
[ Enable Plane Maszk

| Fast Line Drawing

[ Preserve Bestricted Colors

Data Files
RGB Colors File: |rgh_lxl |

Log File: | logfile. txt

Langquage: |US Englizh |£I
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Display Management

XDMCFP Method: |§XDHEP Broadcast BI

[ox |

| Cancel I

O Select First Responding Host
B One XDMCP Session
= Begin ¥XDMCP S5ession How

Figure 14-1. XoftWare/32 Screen Captures

14.1.4 PC-Xware. PC-Xware allows customization of features governing the way the X server
operates. To configure the PC-Xware configuration options, select the Configure - Xserver tab.
Figure 14-2 provides screen captures of the options and salections.
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Figure 14-2. PC-Xware Screen Captures (1 of 2)
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Figure 14-2. (2 of 2)
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14.1.5 eXceed 4 for Windows. To configure eXceed 4 Windows features, start the " Xconfig"
program. A dialog box is displayed, displaying iconsfor each type of setting or function available.
Figure 14-3 provides screen captures of the options and selections.

Left To Windows, Right To X | #]
Map Both Left and Right E
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Figure 14-3. eXceed 4 Windows Screen Captures (1 of 2)
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Figure 14-3. (2 of 2)
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14.1.6 Reflection-X. Reflection-X allows customization of features governing the way the X
server operates by selecting the tools option from the desktop icon. Then select the icon of the
feature to configure. Figure 14-4 provides screen captures of the options and selections.
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Figure 14-4. Reflection X Screen Captures (1 of 2)
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14.1.7 XVision. The Xvision Control Pandl allows configuring of the server without starting an X
session. Click the right mouse button over the Xvision Control Panel. Choose the menu command
that containsthe option to be changed. Figure 14-5 provides screen captures of the options and
selections.
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Figure 14-5. XVision Screen Captures (1 of 2)
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SECTION 15. INFORMATION MANAGEMENT SUBSYSTEM/REFERENCE FILE
MANAGER (IMS'/RFM) ADMINISTRATION

IMS/RFM adminigtration consists of entering the appropriate script names and file pathsinto config
files—onefor IMS and one for RFM. The scripts are executed when the IMS and RFM tools are
used.

151 IMSAdmin Tool

ThelMS Admin Toal icon launchesthe IM S configuration function. This function should be used
only by designated personnel in accordance with site procedures. IMS controls the Time-Phased
Force and Deployment Data (TPFDD) data transfer facility, and isthe centralized TPFDD data
management interface among DART, JFAST, and the JOPES Core Database.

15.1.1 Who Can RunthelMSAdmin Tool. Ascurrently configured, only the user ID who isthe
owner of the /h/IMS_RFM/bin/ims_apps file can start the IMS Admin Tool. By default, the user ID
isIMSRM. Thismeansthat to usethe IMS Admin Tool, a user must log onto it as | M SRM.

15.1.2 How to Recover the Original IM S Configuration. |f changes need to be made to the
IMS operational configuration (the scripts and path names stored in /h/IMS_RFM/bin/ims_appsfile
using the IMS Admin tool), then the user needs to copy the backup file called ims_apps.real to the
file name/h/IMS_RFM/bin/ims_apps.

152 RFM

The Reference Manager Administration Tool icon launchesthe RFM configuration function. To
ensure proper management of standard reference files, thisfunction should be used only by
designated personnel in accordance with site procedures. RFM isthe reference file transfer
manager. The Reference Manager icon launches the RFM process, and causesthe RFM Command
screen to be displayed, for standard reference file transfers. This function should be used only by
designated personnd in accordance with site procedures.

RFM allowsthe user to acquire and transfer JOPES standard reference files (such asASSETS,
CHSTR, GEOFILE, TUCHA) required for operation planning. RFM getsthe reference filesfrom
the JOPES Core Database when the RFM Update button is used for a given referencefile.

15.2.1 Who Can Runthe RFM Admin Tool. Ascurrently configured, only the user ID whois
the owner of the/h/IMS_RFM/files/refapp_info file can gart the Refman Admin Tool. By default,
theuser ID isIMSRM. Thismeansthat to use the RFM Admin Tool, auser must log onto it as
IMSRM.

15.2.2 How to Recover the Original RFM Configuration. |f changes need to be madeto the
RFM operational configuration (the scripts and path names stored in
/WIMS_RFM/files/refapp_info file usng the RFM Admin toal), then the backup file called
refapp_info.real must be copied to the file name refapp_info.
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SECTION 16. CHANGING IP ADDRESSES AND HOST NAMES

16.1 Changing I P Addresses on SPARCstations

When a sitefinds it necessary to change the | P address of a SPARCstation(s), there are several files
both on the affected SPARCstation and on other platformsthat may require modification. Perform

the following steps using the editor of your choice on the SPARCsation for which the IP addressis
being changed:

a

Deactivate NIS+ on the SPARCsation by executing the following (see also Section 6
of thisManual):

cd /var/ ni s<return>

rm-rf *<return>
rm/etc/defaul tdomai n<return>
rm/etc/.root key<return>

ps -ef | grep nis<reurn>

H O HF H R

Note the process ID (PID) for :
[fusr/sbin/rpc.nisd -r
/usr/sbin/nis_cachengr

# kill -9 {PID} {PIDj<return>

If changing the | P address of the ORACLE database server, de-install the DART
application.

In the /etc/inet/hosts file change the | P address for the SPARCdtation being modified.
Example: 164.117.210.166 brady

In the /etc/inet/netmasks file, change the network number and the netmask if necessary.
Both numbers are written in "decimal dot" notation and should be obtained from your
network adminigtrator.

Example  164.117.0.0 255.255.255.0

In the /etc/inet/networks file, change the broadcast addressto that of the Executive
Manager.

Example: subnetl.gccs  164.117.210.255
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This address can be determined by running the following command on the EM server:
ifconfig ???  where ??? isthe ethernet port number of SPARCStation, e.g., 1€0,
If the I P address of the default router has changed, modify the following file
accordingly:
[etc/defaultrouter

If the | P address and/or the DNS domain name have changed, modify the
[etc/resolv.conf to reflect this.

Example: domain ims.disa.mil
namserver 164.117.210.64

Re-boot the system.
If thisisthe ORACLE database server, install the DART application.

Refer to Section 16.3 for changes required to NI S+ and DNS.

Changing the Host Name of a SPARCstation

When it is necessary to change the host name of a SPARCstation(s) there are several filesboth on
the affected SPARCstation and on other platforms that may require modification. Perform the
following steps using the editor of your choice on the SPARCstation whose host name is being
changed:

a. Deactivate NIS+ on the SPARCstation by executing the following (see also Section 6

of thisManual):

cd /var/ ni s<return>

rm-rf * <return>
rm/etc/defaul tdomai n < eturn>
rm/etc/.rootkey <eturn>

ps -ef | grep nis <eturn>

HHHH R

Note: the process|D (PID) for:
[fusr/sbin/rpc.nisd -r
/usr/sbin/nis_cachengr

kill -9 {PID} {PIDj<return>

If changing the host name of the ORACLE database server, de-ingtall the DART
segment.
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In the /etc/inet/hosts, file change the host name for the SPARCstation being modified.
Example: 164.117.210.166 brady
In the /etc/nodename file, change the host name entry to the new host name.

In the /etc/hosthame.??? (where ??? isthe ethernet port of the SPARCdation, eg.,
/etc/hostname. 1e0) change the host name entry to the new host name.

In the /etc/net/ticlts/hosts change all occurrences of the old host name to the new host
name.

In the /etc/net/ticots/hosts change all occurrences of the old host name to the new host
name.

In the /etc/auto_home file change all occurrences of the old host name to the new host
name.

Execute the following:

# mv [/ .xsun.{old hostname}: 0 /.xsun.{new hostnane}:0

All occurrences of the old host name in the users .rhosts file will have to be changed to
the new host name. The .rhosts are located in the following directories:

/ h/ USERS/ {user id}/Scripts

If changing the host name of the Executive Manager server changes any occurrence of
the old host name to the new host namein the following files:

/h/ EM adm n/ security-scripts/security-servers
/ h/ dat a/ gl obal / EMDATA/ confi g/ acti ve_spt
/ h/ dat a/ gl obal / EMDATA/ confi g/ processor _tabl e

Re-boot the system.
Refer to Section 16.3 for changes required to NI S+ and DNS.

If thisisthe ORACLE database server, ingall the DART segment at this point.

Changes Required to NI S+ and DNS when Changing Host Names and | P Addr esses

After all the system files have been modified on the SPARCstation whose | P address and/or host
nameis being changed the NI S+ database will have to be update to reflect the change. To do this,
execute the proceduresin Section 6.3.3 of thisManual.
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If the | P address of the NI S+ server has been changed the NIS+ server will have to be reconfigured
(see Section 6.3.1 of thisManual), aswill all the clients.

Any change of a host name and/or | P address requires a change to the DNS nameserver database.
Consult Section 5 of thisManual "DNS Adminigtration” for the procedures on modifying the
nameserver tables.

164 Changing | P Address and/or Host Name on Sybase Server

If the host name and/or |P address of the Sybase server is changed, the "interfaces' filelocated in
/hWCOTSSYBASE must be updated, since it contains both the host name an 1P address (in
hexadecimal). To do this, execute the following on the Sybase server:

a. Loginasroot and change the host name of the Sybase server found in the
/etc/inet/hosts to a dummy name.

b. Addthe new IP address of the Sybase server followed by the host nameto the
[etc/inet/hostsfile.

c. Executethefollowing:

# su - sybase<return>
# cd / h/ COTS/ SYBASE/ i nst al |<return>

d. Modify the IP address by executing the following:
# sybi ni t <return>

Thefollowing output will appear:

The log file for this session is
'/ homel/ COTS/ SYBASE/init/l ogs/l og0801. 001" .

SYBINIT

1. Release directory: / h/ COTS/ SYBASE

2. BEdit / ViewlInterfaces File

3. Configure a Server product

4. Configure an Open Client/Server product

Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Help.

Enter the nunmber of your choice and press return:
e. Enter thefollowing:
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2 (Edit/ View Interfaces File)
followed by a <return>.

Thefollowing output will appear:

| NTERFACES FI LE TOP SCREEN
Interfaces File:

Add a new entry

Modi fy an existing entry
Vi ew an existing entry
Del ete an existing entry

PoNE

Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Help.

Enter the nunmber of your choice and press return:
Enter the following:
2 (Modify an existing entry)
followed by a <return>.

The following output will appear:

CHOOSE | NTERFACES FI LE ENTRY
Sel ect one of the following interfaces entries:

1. SYB_BACKUP
2. GCCs

Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Help.

Enter the nunmber of your choice and press return:
Enter the following:
1 (SYB_BACKUP)
followed by a <return>.

Thefollowing output will appear:

SERVER | NTERFACES FI LE ENTRY SCREEN
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Server nane: SYB_BACKUP

1. Retry Count: 0
2. Retry Del ay: 0

3. Add a new |istener service
Modi fy or delete a service
Li st ener servi ces avail abl e:

Pr ot ocol Address Por t Nane Ali as
4. tcp br ady 6500

Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Help.

Enter the nunmber of your choice and press return

h. Enter thefollowing:
4 (Protocol Address Port NameAlias)
followed by <return>.

The following output will appear:

EDI T TCP SERVI CE

1. Host nane/ Address: br ady
2. Port: 6501
3. Nanme Alias:

4. Delete this service fromthe interfaces entry
Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Help.

Enter the nunmber of your choice and press return
i. Enterthefollowing:
1 (Hostname/Address)
followed by <return>.

Thefollowing output will appear:

Enter the hostname or Internet address to use for this
entry (default is 'brady'):

j- Enter thefollowing:
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{IP address}

or

{ hostname}

followed by a <return>.

The following output will appear:

1.
2.
3.

4,

Host name/ Addr ess: host nanme
Port: 6501
Nane Ali as:

Delete this service fromthe interfaces entry

Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Help.

Enter the nunmber of your choice and press return:

k. Enter:

Ctrl-a (Accept).

. Enter:

Ctrl-x

m. Enter thefollowing:

Ctrl-x

The following output will appear:

CHOOSE | NTERFACES FI LE ENTRY

Sel ect one of the following interfaces entries:

1.
2.

SYB_BACKUP
GCCs

Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Help.

Enter the nunmber of your choice and press return:

n. Enter thefollowing:

2 (GCCY)
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followed by a <return>.

The following output will appear:

SERVER | NTERFACES FI LE ENTRY SCREEN
Server nane: SYB_BACKUP

1. Retry Count: 0
2. Retry Del ay: 0

3. Add a new |istener service
Modi fy or delete a service
Li st ener servi ces avail abl e:

Pr ot ocol Address Por t Nane Ali as
4. tcp br ady 6500

Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Help.

Enter the nunmber of your choice and press return
0. Enter thefollowing:
4 (Protocol Address Port NameAlias)
followed by <return>.

Thefollowing output will appear:

EDI T TCP SERVI CE

1. Host nane/ Address: br ady

2. Port: 6501

3. Name Alias:

4. Delete this service fromthe interfaces entry

Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Help.

Enter the nunmber of your choice and press return
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Enter the following:
1 (Hostname/Address)
followed by <return>.

Thefollowing output will appear:

Enter the hostname or Internet address to use for this
entry (default is 'brady'):

Enter:
the new | P address or hostname
followed by a <return>.

Thefollowing output will appear:

1. Host nane/ Addr ess: host nanme
2. Port: 6501
3. Nane Alias:

4. Delete this service fromthe interfaces entry
Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Help.

Enter the nunmber of your choice and press return
Enter the following:
Ctrl-a (Accept).
Enter the following:
Ctrl-x
until the command line prompt is displayed.
Type
exit
to return to root.

Execute the following on the new interfaces file to make it available to all GCCS
platforms:
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# cp [/ h/COTS/ SYBASE/ i nterfaces /h/datalgl obal / EMDATA/ sybase

In the /h/COTS/ SYBASE/install/gccs.rs file change the host name entry at the end of
thefollowing line:

sqgl srv. network_hostname_Il i st: {hostname}

In the /W/COTS/ SYBASE/install/gccs_Backup.rsfile change the host name entry at the
end of thefollowing line:

bsrv. networ k_hostnanme_|list: {hostnane}

Change any occurrance of the old host name to the new host name in the following
files:

/ h/ dat a/ gl obal / EMDATA/ confi g/ acti ve_spt
/ h/ dat a/ gl obal / EMDATA/ confi g/ processor _tabl e
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SECTION 17. UPSADMINISTRATION

Uninterruptible Power Supply (UPS) systems are designed to provide AC input power protection to
attached equipment, againgt a variety of irregular power conditions. These power conditions can
range from power spikesto atotal power outage, causing hardware damage or loss/corruption of
data.

To mitigate administration down-time in the event of a unwanted power condition as described
above, UPSs have been provided.

Effectively providing reliable power conditioning for a system requires that the total system load
requirements must first be determined. Once system load and power consumption has been
determined, the correct UPS model can be selected to provide regulated and filtered incoming AC
power to the attached system. Thisisaccomplished by identifying all equipment that must have
power protection, and the peak power consumption for each device as specified by the equipment
manufacturer. For the known various GCCS configurations, the recommended configuration is that
the UPS connected to the CPU should also have connected to it the monitor and as many primary
external support drivesas possible. After determining the best possible configuration for the
system connections, proceed to Section 17.2, "Hardware Ingtallation."

17.1 Related Documents

*  UPSI Operations Manual
*  OnliSafe Power Manual

17.2 Hardwarelnstallation

This section will guide the installer through unpacking and operational configuration of the UPS|
UPS 800ext-1500ext models.

1. *** IMPORTANT *** Read the safety instructions contained on pages 7-9 in the
UPS Operations Manual.

2. Unpack and inspect the UPS as described on page 41 of the UPS Operations Manual.

3. Connect the power cord to the UPS input power connector |ocated on the rear pand of
the UPS. Do not connect the power cord(s) of the protected equipment into the power
output receptacles at thistime. Plug the UPS power cord into a grounded house power
receptacle and watch the UPS control panel indicators. After the UPS cyclesthrough
internal power up diagnostics, indicators|1 (green) and 17 (amber) will remain
illuminated (see Figure 17.1). Thiscondition indication is normal UPS operational
condition exigts. If the UPS does not switch to the normal operational mode
immediately remove AC input power from the UPS and refer to the Error Conditions
section on page 53 in the UPS Operations Manual.
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Figure 17-1.

UPS Fr ont

Panel Controls and |Indicators

4. TheUPSisequipped with an external communications port used to communicate with
the SPARC computer running OnliSafe power management software. To allow
computer to UPS communications will require reconfiguration of the UPS
communications port from the factor default configuration. The steps provided below
will reconfigure the UPS port to the AS/400 configuration. It isrecommended that the
installer reviews the steps bel ow before proceeding with the ingtallation. The UPS has
a configuration time limit, which, if exceeded, will require the steps to be performed
repeatedly until performed correctly in atimey manner.

a.  Unplug the UPS AC input power from house power.

b. Plugthe UPS AC input power into house power while pressing the UPS Output
OFF (SW2) on the UPS front panel until the alarm beeps (see Figure 17.1). All
indicatorswill begin to flash on and off.

c. Immediately pressthe Output OFF (SW2) on the UPS front panel until thealarm
beepsagain. The I3 factor default configuration indicator will begin to flash on
and off.
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d. Immediately pressthe Output OFF (SW2) on the UPS front panel onetime or
repeatedly until the 14 indicator beginsto flash on and off.

e. Immediately pressthe Output ON (SW1) on the UPS front pand until the alarm
beeps, and then press the Output ON (SW1) a second time. The UPSwill switch
to the normal operational mode.

f. Theconfiguration can be verified by performing Steps a through c again.

g. After successful completion of the hardware installation, the protected equipment
can be plugged into the power output receptacl es located on the rear of the UPS.

h. Proceed to Section 17.3, OnliSafe Powerware Software | nstall ation.

NoOTE: If the site needs further ass stance, contact:

Universal Power Systems, Inc.
11200 Waples Mill Road, Suite 350
Fairfax, Virginia 22030

(800) 438-8774

(703) 352-8644

17.3  OnliSafe Powerwar e Softwar e | nstallation

The UPS is equipped with a communications port used to communi cate with computers running
OnliSafe power management software. The power management software has been preconfigured
and segmented for installation onto a GCCS SPARC system running Solaris 2.3/SunOS 5.3. Prior
to ingalling the UPSI Segment Version 1.3, "Powerware OnliSafe Solaris (SPARC) V 3.1.2
software," theingallation instructions in Section 17.2, "Hardware Installation," should be
performed. If the hardwareingtallation has not been implemented, the system should be shut down
and disconnected from the UPS, and the ingtallation instructionsin Section 17.2 "Hardware
Ingtallation" should be performed. After hardware ingtallation, the segment installation can be
performed following the steps described in Section 3, " Segment Ingtaller.”

a. Plugthe CT-03-92M RS-232 cable provided with the UPS software into the UPS and
the computer.

NOTE: Special care should be taken to identify the cable ends labeled CPU and UPS. |If cable ends
are reversed the computer will power up and then start the power shutdown sequence because it can
not verify the presence of the UPS.

The CPU end of the communication cable should be plugged into the TTY/A port on
the SPARC computer. If thisport isnot available, the OnliSafe power management
software will require reconfiguration as described on pages 8 through 16 of the
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OnliSafe Power Manual.

Ingtall the UPSI Segment using the GCCS segment ingtaller. The only modification to
the software configuration other than that noted above isrelated to the shutdown
procedure used to shut down the system during a power outage. The default software
shutdown procedures for a power outage are that the system shuts down and re-boots
until power has been restored or until the UPS battery has been completely drained of
power and no longer can re-boot. To modify the shutdown procedure to keep the
system from attempting to re-boot:

1. Change the UPSI segment scripts directory:
# cd /h/ COTS/ UPSI / scripts
2. Edit the shutdown script.
# vi power_non. hlt2
3. Edit thelast lineinthefileto read:

# cd /;uadmin 2 0 > /dev/consol e 2>/ dev/consol e

c. After the software segment ingtallation is completed, the system will require a
system shutdown and reboot to activate the power management software.

NoTE: If the site needs further ass stance, contact:

Exide Electronics

8517 Six Forks Roads

Raleigh, North Carolina 27615
(919) 870-3300
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SECTION 18. EXECUTIVE MANAGER OPERATIONS

NOTE: The Executive Manager (EM) is continually being revised. Consequently the documentation in this
sectionisa "snapshot” of the EM proceduresfor a particular version. There may be differences
after patches are applied during the course of GCCS Version 2.1 installation.

18.1 Introduction

The System Administrator (SA) maintains control of the GCCS Desktop by providing user praofiles,
assigning privileges to each user, and the granting of accessto system and application resources.
The structure of the SA's desktop isprovided in Figure 18-1.

The SA (or its designated authority, such asthe Security Administrator), through the use of the
Executive Manager's five programs, i.e., Security Manager, Profile Manager, Role Manager,
Monitor, and Control Manager, provides the following services.

»  User account maintenance: creating new accounts, modifying existing accounts;
ddeting existing accounts, and defining and viewing various audit logs and viewing
lists of special access categories associated with users.

»  System profile maintenance: adding/del eting/changing user profiles and projects.

System I | Prefs I | Tools I | Security I | Accounts I | Help I
_l, Find Launch I _‘ Preferences I _l Folder I _‘ Audit Status I _| View System Accouts I _l On Content
Stop Program _l Images I _‘ Audit Log I _| View User Accounts I _l On Window
Colors
Fonts
o | C— ——"—
M Grabber
ouse
System Status Notify/Alarm (S:Iend [‘;)DBSDS Security Alert Log Archives Accounts & Roles Index
p__ensae | Lanen st oo H | H | H
_} Restart I _‘ Time Format I -l Talk I _‘ Archive Logs I _} Restore Accounts & Roles I _} On Help
Words _‘ Export Accounts & Roles I 4 On Version
DTG Format
Julian Format i
Close All Graphics
Change Profile

Email

Show Clipboard
Calaculator
Magnifier

Clock

Cover Screen

T

Figure 18-1. System Administrator's Desktop Menu Structure
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Profiles contain information related to a user's administrative chain of command (reporting path)
and permissions to access specific GCCS applications. Profile attributes consist of: Project,
Position, Directorate, Division, Branch, Section, and Cdll, which represent organized structures as
well asfolder (directory) structure access. The profile attributes have modifiersto notify the user of
messages related to the user's administrative structure and folder/file handling privileges. Profiles
exist only when associated with a specific user. Profiles contain alist of applications available to
that specific user. That list isknown asa Launch Ligt.

Attribute modifiers are Delete rights and Notify rights. The Deleteright will permit the user to
delete folders and folder elements contained in the selected organization'sfolder. The Notify right
indicates that the specific user will be informed when messages are received for that organization.

18.2 User Account Maintenance

User account maintenance is performed by the SA using the GCCS Desktop’ s Security Manager.
(The menu structure of the Desktop's Security Manager isprovided in Figure 18-2).  The Security
Manager is a user-interactive program that allowsthe SA to create new accounts, modify existing
accounts, del ete existing accounts, define and view various audit logs, and view lists of special-
access category AMHS messages.

Audit logs arefiles generated automatically by the GCCS system to save ajournal of system
activity performed by any user logged on to the system. There are two kinds of audit logs: UNIX
logs and Database logs.

Special-access categories are specific privileges associated with the ability of a user to perform
operations, create, delete, and view AMHS messages ("limdis," "exclusive," etc.)

18.2.1 Security Manager Activation. To activate the Security Manager program:
a. Click twiceinrapid succession onthe SECURITY icon on the Session Manager's
Launch Window. The"run_security" window is displayed.
b. Enter password. Upon successful program initialization, the Security Manager main
window is displayed.
18.2.2 Security Manager Termination. To exit the Security Manager:

a. Click on File > EXxit on the"Security Manager" menu bar. A prompt will confirm the
exit request.

b. Click on OK. All Security Manager-related windows vanish.
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Figure 18-2. Security Manager's Desktop Menu Structure

18.2.3 Security Main Window. The Security Manager main window has the following menus on
the menu bar (see Figure 18-3): "File," "Edit," "Options," and "Help." Optionsavailablein each
menu are shown in Figure 18-4.

In the Security Manager main window thereislisted for each account a"Userid," "Num," "D-
Group," "Username," and "Group" (see Figure 18-3). D-Group represents the default group, and
Group represents any other groups to which the user also retains privileges.

18.2.4 User Account Maintenance Tasks. The following paragraphs provide the necessary
step-by-step actions required to utilize the capabilities provided by the Security Manager to perform
user account maintenance tasks.

a. Creating a New Account. To create a new user account:

1.

2.

"Security Manager:Create User" window is displayed.
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password. The password isnot visible during type-in.

Unclassified
SECURITY MANAGER
File Edit Option Help
Userid Num D-Group Username Groups
adagen Adagen
amargrude Andrew margrude
ameiding Angela Meidinger
amhs_dba AMHSDBA
barbara barbara
bindings Motif Ada Bindings FTP account
bpark Barbara Park
bsdirb BSDIR
bs4b BSMB
carol Caral
ccashy Cindi Cashy
chuck The Pengter
clint Clinton Miyazono
Cmiyazan Calvin Miyazono
dadams Dottie Adams
PROJECT:

Figure 18-3. Security Manager Main Window

4. Click onthe special-access categoriesthat this user will have, then click on
Ok/Apply. Thenew user account isadded to the main window, in al phabetic
order, with all the special access categories assigned to it. The newly created
account isavailable for logon at thistime.
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, Security Manager
I
I I I I
File Edit , Options Help
_l Create Account _' Cut Audit Reports _' On Content
_, Delete Account _' Copy DB Audit Reports _' On Window
<, Groups _' Paste _' OnKeys
Delete Index
New _' _'
Change
Delete . OnHelp
Edit User's Group
Edit Group'sUsers _' OnVerson
_, DB Audit Parameters
_l Host Access Parameters
‘l Update Security Caveats
Exit
Figure 18-4. Security Manager Menu Structure

b. Deeting an Account. To delete an account:

1. Click onan account to be deleted from the Security Manager main window. The

selected account is highlighted.

2. Click on File > Delete Account on the Security Manager menu bar. The "Security

Manager:Dedete Account” window is displayed.

3. Typeinthe Sybase System Administrator account password. The password is not

visible during type-in.

4. Click onyesor noinresponseto the "Delete User Directoriesand Files' question.

5. Click on Ok/Apply. The selected account is deleted from the main window. The
duration of the delete process may vary according to the answer in step (4) above.
The deleted account is now no longer available for logon.
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18.2.5 Group Maintenance Tasks. The following paragraphs provide the necessary step-by-step
actions required to utilize the capabilities provided by the Security Manager to perform group
maintenance tasks. Thetasksare: creating a new group, deleting a group, editing user groups, and
editing groups users.

y. Creatinga New Group. To create a new group:

(1) Activate the Security Manager as described in paragraph 18.2.1.

(2) Click onFile> Groups > New on the “ Security Manager” menu bar. The
"Security Manager:Create Group" window is displayed.

(3) Typeinall thetext fields, and click on Ok.
z. Changing Group. To changeagroup name:
(1) Activate the Security Manager as described in paragraph 18.2.1.

(2) Click onFile> Groups > Change on the“ Security Manager” menu bar. The
"Security Manager: Create Group" window is displayed.

(3) Typeinall thetext fieldsand click on Ok.

NoOTE: If asdectionarrow box isto theright of atext fidd, clicking on the arrow will
provide alist of availableitems. Sdect oneand click on Ok; the selectionis
automatically entered for that fidd.

(4) Rename the Group as desired. Click on Ok.
aa. Deleting a Group. To delete agroup:
(1) Activate the Security Manager as described in paragraph 18.2.1.

(2) Click onFile> Groups > Delete on the “ Security Manager” menu bar. The
"Security Manager: Delete Group" window is displayed.

(3) Typeinall the groupsand click on Ok.

NoOTE: If asdectionarrow box isto theright of atext fidd, clicking on the arrow will
provide alist of availableitems. Select oneand click on Ok; the selectionis
automatically entered for that fidd.

(4) Click on Ok.
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bb. Editing User Groups. To change the groups a user isassociated with:
(1) Activate the Security Manager as described in paragraph 18.2.1.

(2) Click onFile> Groups > Edit User's Groups on the “ Security Manager”
menu bar. The "Security Manager: Edit By Usar” window is displayed.

(3) Typeintext fidldsand click on OK.

NoOTE: If asdectionarrow box isto theright of atext fidd, clicking on the arrow will
providealist of availableitems. Select one and click on Ok; the selectionis
automatically entered for that fidd.

(4) Thiswindow will provide awindow showing “ Assigned Groups’ and a
window showing “ Available Groups.” Clicking on an item in either window
will transfer that item to the opposite window, thereby either adding or deleting
agroup assignment for that user.

(5) Click on Ok.

cc. Editinga Group’sUsers. To add or delete userswithin a group:

(1) Activate the Security Manager as described in paragraph 18.2.1.

(2) Click onFile> Groups > Change on the “ Security Manager” menu bar.
The"Security Manager: Edit by Group" window is displayed.

(3) Typeintext fiddsand click on OK.

NoOTE: If asdectionarrow box isto theright of atext fidd, clicking on the arrow will
provide alist of availableitems. Sdlect oneand click on Ok; the selectionis
automatically entered for that fidd.

(4) Thiswindow will provide awindow showing “ Usersin Group” and a window
showing “ Available Users.” Clicking on anitemin either window, will
transfer that item to the opposite window, thereby either adding or deleting a
user inagroup.

(5) Click on Ok.

18.2.6 Audit Monitoring. This capability allowsthe SA to obtain UNIX audit logs and
GCCS Desktop Database audit logs.
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Setting DB Audit Parameters. This capability allowsthe SA to set the operating

parameters for the GCCS Desktop database audit daemon. The setting of parameters entails
selecting table operation(s) to be audited on the GCCS Desktop database tables, and audits of login
and logoff attempts. To set DB Audit Parameters:

18.2.6.2

a

Click on File > DB Audit Parameter s on the Security Manager menu bar. The
"Security Manager:Database Audit Parameters' window isdisplayed. Notethat the
window containsalist of all the GCCS Desktop database tables and operations
representing the various audit operations.

Click on the user for whom the audit parameters are to be set.

Click on the table name for the audit parametersto be set. The name of the sdlected
table is highlighted.

Click on any combination of operations—Retrieve, Update, Insert, Delete—in the
"Security Manager:Database Audit Parameters' window. As each of the operationsis
selected, the firgt letter of the operation appearsin the Code column corresponding to
the selected table namein Step ¢ above.

Click on Auditing Off in the "Security Manager:Database Audit Parameters' window.
The button label changesto "Auditing On." Thisisarequired step if auditing of
database operationsisdesired. Notethat the default is"Auditing Off."

If auditing of loginsisdesired, click on L ogins Off in the " Security Manager:Database
Audit Parameters' window. The button label changesto "LoginsOn." Notethat the
default is"L ogoffs Off."

Click on Reset in the "Security Manager:Database Audit Parameters' window if all the
selections made in steps b through f are to be cancelled.

Click on Apply in the "Security Manager:Database Audit Parameters' window if all
the selections made in steps b through f areto be saved. An audit trail will be available
to view through "Option > Unix Audit Logs," and "Option Database Audit Logs' on
the Security Manager menu bar.

Viewing UNI X Audit Logs. Thisoption allowsthe SA, with default to the last 24

hours, to display a UNIX system log for each of the following (one at atime): All Logins, Failed
Logins, Privileged Commands, and Unauthorized Access. To obtain a UNIX audit log display, do
the following:

A. Click on Option > Audit Reports on the Security Manager menu bar. The " Security

Manager:Unix Audit Display" window isdisplayed. Notethat the period of audit isthe
last 24 hours.
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Click on the type of audit log to be displayed by clicking on one of the following
options.

All Logins

Failed Logins
Privileged Commands
Unauthorized Access.

Click on Display in the "Security Audit Reports' window. The sdected, audit log type
in step bisdisplayed.

Repeat stepsb and ¢ for each audit log type.

Viewing Database Audit Logs. Thisoption allowsthe SA, with default to the last 24

hours, to obtain a GCCS Desktop Database log. The log contains the date, event, user name and
pass/fail indication for the event. To obtain a GCCS Desktop database audit 1og:

A.

Click on Option > Database Audit Reports on the Security Manager menu bar. The
"Security Manager:DB Audit Display" window isdisplayed. Note that the period of
audit isthelast 24 hours.

Set the correct audit period within the “ From Dtg” and “ To Dtg” areasand click on
Display in the "Security Manager:Database Audit Display" window. Thelog
containing the audit trail is displayed.

Click on Print in the " Security Manager:Database Audit Display" window if a printout
of the audit log isdesired.

18.2.7 Updating Security Caveats. This capability allowsthe SA to update the security caveats
list by adding new or deleting existing security caveats. To update the security caveatslist:

A.

Click on File > Update Security Caveats on the " Security Manager" menu bar.
The"Security Manager-Update Security Caveats' window is displayed.

1. Toaddacavesat:

a. Typeinthe name of the new caveat in the Caveat Nametext areain the bottom
of the " Security Manager:Edit Caveats."

b. Click on Add inthe "Security Manager:Edit Caveats' window. The new
caveat name is added to the end of the exigting list.
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2. Toddeteacaveat:

a. Click onthe name of the caveat, in the existing list, to be deleted. The selected
nameis highlighted and it appears in the Caveat Name text areain the bottom
of the " Security Manager:Edit Caveats' window.

b. Click on Deleteinthe "Security Manager-Edit Caveats' window. The selected
caveat name disappears from the existing caveatslist.

18.2.8 Setting Access Parameters. This capability allowsthe SA to set or view host processors
availableto GCCS at a particular site. To set or view host access.

18.3

A.

Click on File > Host Access Parameter s on the Security Manager menu bar.
The"Security Manager:Host Access Parameters [GCCS]" window isdisplayed. Note
that the window condists of alist of hosts available and a host accesslist.

Click on File > Open Access File in the " Security Manager:Host Access Parameters
[GCCS]" window.

Select the GCCS platform containing the desired file.
Click on Apply in the “ Security Manager:Open Access File’ window.
Click the desired host on the"Hogt Available List" to select a hogt.

Click inthe Host Access List to choose specific access parameters.

System Profile Maintenance

System Profile Maintenance is performed by the SA using the GCCS Desktop Profile Manager.

The Profile Manager isan interactive program that is used to manage user profile information. This
program resides on the GCCS Desktop Dedicated Processor and is started via the Session Manager
launch window. The Profile Manager performs the following functions:

Createsymodifies/del etes profile attributes
Createsymodifies/del etes new user profiles
Modifiesuser's Launch List

Displays existing users based on profiles.

18.3.1 Profile Description. The congruction of a profile for a particular user requires certain
profile attributesto be available for (or created prior to) insertion into a profile.  These attributes
are Project, Position, Directorate (optional), Divisions (optional), Branch (optional), Section
(optional), and Cell (optional). If the optional attributes exist, they must also be included.
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Profile Manager Activation. Click twicein rapid succession onthe PROFILE icon

on the Session Manager's launch window. Upon successful program initialization, the Profile
Manager main window is displayed, as shown in Figure 18-5.

Currently Selected Profiles

1*
User Id No 1024 1d: deforres Name: Lloyd DeForrest
Project Name Demo Storm Project Notify NOTIFY DELETE
Position BSDIR Position Notify Notify DELETE
Directorate ECJ1 Directorate Directorate Notify NOT_NOTIFY DELETE
Division Force Integration Divison Notify NOT_NOTIFY
Branch Admin Branch Branch Notify NOT_NOTIFY
Section Ops Briefing/Graphics Section Notify NOT_NOTIFY
Cdl JSE Cdl Notify NOT_NOTIFY

2
User Id No 1024 1d: deforres Name: Lloyd DeForrest
Project Name Day to Day Operations Project Notify NOT_NOTIFY
Position USER Position Notify NOT_NOTIFY
Directorate ECJ3 Directorate Directorate Notify NOT_NOTIFY
Division Divison 437 Divison Notify NOT_NOTIFY
Branch Admin Branch Branch Notify NOT_NOTIFY
Section Ops Briefing/Graphics Section Notify NOT_NOTIFY
Cdl JSE Cdl Notify NOT_NOTIFY
Userid deforres Lloyd DeForrest | Branch |
Project | Section |
Directorate | Cdl |
Division | Position |
I | Update Profile Filter | | Clear Profile Filter | ||
I I
PROJECT: Not Applicable
Figure 18-5. Profile Manager Main Window
18.3.1.2 Profile Manager Termination. To exit the Profile Manager computer program:

A. Click onFile> Exit onthe "Profile Manager" menu bar. Y ou will be prompted to
confirm the exit request.

B. Click on OK. All Profile Manager-related windows vanish.
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18.3.2 Profile Manager Menus. The Profile Manager has five menus. File, Edit, Options,
Modify, and Help. Choicesavailable in these menus areillustrated in Figure 18-6.

The Profile Manager main window (Figure 18-5) containstwo distinct areas. the top portion of the
window iswhere sdlected profiles are displayed, the bottom isused as a filter.

Also included in thisdisplay are the organization "Notify" and "Delete Rights' indicators. When
the Notify indicator displays"NOTIFY" next to an organization, the user will be notified when
messages are received for that organization. The Delete Rightsindicator displays"DELETE," to
indicate the user has been given Delete Rightsto elementsin that organization's folder.

18.3.3 System Profile Maintenance Tasks. The following paragraphs provide the necessary
step-by-step actions required to utilize the capabilities provided by the Profile Manager computer
program.

18.3.3.1 Viewing Usersand Profiles. Upon successful program initialization the Profile
Manager main window is displayed.

| | |
[t ] [ owtions ] [™ody ] [rer ]

| |
I New I I Delete II Print II Exit OrderByI _| User I _|OnContEnt|
On Window
_|UserProfiIe| _|UserProfiIe| User ID LE‘;:]I;US
| o) Ho o) H)
Ind
_| Position | _| Position | _| Position | _| Position |
OnHep
_|Direaorate| _|Direaorate|
e
L[ Divison | [ Divison | Defalt Lig
_| Branch I _| Branch I | Branch I _lDireaorateI
_| Section I _| Section I _| Section I —I Divison I
L[ e [ H e Cell —| Branch I

Figure 18-6. Profile Manager Menu Structure
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The user profiles displayed in the main window can be filtered according to criterialisted in the
bottom of the main window. Each of thefilter criteriais selected from a pop-up sdlection list. For
example: selecting user ID alone will show all profilesfor a particular user, while selecting any
other profile attributes without the user ID will show all userswith the chosen profile attributes. To
display profile(s) that correspond to a certain filter criterion:

A. Click on a pop-up selection button for profile attributes to be used for the profilesto be
listed. The pop-up selection dialog for the selected profile attribute is displayed.

1. Click onthe name of the selection to be used for this profile attribute.

2. Click on Ok/Apply. The selected name appearsin the corresponding profile
attribute text field in the main window. Click on Undo in the pop-up selection
dialog if asdectionisto bechanged. Thelast selection will be removed from the
main window. Note that the"Update Profile Filter" and "Clear Profile Filter"
buttons in the bottom of the main window become active after thefirst filter profile
attribute is entered (these buttons are initially stippled).

B. Repeat step a above for each profile attribute desired.

C. Click on Update Profile Filter button on the main window. All user profilesthat meet
thefilter criteria are displayed in the main window with the default profile being
marked by an asterisk (*).

D. Click onClear Profile Filter to erase all filter criteria previoudy sdlected, and the
profiles displayed in the main window. Thisaction resultsin the "Update Profile
Filter" and the "Clear Profile Filter" buttons becoming stippled again.

18.3.3.2  Profile Attribute Maintenance. The attributes that make up the components of a
profile are Project, Position, Directorate, Divisions, Branch, Section, and Cell. Some attributesare
optional; however, if they are used in a profile, they must have been previoudy created. While each
attribute is created/del eted/modified separately, relationships also exist between some of the
attributes that require cross-checking when an attribute isworked on, specifically between Project
and Positions, and Project and Cell. Thefollowing list describesall attributes:

* Project. A project represents one of the GCCS activities that have been defined for a
particular facility or facilitiesin which GCCSisoperating. This attribute must be
specified when creating a user profile.

» Position. Thisattribute represents a pecific task or assignment undertaken by a user.
Positions belong to one or more projects, therefore a project name must be selected
during the creation of a position.

o Directorate. Thisisan optional attribute.

» Division. Thisisan optional attribute.

* Branch. Thisisan optional attribute.
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e Section. Thisisan optional attribute.
o Cdl. All cdlsbedongto aproject, therefore a project name must be selected during
creation of acell. "Cdl" isan optional attribute.

A. Creating anew project. To create a new project:

1. Click onFile> New > Project on the Profile Manager menu bar. The"Add New
Project" dialog is displayed.

2. Typeinthe name of the new project (maximum of 25 characters; no special
characters are allowed). If the "Default Positions' list isto be used with this new
project, click on the Use Default Positions button in the "Add New Project”
dialog.

3. Click on Ok/Apply to save the new project name.

NOTE: For every project created, there must be an associated position. Validation of the
project/position pair must be manually performed off-line prior to insertion into a user profile.

B. Creating a New Position. To create a new position:

1. Click onFile> New > Position on the Profile Manager menu bar. The"Add a
New Position" dialog is displayed.

2. Sinceall positions belong to a project, select a project name via the pop-up
selection button.

3. Typeinthe name of the new position (maximum of 8 characters; no special
characters are allowed).

4. Typeinadescription of the position name (maximum of 25 characters).

5. Click on Ok/Apply to save the new position name.

NOTE: For every project created, there must be an associated position. Validation of the
Project/Position pair must be manually performed off-line prior to insertion into a user profile.

C. Creating a New Directorate. To create anew directorate:

1. Click onFile> New > Directorate on the Profile Manager menu bar. The"Add a
New Directorate” dialog is displayed.

2. Typeinthe name of the new directorate (maximum of 25 characters).
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3. Click on Ok/Apply to save the new directorate name.
. Creating a New Division. To create anew division:

1. Click onFile> New > Division on the Profile Manager menu bar. The"Add a
New Divison" dialog is displayed.

2. Typeinthe name of the new division (maximum of 25 characters).
3. Click on Ok/Apply to save the new divison name.
Creating a New Branch. To create a new branch:

1. Click onFile> New > Branch on the Profile Manager menu bar. The"Add a
New Branch" dialog is displayed.

2. Typeinthe name of the new branch (maximum of 25 characters).
3. Click on Ok/Apply to save the new branch name.
Creating a New Section. To create a new section:

1. Click onFile> New > Section on the Profile Manager menu bar. The"Add a New
Section" dialog is displayed.

2. Typeinthe name of the new section (maximum of 25 characters).
3. Click on Ok/Apply to save the new section name.
. Creatinga New Cell. Tocreateanew cdl:

1. Click onFile> New > Céell on the Profile Manager menu bar. The"Add New
CdlI" dialog is displayed.

2. Sinceall cdlsbelong to a project, select a project name via the pop-up selection
button.

3. Typeinthe name of the new cell (maximum of 25 characters).
4. Click on Ok/Apply to savethe new cell name.
. Deleting a Project. To deletea project:

1. Click onFile> Delete > Project on the Profile Manager menu bar. The"Delete
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an Exigting Project” dialog isdisplayed. Notethewarning that all profiles
assigned to this project will be deleted.

Select the project to be deleted via the pop-up sdlection button.

Click on Ok/Apply to delete the selected project name.

Deleting a Position. To delete a position:

1.

2.

3.

4,

Click on File > Delete > Position on the Profile Manager menu bar. The"Dedete
an Existing Position" dialog is displayed.

Select a project name via the pop-up sdlection button.
Select a position name via the pop-up selection button.

Click on Ok/Apply to delete the sel ected position name.

Deleting a Directorate. To delete adirectorate:

1.

2.

3.

Click on File > Delete > Director ate on the Profile Manager menu bar. The
"Ddete an Exigting Directorate” dialog isdisplayed. Note the warning that all
profiles assigned to this directorate will be deleted.

Select a directorate name via the pop-up selection button.

Click on Ok/Apply to delete the selected directorate name.

. Deleting a Division. To ddeteadivison:

1.

2.

Click on File > Delete > Division on the Profile Manager menu bar. The"Ddete
an Exigting Division" dialog isdisplayed. Notethewarning that all profiles
assigned to thisdivision will be deleted.

Select a division name via the pop-up sl ection button.

Deleting a Branch. To delete a branch:

1.

Click on File > Delete > Branch on the Profile Manager menu bar. The"Dedete
an Exigting Branch" dialog isdisplayed. Notethe warning that all profiles
assigned to this branch will be deleted.

Select a branch name via the pop-up sdlection button.
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Click on Ok/Apply to delete the selected Branch name.

. Deleting a Section. To delete a section:

1.

2.

3.

Click on File > Delete > Section on the Profile Manager menu bar. The "Deete an
Exigting Section” dialog isdisplayed. Note the warning that profiles assigned to
this section will be del eted.

Select a section name via the pop-up salection button.

Click on Ok/Apply to delete the selected section name.

. DeletingaCell. Toddeeacdl:

1.

2.

3.

4,

Click on File > Delete > Cell on the Profile Manager menu bar. The"Delete an
Exigting Cdl" dialog is displayed.

Select a project name via the pop-up sdlection button.
Select a cell name via the pop-up sdlection button.

Click on Ok/Apply to delete the selected cell name.

. Moadifying a Project. To modify a project:

1.

4,

Click on Modify > Project on the Profile Manager menu bar. The "Modify
Exigting Project" dialog is displayed.

Select the project name to be modified via the pop-up selection button.

Typein the new project name (maximum of 25 characters; no special characters
are allowed).

Click on Ok/Apply to modify the selected project name.

Modifying a Position. Position modification entails the following: modifying the
name of a position within a project, modifying the list of launch buttons assigned to a
position, and modifying the default list of positions assigned to a new project.

1.

To modify a position name within a project:

a. Click on Maodify > Position > Name on the Profile Manager menu bar. The
"Modify an Existing Position" dialog is displayed.
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b. Sdect the project name via the pop-up selection button.
c. Select the old position name via the pop-up sdlection button.

d. Typeinthe new position name (maximum 8 characters; no special characters
are allowed).

e. Click on Ok/Apply to modify the selected old position name.

To modify a position launch button list:

a

C.

Click on Modify > Position > Launch List on the Profile Manager menu bar. The
"Edit Position Launch Ligt" dialog is displayed.

Select the position name via the pop-up selection button. A list of all available
launch buttonsis displayed in the right side of the "Edit Position Launch Ligt"
dialog. Onthel€ft side are all the launch buttons currently assigned to the selected
position. Click onanamein onelist to moveit to the other.

Click on Ok to save the assigned launch button list.

To modify a position default list:

a

b.

Click on Maodify > Position > Default List on the Profile Manager menu bar. The
"Edit Default Position Ligt" dialog isdisplayed. Thelist of commonly used
positionsisdisplayed in the right side of the "Edit Default Position Ligt" dialog.
Ontheleft sde are all the default positions. Click on anamein onelist to moveit
to the other. Thisdefault listisnot GCCS-related. Thisdatawas used for
UCOM . Do not usethis option until further notice.

Click on Ok/Apply to modify the default list.

. Moadifying a Directorate. To modify a directorate:

1.

2.

3.

4,

Click on Modify > Director ate on the Profile Manager menu bar. The "Modify
Exigting Directorate" dialog is displayed.

Select an old directorate name via the pop-up sdlection button.
Typein the new directorate name (maximum of 25 characters)

Click on Ok/Apply to modify the selected directorate name.

. Modifying a Division. To modify adivison:
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Click on Maodify > Division on the Profile Manager menu bar. The"Modify
Exigting Division" dialog is displayed.

Select an old division name via the pop-up sdlection button.
Typein the new division name (maximum of 25 characters).

Click on Ok/Apply to modify the selected division name.

Modifying a Branch. To modify a branch:

1.

2.

3.

4,

Click on Maodify > Branch on the Profile Manager menu bar. The "Modify
Exigting Branch" dialog is displayed.

Select an old branch name via the pop-up sdlection button.
Typein the new branch name (maximum of 25 characters).

Click on Ok/Apply to modify the selected branch name.

Modifying a Section. To modify a section:

1.

2.

3.

4,

Click on Maodify > Section on the Profile Manager menu bar. The"Modify
Exigting Section” dialog is displayed.

Select an old section name via the pop-up selection button.
Typein the new section name (maximum of 25 characters).

Click on Ok/Apply to modify the selected section name.

. Modifying a Cell. To modify acel:

1.

Click on Madify > Cell on the Profile Manager menu bar. The "Modify Existing
CdlI" dialog is displayed.

Select a project name via the pop-up sdlection button.
Select an old cdll name via the pop-up selection button.
Typein the new cell name (maximum of 25 characters).

Click on Ok/Apply to modify the selected cell name.
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18.3.4 User Profile Maintenance. Every entry into thiswindow is done via a pop-up selection
dialog and it is here that the Delete Rights can be sat for each entry. The mandatory entries are User
ID, Project Name, and Position Name.

Additionally, before a position name and/or cell name can be selected, a project name must first be
selected.

18.3.4.1 Creating a New User Profile. To create anew user profile:

A. Click onFile> New > User Profile onthe Profile Manager menu bar. The"Add a
New User Profile" window is displayed.

1. Click onthe pop-up selection dialog buttons for those fields chosen to become part
of the user profile.

2. Sdlect the Grant Delete Rights button if the user will have theright to delete
folders and folder €l ements contained in the salected organization's folder. The
user isgranted deleterightsif the "Grant Delete Rights' button is pushed in
(button shaded).

B. Click on Ok/Apply. Theentriesare then verified, and if valid, the new user profileis
added into the system.

18.3.42 Deetea User Profile. Todeeteauser profile:

A. Display the profileto be deleted in the main window, and click anywhere within this
profile.

B. Click onFile> Delete > User Profile on the Profile Manager menu bar. The"Ddete
User Profile’ window containing the selected profile is displayed.

C. Click on Ok/Apply. The selected profile isdeleted and is not recoverable.

18.3.43 Modifying a User Profile. To modify auser profile:

A. Display the profile to be modified in the main window, and click anywhere within this
profile.

B. Click on Modify > User > Profile on the Profile Manager menu bar. The "Modify an
Exigting User Profile’ window is displayed containing the selected profile for
modification. All entries, except User ID, can be modified via pop-up selection
buttons.

C. Makeall modifications.
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D. Click on Ok/Apply. The sdlected profileis modified as per Step c.

18.3.5 Launch List Maintenance. When a prafileisassigned to a user by the SA, specific
application access or privilegesare also assigned. When the userslogs on, a window on the GCCS
Desktop displays a set of iconsthat represent the applications available to the user. Thisisknown
asalaunch window. The SA populates that window by choosing specific applications from the
applicationsin the Available Launch List and inserting them into the user'slaunch list. The
Available Launch List contains all available applicationsthat have been properly installed through
the use of the System Ingtaller.

18.35.1 Modifying a User Launch List. To modify auser launch list:

A. Click on Modify > User > Launch List onthe Profile Manager menu bar. The "Edit
User Launch Ligt" window is displayed.

B. Sdect aUser ID viathe pop-up selection button. All launch buttons available are listed
intheright side of the "Edit User Launch List." Theleft side contains the launch
buttons that are assigned to the User ID sdlected. Click on the right side name to move
it totheleft side, or click on the left Side to moveit to the right side.

C. Click on OK to saveauser launch list.

18.3.6 Profiles Display Order. Once profilesare displayed in the Currently Displayed Profiles
area of the main window, the SA has the ahility to change the order in which they are displayed.
The default ordering isby User ID. Profiles can be ordered (in aphabetical order) according to the
following eight criteria: User ID, Project, Position, Directorate, Division, Branch, Section, and Cell.

To order the profileslisted according to a specific criterion:

A. Click on Options > Order By > <a criterion>, where <acriterion> isone of the eight
criterialisted above. After a short time, the Currently Selected Profiles display inthe
main window is updated to reflect the order according to the criterion selected. The
sort order isasfollows: Blanks, Numbers, UPPER CASE LETTERS, and lower case
letters.

18.4  System Assign Roles Maintenance

System Assign Roles Maintenance is performed by the SA using the GCCS Desktop Role Manager.
The Role Manager is an interactive program that is used to assign rolesto users, such as. Security
Adminigtrator, System Administrator, and GCCS Operator. This program resides on the GCCS
Desktop Dedicated Processor and is started via the Session Manager launch window. The profile
performs the following functions:

* Asdgnsrolesto specified account groups by User IDs.
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» Deéetesrolesfrom specified account groups by User IDs.

» Editsrolesto specified account groups by User IDs.

» Duplicatesroles of account groupsto allow the SA to revise previoudy entered data to
avoid repetitive entry when creating additional roles.

e Print the assigned role of a user.

18.4.1 Role Manager Activation. To activate the Role Manager program, execute the following:

A. Enter USERNAME: SECMAN [RETURN]
Enter PASSWORD [RETURN]

B. Click twicein rapid succession on the ROL E icon on the Session Manager's launch
window. Upon successful program initialization the Role Manager main window is
displayed, as shown in Figure 18-7.

ROLE ACCT GROUP CLASSIFICATION
GCCS Default GCCS Operator XXXXXXXXXX
SA Default System Admin XXXXXXXXXX
SSO Default Security Admin XXXXXXXXXX

ADD DELETE EDIT DUPLICATE PRINT EXIT

Figure 18-7. Role Manager Main Window
18.4.2 Role Manager Termination. To exit the Role Manager, execute the following:

A. Click on File>Exit on the Role Manager menu bar. Y ou will be prompted to confirm
the exit request.

B. Click on Ok. All Role Manager-related windows vanish.

18.4.3 Role Manager Menus. The Role Manager allows the user to add rolesto applicable
account groups. The structureis shown in Figure 18-8.

18.4.4 Adding a Roleto Account Group: Security Admin

A. Click on Add in the Role Manager main window (Figure 18-7). The Add Role main
menu will appear (see Figure 18-9).

B. Enter name.
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Enter security.
. Sdect Security Admin Account Group and click on OK.
The Security Admin Role Header window will be displayed (see Figure 18-10).

To grant permissionsto therole, click on the desired permissionsin the Permission list
in the Security Admin Role Header window, and click Add.

Each permission will have a separate screen to enter applicable data.
. Click on Edit only if any one of the permissions needs to be modified.

. Click on Menu Access only if the Security Administrator needs to access the menu for
Accounts or Security. Refer to Figure 18-8 to view the structure.
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| Assign Roles I

|
| Security Admi nistrationl

| System Adrlninistration I

| GCCS Operator |

! [
Menu Access

| Permissions I | Menu Access I

Menu Access

; Accounts
_I Security I Audit Status

Classification
Logs

|— Audit Status Roles

| Audit Log

L OS Audit Log

| Security Alert Log

L Archive Logs

Accounts I

| — View System Accouts

| View User Accounts

|— View Roles

| — Archives Accounts & Roles
| — Restore Accounts & Roles
| Export Accounts & Roles

_I Hardware I

| Shutdown System

L Reboot System

| Fast Reboot System
L ReMount Global Data
| — Sync Time with Server
| Config Printer

_I Software I

| — Segment Installer
|— Ingtallation Server
| Archive Net Server Data
l— Restore Net Server Data

Database

| — Archive IMCIS Data
| — Restore IMCIS Data
| Clean Datafiles

_I Network I

L Change Machine D

| Set System Time

L Set WAN UID

| Set WAN DDN Time Out
| Configure DDN Hogt Table
| Set NipsTDBM Host

| Configure STUIII Directory

Fi
3)

gure 18-8.

Rol e Manager
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GCCS Operator
| System Menubarl | System Chart I
]
|Comms| Misc | Help I

ADRG CD Maps Set View Filter l— L ocal Opnotes |— System Version |— Chart JMIE Database
Other CD Maps Activate Window | — Incoming Opnotes |— System Status | — Comms EMCON Status
System Chart | — Operator Messages ~ |— Track Status | — Misc
Chart Inset 1 | —Log Mgr Incoming  }— File Status |— Support
Chart Inset 2 |— Log Mgr Outgoing ~ }— System Services |— System
Chart Inset 3 | —IncomingMsgLog  }— Screen Alert Filter | — Map Options
Restart Chart |— OutgoingMsgLog  }— Alert Display Filter |— Plot Control

| Binary Msg Log | Alert Log |— Support TDAs

|— Msg Headers |— Archive-Restore | — Slides

|— Auto Forward Table  |— Printer Chooser | — FOTC/Bcst

|— Decoder Status |— Trouble Reports — TDAs

|— Message Alerts |— Passdown Watch Log

| — Communications |— Screen Saver

|— Channel Status |— Top 25 Processes

| — DDN Hogt Table |— Diagnostics (monitor)

|— STU Il Directory |— NetWatch

| — EMAIL Table | PChat

|— DDN Net Ping

| GFCP Auto Config

L Nav Update Rate

Figure 18-8. Role Manager Menu Structure (Part 2 of 3)
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| System Menubarl | System Chart I
1
| 1 1 1 1 1 1
I Sysem I I MapOptionsl I Plot Control I Tracks I ISJppon TDAsi FOTC/Bcst I Slides I I TDAs I
I— Exit Zoom Symbol Labels New Track Pimtracks Report Log Print Screen Quick CPA
Double Special Controls New Elint Track Overlays Input Msg Filters Quick Intercept
Half Sash Times New Acoustic Track Sites Input Geo Filters Two Track Analysis
Center/Width Auto Plot - Off New Unit Track Groups Broadcasts Track History Analysis
Whole World Track Type Toggles Copy Gridded Fields ATOMsgLog Timelate Satistics
Center On Track TypeHilites Edit ScreenKILO FOTC Parameters Limit Lines
Default Chart Attribute Toggles Amplify Tracks Four Whiskey FOTC SITREP StatusBoards
Set Default Chart Symbols On/Off/Dots Delete FOTC SITREP Summary MOBOARD Overlay
Previous Chart Site Controls Xmit UID Params Crossfix
Stored Maps Declutter Print UID Stats CAP Engagement
MapList Track Control Storage Sdlect All HULTEC Database
Add Product GSIT Search SAR
VPF Edit Set Master Ref Quick Search SAT Database
Map Manager Searchto Replace SAT Vulnerability
Colors Search Filter Table
Intensity Boolean Search Filters
Country Colors Boolean Track Search
Features Compare
Chart Monitor Duplicates
3D Viewer Track Status
LOSProfile Track Summaries
Track Tables
Tracksof Interest

Fi gure 18-8.

Rol e Manager

Menu Structure (Part

3 of 3)

NAME
SECURITY

CANCEL

ACCOUNT GROUPS

Security Admin
System Admin
GCCS Operator

OK

Figure 18-9. Add Role Main Menu
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ROLE HEADER
NAME:
ACCT GROUP:  ...covee.
SECURITY: e,
PERMISSIONS
Accounts
Audit Status
Classification
Logs
Roles
A:Add D:Ddete E:Edit P:Print
R:Restore V:Archive X:Export
EDIT
MENU ACCESS
Sec Admin

CANCEL

OK

Figure 18-10. Security Admin Role Header

18.4.5 Adding a Roleto Account Group: System Admin

A.

Return to the Add Role main menu (Figure 18-9). Sdlect System Admin Account
Group and click on OK. Thiswill bring up the System Admin Account Group window
(seeFigure 18-11).

Enter name.

Enter account group.

Enter security.

Click on Menu Access only if the System Administrator needs to access the menu for

Hardware, Software, Database, or Network options. Refer to Figure 18-8 to view the
sructure.
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NAME: e
ACCT GROUP: System Admin
SECURITY: et
MENU ACCESS
System Admin
CANCEL OK

Figure 18-11. System Admin Account Group
18.4.6 Adding a Roleto Account Group: GCCS Operator

A. Returntothe Add Role main menu (Figure 18-9). Select GCCS Operator Account
Group and click on OK (see Figure 18-12).

B. Enter name.
C. Enter account group.
D. Enter security.

E. Click on Menu Accessonly if the SA needsto access the System Menu Bar Options or
System Chart Options. Refer to Figure 18-8 to view the structure.

NAME: e
ACCT GROUP: GCCS Operator
SECURITY: e
MENU ACCESS
System Menubar System Chart
CANCEL OK

Figure 18-12. GCCS Operator Account Group
18.4.7 Deleting a Role from an Account Group

A. IntheRole Manager main window (Figure 18-7), click on Deleteto allow the SA to
delete an exigting user. A confirmation window will be given.
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18.4.8 Edit an Existing Role for an Account Group

A. IntheRole Manager main window (Figure 18-7), click on Edit to allow the SA to
modify an existing user.

18.4.9 Duplicate a Role from an Existing User

A. Inthe Role Manager main window (Figure 18-7), click on Duplicate to allow the user
to duplicate SA information in order to create another new user.

18.4.10 Print a Role of a User (s)

A. Inthe Role Manager main window (Figure 18-7), click on Print to invoke the IMCIS
printer.

18.4.11 Exit the Role Manager Main Menu

A. Inthe Role manager main window (Figure 18-7), click on Exit to return to the Desktop.

185 TheMonitor Program

The Monitor launch button runs the Monitor program. This program, under the Options menu
(Figure 18.13) presents several useful displaysfor monitoring the various logs, alarms, and reports.

18.6  The Control Manager Program

The Control Manager launch button contains the Startup, Shutdown, and other options for
selectable hosts. Figure 18-14 presents the menus for the Control Manager. Under the Control
menu are the various options. Selection of the Startup and Shutdown options brings up a window
where in the server and host to be started or shut down are selected. Clicking on the Apply button
executes the command for the sel ected machines.

Sdlecting the Kill and | nitialize options brings up a window with thelist of servers. Highlighting
the server and clicking the Apply button will execute the selected command for that server.

Selecting the Execute option presentsalist of hosts and a command input window.
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| Monitor |
| | l ]
File | Options | | Hep
Print | _| File Viewer | _| On Content
Exit | _| Log Reporter | _| On Window
_| Current Users Display | _| OnKeys
_| Generate System Alarm | _| Index
_IDispIayIncomingAIarmsI _| OnHep
_| OnVersion
Figure 18-13. Monitor Menu

Selecting the Report option currently presents five command options and the host list. The

command options are:

e AuditLog

¢ DEC Processor Status

e ExecutableList

¢ Local Password File

* Mac Spt File.

The Local Password File command will cause the password file from the selected host (not the
/etc/shadow file) to open for scrolling perusal.

Fille | Edllit | | Control | | Hdlp I
E Print Cut | _| Startup | _| On Content
Exit Copy I _| Shutdown I _| On Window
Paste I _| Kill I _| OnKeys
Clear I _| Initialize I _| Index
_| Execute I _| OnHdp
_| Report I _| On Version
Figure 18-14. Control Manager Menu
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SECTION 19. ANSWERBOOK ADMINISTRATION

The proceduresin this section assume you have a CD drive installed locally (connected to your

system).

NOTE:

After adding alocal CD-ROM driveto a Solaris 2.3 system, typeinit 0 to halt the
system. Then typeboot -r from the ok PROM prompt to reconfigure the device drivers
so that the system can accessthe CD drive. If the> PROM prompt is displayed, typen
to display the ok PROM prompt.

Insert (mount) the CD-ROM:
1. Place the AnswerBook CD-ROM into the caddy, if a caddy isused..

2. Insert the CD-ROM into the drive.

NOTE: If the volume management daemon is enabled (the default with Solaris
2.3), inserting the CD will mount it automatically. If you have disabled
volume management, mount the CD using the mount (1M) command.

File Manager will now open, displaying the contents of the CD-ROM.
Begin the ingtallation with pkgadd:
1. Become superuse:
#suU -
2. Run pkgadd to begin theinstallation.

# pkgadd -d /cdrom/cdromO

The path shown in the example is the mount point if volume management is enabled (the default
with Solaris 2.3). If you have disabled volume management, make sure the path you specify isthe
correct mount point for the CD.

The installation software presents a numbered list of all the packages on the disk and their
associated AnswerBook titles, and will prompt you for a selection.

For example:

1 SUNWabc ABC AnswerBook
(pltfrm) 1.2.1

2 SUNWabook Another AnswerBook

(pltfrm) 40.5.2
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3 SUNWasys System AnswerBook
(pltfrm) 78.9.3

Select package(s) you wish to process (or ‘al’ to
processall packages). (Default: all) [?,72,q]:

3. Specify oneor all AnswerBook packagesyou want to ingtall.

Thedefault isall. Press<return> to accept the default or typeal | . Each AnswerBook package will
beingtalled successively, and prior to each package installation you will be prompted for
information.

Alternatively, you can install a single AnswerBook package by typing its number from the
list.

NoTE: If youwanttoingall all the packages on the disk, but you’ re concerned about
available disk space, you can determine the approximate size of the contents of the
CD-ROM thisway:

(@) Changeto the CD-ROM directory.
# cd /cdrom/cdromO

(b) List thesizeof theindividual packages contained on the CD:
#du-k.

Do arough calculation of the sum of the package sizesyou seelisted to get an
idea of how much disk space you’ll need when you ingall.

c. Review ingallation options:

For each AnswerBook package you ingtall, you will be asked to choose an installation
option:

Copyright information....
Theingtallation options are as follows:
Option: Description:

1. nil: lessthan X Megabyte disk space
required [dowest performance].

2. heavy: XX Megabytes disk space required
[best performance].

Enter the number of an ingtallation option from

thelist above (1 or 2).
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Make sure to choose a parent directory on afile
system big enough to accommodate all thefilesto
be moved for the INSTALL OPTION you sdlected.

Thetable below explains more about these ingtall options.

Table19-1. AnswerBook | nstallation Options

Required

Disk Space

Option Description (Mbytes) Ingall Time
nil Leavesamog all fileson CD-ROM. <1 <5 min.

heavy

Saves disk space but requiresthat the
AnswerBook CD remain in thedrive,
dedicated to AnswerBook use.

Stores all fileson hard disk. Optimizes Varies <15-30 min.
AnswerBook performance. Thiswith the

configuration isrecommended if the package,

AnswerBook packageisto be shared from

by multiple systems and users under 1 up to 50 or more

To check the amount of available disk space on your system, see Step d. Otherwise, kip to

Stepe.

d. Check the space available for the AnswerBook package:

The ingtallation software requires you to designate a parent directory for each
AnswerBook package, asthey areingtalled one by one.

Typicaly, AnswverBook packagesareingalled in /opt, but they can beingtalled in any
appropriate directory under root (/) with enough disk space.

In a separate command window:
1. Check available disk spacein the directories under the root partition.
#df -k

2. Comparethe available spacein thelist with the sizeslisted for the nil and
heavy installations.

In the exampl e below, the system has enough spacein the /opt partition to do a heavy
installation of an AnswerBook package under 18 Mbytes.
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#df -k
Filesystem kbytes used avail capacity Mounted on
/dev/dsk/c0t0d0s5 31966 10837 17939 38% fopt

Finish the installation:

Choose an ingtallation option to proceed:
Enter the number of an installation option from thelist
above (1 or 2).

1. Typeifor nil, 2 for heavy.

2. Typethe name of the parent directory for the package. The default is
[opt:

Specify the parent of the AnswerBook home directory:
/opt (recommneded)
3. Typey to complete the installation.

Do you want to continue with the ingtallation of this
package?[Y,n, 7y

The installation proceeds, listing AnswerBook components asthey are installed, until
you see this message:

Installation was successful.
[information varies...]

Select package(s) you wish to process (or ‘al’ to

4. Typeq to quit theingtallation.

5. Viewthelist of installed packages.

# pkginfo | grep Answer Book
You'll seealist of all installed AnswerBook packages.
6. Check theingallation accuracy of each ingtalled package:

# pkgchk packagename packagename packagename [and so on]
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NOTE: The pkgchk processtakestime, even for one package.

f. Start AnswerBook by command.
In an xterm window, type the following:

# setenv OPENWINHOME /usr/openwin
# Jusr /openwin/bin/answer book

NOTE: In setting the environment variable OPENWINHOME , you must give the
exact path /usr/openwin. Y ou must have OpenWindowsingtalled locally in
{usr/openwin or mounted on /usr/openwin.

g. Removing an AnswerBook Package
Y ou may decide to change the ingtallation type for your AnswerBook package. For
example, you may have chosen thenil option, but now want to install the complete
heavy AnswerBook package.

First remove the AnswerBook package.

1. Assuperuser, type

# pkgr m{ packagename}

CAuTION: Do not remove AnswerBook packages or AnswerBook-associated files
using the rm command. Using the rm command will corrupt the record
keeping of AnswerBooks on the system. Using pkgrmisthe only valid
way to remove AnswerBook packages.

2. Verify you want to remove the package:
Thefollowing packageis currently installed.
{ Packagename}

Do you want to remove this package? y/n/q? y
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SECTION 20. DISK DUPLICATION PROCEDURES

To speed creation of SPARC-5 application clients, a disk-to-disk copy procedure can
beused. Although this procedureisused at some sites, it is not recommended for
general use because of per-application efforts required to change host names.

Thisprocedure isa manual disk duplication procedure for use with GCCS
workstations. 1t assumes that the SOURCEDISK isa 2.1-GB external hard disk
connected viaa SUN SCSI cable to a SPARC-5 workstations and the TARGETDISK
isa2.1-GB external hard disk connected to the SOURCEDISK viaa SCSl cable. If
1.05-GB external hard drives are used, the procedure will work; however, both the
SOURCEDISK and TARGETDISK should be the same size. Thisprocedure also
assumes that the network information system used isNIS+. For eemail in GCCS, DNS
must be updated, but that issue is not addressed by this procedure.

20.1 LessonsLearned:

e A disk configured for a SPARC-5 will not work on a SPARC-20 and vice versa.

» |f the comman boot -rsisnot used during the boot-up prior to duplication, Solaris
may not recognize the second SCSI device (TARGETDISK). If Solarisdoes not
recogni ze the existence of the TARGETDI SK, the SOURCEDI SK will attempt to
duplicate itself to afile on the source drive (see below, Step I).

20.2 Initial Conditions:

» Theworksation isoff.

A SOURCEDISK containing the desired GCCS workstation configuration is ready
to be duplicated to the TARGETDISK(s) to be fielded.

¢  The SOURCEDISK workstation's boot device should be disk.
20.3 Procedure

a. Ontheback of the TARGETDISK, set the SCSI addressto 5 by pressing
the buttons above or bdow the address indicator.

b. Ontheback of the SOURCEDISK, verify that the address of the
SOURCEDISK is3.

c. Connect the workstation, SOURCEDISK, and TARGETDISK with SCSI
cables. Ensurethat the SCSI busis properly terminated.

d. Turnonthe SOURCEDISK and the TARGETDISK.
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e. Turnontheworkdgation. Take the workstation to the ok prompt by
pressing <STOP> A during the memory initialization process of the boot
up.

f. Attheok prompt, type:
boot -rs <enter>

This boots the workstation to single-user mode and reconfigures the workstation and
dev directory so that it recognizesthe TARGETDISK.

g. When prompted, enter the root password to enter maintenance mode.
h. Atthe# prompt, type:
format <enter>
Theonly purpose of using format isto verify that the SOURCEDISK and the
TARGETDISK are recognized by the operating system. format will display the drives
currently recognized by the system. There should betwo 2.1-GB drives, one at cOt3d0
(SOURCEDI SK) and the other at cOt5d0 (TARGET DI SK).
i.  When prompted Specify disk (enter its number), type:
0 <enter>
Thisenables you to enter quit to leave the format function.
j- Atthe<format > prompt, type:
quit <enter>
k. Atthe# prompt type:
fsck <enter>
Thiswill check the file system on the SOURCEDISK. If no errorsare returned,
proceed. If errorsare returned, correct them and retest the functionality of the
workstation prior to attempting disk duplication.
I. Atthe# prompt, type:
dd if=/dev/rdsk/c0t3d0s2 of=/dev/rdsk/cOt5d0s2 bs=64k <enter>

This command duplicates the SOURCEDISK (/dev/rdsk/c0t3d0s2) onto the
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TARGETDISK (/dev/rdsk/cOt5d0s2). The processtakes 20-30 minutesfor a2.1-GB
hard drive. If the TARGETDISK was not recognized by the boot -rs command, then
the dd command will attempt to place a duplicate of itsdlf in adirectory on the
SOURCEDISK under the directory: /dev/rdsk/cOt5d0s2. It will also result in a short
write (10 minutes) and return a“file system full” error. Thefile must be removed prior
to attempting another duplication.

m. If the duplication is successful, the # prompt will be returned.
n. Atthe# prompt, type:
fsck /dev/rdsk/cOt5d0s2 <enter>

Thiswill check the TARGETDISK. If no errorsare found, proceed. Otherwise,
attempt to locate/correct the error and either repeat the disk duplication or proceed.

0. Atthe# prompt, type:
init 0 <enter>
This shuts down the workstation.

p. Attheok prompt, turn off the SOURCEDISK and the TARGETDISK.
Remove the SOURCEDISK from the SCSI bus. Attach the
TARGETDISK to the workstation viaa SCSlcable. Ensure the SCS| bus
of the TARGETDISK is properly terminated. Changethe SCSI address
onthe TARGETDISK to 3. Turnonthe TARGETDISK. Ensurethat the
workstation is connected to the GCCS network.

NOTE: DO NOT ATTEMPT TO USE THE SOURCEDISK ON THE
NETWORK UNTIL THE TARGETDISK DUPLICATION PROCESSIS

g. Attheok prompt, type:
boot <enter>

Thiswill boot the machine to the GCCS glaobe. Monitor the boot up to ensure that the
boot up is proper.

r. Atthe GCCSglobe, loginasroot.

s.  Sdect an xterm with the mouse cursor.
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t. Type
cd /etc <enter>
This changesto the etc directory.
u. Edit the hostsfile. Remove the SOURCEDISK host name and | P address.
Insert the
TARGETDISK's new host name and | P address. Save the hosts file (see
example below).
Example: (commentsarein{})
# vi hosts <enter> { command to edit hosts}
{ Below isthe /etc/hosts before edit}
127.0.0.1 localhost loghost

128.84.170.134 gsw134 { SOURCEDISK hostname and | P address}
128.84.190.1 dbserver emsarver  gdbl mailhost { server info}

128.84.190.22 gapl appserverl {server info}
128.84.190.23 amhserver amhs { server info}
{ After edit}

127.0.0.1 localhost loghost

128.84.170.135 gsw135 {TARGETDISK hostname and I P address}
128.84.190.1 dbserver emsarver  gdbl mailhost { server info}
128.84.190.22 gapl appserverl {server info}
128.84.190.23 amhserver amhs { server info}

:wq! <enter> {quitsthe editor and savesthefile}

v. Edit the nodename file and replace the SOURCEDISK host name with the
TARGETDISK hogt name.

w. Edit the hostname.l €0 file and replace the SOURCEDISK host name with
the TARGETDISK host name.

NOTE: If the TARGETDISK workstation isgoing to be placed behind a router
different from the
SOURCEDI SK'srouter, the /etc/defaultrouter file must also be edited so
that the correct
defaultrouter 1P addressisinserted.
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X. Thenext sepsremove SOURCEDISK's nisplus information from the
TARGETDISK.

1. Type
rm /etc/.rootkey <enter>

Thisremoves .rootkey file from /etc.

2. Type
rm-r /var/nis’* <enter>
ThisremovesNIS COLD_START and NIS SHARED DIRCACHE files.
y. Type
init 0 <enter>

This shuts down the workstation. If applicable, disconnect the TARGETDISK from
the duplication workstation and connect it to a workstation on the correct subnet.
Ensure that the TARGETDISK workstation host name and | P address are in the current
/hWEM/nis_files/hosts file and that a nispopulate has been run since the update to the
hostsfile.

z. Whenready to initialize the workstation, boot up the machine:
At the ok prompt, type:
boot <enter>

or, if theworkstation is powered down, turn on the TARGETDISK and workstation
and allow it to boot up.

aa. During the boot-up, monitor to ensure that the host nameisthe
host name of theTARGETDISK, and no errors occur. If errors
occur, troubleshoot them in single-user mode. Whilein single-
user mode, ping, snoop, and other network functions can be
accessed by performing the following steps:

cd /etc/rc2.d <enter>

/S69inet <enter>
IS72inetsvc <enter>
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Other functions can be accessed by running other executables. Seethe Solaris
Administrator's Guide for further information.

bb. After a proper boot-up, the machine should display the GCCS
globe. Loginasroot.

NOTE: IT ISABSOLUTELY IMPERATIVE THAT A NISCLIENT

cc. Sdect an xterm with the mouse cursor.
dd. Type

{usr/lib/nis/nisclient -i -h { hosthame of em server in
letc/hosts file} -d { nisdomainname} <enter>

When prompted, type:
y <enter>

to continue the initialization.

NOTE: If thisisthefirst timethat a nisclient -i hasbeen run on the TARGETDISK
host name, then the secure nisplus password will be asked for. If itisasecond
or third initialization, only the root login password is required.

When prompted, enter the secure nisplus password.

NOTE: The secure nisplus password can be found when a nispopulate is run on the
hosts file in the /h/EM/nis_files directory (nispopulate must be run after
updating the /h/EM/nis-files/hosts file from the /W/EM/nis _files/update
directory).

When prompted, enter the root password.
If no errors occurred, this message will be displayed:
Client initialization complete!! Reboot machine for changesto take effect.

If an error occurs, the reason will be displayed. Correct the error then
perform.Steps x1 and x2 prior to attempting another nisclient initialization.
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ee. If no errorsoccur, type:
init 6 <enter>
The workstation should reboot. Monitor the boot-up. If normal, the site

should be able to
log inusing avalid user account. Test the workstation for proper functionality.
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APPENDIX A. ORACLE RDBMS OVERVIEW

The GCCS Database is based on the ORACLE Reational Database Management System
(RDBMYS). Thissection provides a general overview of the ORACLE RDBMS. For
specific information and operational ingtructions for ORACLE user access,
backup/recovery procedures, ORACLE Database Administrator (DBA) utilities,
SQL*Forms, SQL*Plus, SQL*Reports, and SQL*ReportWriter access, refer to the current
version of the ORACLE RDBMS Database Administrator's Guide and the documentation
for the particular products. The Database Administrator’s Guide describesthe GCCS
database and GCCS database architecture, and presents detailed instructions for database
administration activities. For GCCS, the ORACLE RDBMSiisinstalled on the database
sarver, ether a SUN SPARCcenter 1000 or SPARCcenter 2000.

Logging onto a database server as orabda automatically startsthe ORACLE Server
Manager, atool to browse and alter the database. In addition, an X window isavailable; it
isiconized in the lower |eft corner of the screen.

To use the Server Manager, enter "/" for the user name and select connect. ORACLE
system information is selectable by single-clicking on the desired option, e.g., STORAGE,
SECURITY, INSTANCE, RECOVERY and SCHEMA. Much of what isdone using the
SQL*DBA commandsisdiscussed below. ORACLE commands can be run by sdlecting
New Wor ksheet from the File menu.

Al Under standing the ORACL E Database

This section provides an overview of the ORACLE Relational Database. Thisinformation
isprovided as an introduction for readers unfamiliar with database concepts. The current
revison of the ORACLE vendor documentation is the comprehensive reference for using
and administering the GCCS database.

An ORACLE databaseis a collection of data that istreated asa unit. The principal

purpose of a database isto store or retrieve related information. An ORACLE database can
be configured to lock out various features and portions of the database to ensure system
security. The ORACLE databaseis accessed via an ORACLE instance (the software that
mani pul ates the database) when the database is opened. When the database is closed, its
dataisunavailableto users.

The ORACLE RDBMS enables GCCS usars to maintain, monitor, and manipulate large
guantities of datain a structured environment. The ORACLE RDBMS offers GCCS users
many benefits:

» Easy accessto all data

» High transaction-processing performance
» High, controlled availahility

* Flexibility in data modeling
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Manageabl e security, user hierarchy, and database-enforced integrity
Reduced data storage and redundancy

I ndependence of physical and logical data design

A high-levd data manipulation language (SQL)

Portability, compatibility, and connectivity.

A.1.1 Database Structure. An ORACLE database has both a physical structure and a
logical structure. The physical storage structure (Figure A-1) can be managed without
affecting accessto the logical storage structure.

DATABASE FILES EEDO LEs CONTREOL FILE
[cre or many) [at leasttaro on-hine files) (rulbple copes)

Figure A-1. The ORACLE Physical Database Structure

A.1.1.1 Physical Database Structure. An ORACLE database's physical structureis
determined by the operating system filesthat congtitute the database. Each ORACLE
database consists of one or more data files, two or more redo log files, and several copies of
the control file.

DATA FILES contain all the database data. They can be added or removed from a
database, asrequired, to meet the usar's needs. A data file can only be associated with one
database, and its size cannot be changed once it is created.

REDO LOG FILES are a st of filesthat sequentially record all changes--whether
committed or uncommitted--and are used to recover data not written to the database for
some reason, such as system or media failure. The process of applying theredo log is
called "rolling forward" or, more generally, "recovery."

CONTROL FILES record the physical structure of the database. A control file containsthe
database name, names, and locations of its data files, and the timestamp of database
creation. Oncean ORACLE ingtanceis started, its control fileisused to identify the
database and redo log files that must be opened and accessed for database operation.
Contral files are automatically updated by ORACLE and cannot be manually modified.
One or more copies of the control file must be maintained for database backup.
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A.1.1.2 Logical Database Structure. An ORACLE database'slogical structureis
determined by one or more storage units, called tablespaces, and the database's schema
objects (such astables, views, synonyms, indexes, sequences, clusters, and stored
procedures).

TABLESPACES are used to group all of an application's objectsto ssimplify certain
administrative operations. A tablespace can be set on-line (accessible) or off-line (not
accessible). The GCCS database has many tablespaces. The original tablespace name

SY STEM iscreated during ORACLE ingallation. The SY STEM tablespace cannot be set
off-line or removed.

All data in atablespaceis stored in segments. A SEGMENT is set of extents allocated for
alogical structure. An EXTENT isa specific number of contiguous data blocks, obtained
inasingle allocation, used to store a specific type of information. A DATA BLOCK
corresponds to a specific number of bytes of physical database space ondisk. The DATA
BLOCK sizeisunchangeable after database creation.

Most segments begin at some specified size (number of extents), and grow dynamically
(adding extents), asrequired. The DBA can monitor the space usage (extents) of a
tablespace by looking at these viewsin SQL*Plus using these commands:

select * from sys. dba_segnents;
select * from sys.dba _extents;
select * from sys.dba free_space;

NOTE: To display the structure of each view above, enter "DESC table name' (e.qg., DESC
sys.dba_extents).

SCHEMA OBJECTS arelogical structuresthat refer directly to the database's data.
Schema objects include tables, views, synonyms, sequences, indexes, cluster, program
units, and database links.

A TABLE isthe basic unit of data storage in an ORACLE database. Table datais stored
in rows and columns. Each table is defined with a table name and a set of columns. Each
column is defined with a column name, a data type (Character, Varchar2, Number, and
Date), and awidth. A VIEW isadatabase object that istreated like atable. However,
views do not actually contain or store data. Whenever the view isqueried, it derives data
from the base tables on which the view was defined. Hence, a view can also be considered
astored query.

A SYNONYM isan aliasfor atable, view, sequence, or program unit. It isusedto
provide public accessto an object, or to provide location transparency for tables, views, or
program units on aremote database. A synonym can be either public (available to all
users) or private (available only to asingle user).
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A SEQUENCE is used to generate a serial list of unique numbers for numeric columns of
a databasetable.

INDEXES are optional structures associated with tables and clusters. Indexes are created
to increase the performance of data retrieval and enable the search of recordsin sorted
order or the random access of particular records based on a user-specified key. This
minimizes the number of accesses by the program and can increase the efficiency of the
database. Anindex can be created on one or more columns of atable. Indexesare
logically and physically independent of the data in the associated table. They can be
dropped or created at any time with no affect on the tables or other indexes. Indexescan
be unique or non-unique. Unique indexes guarantee that no two rowsin a table have
duplicate values in the columns that define the index, while non-unique indexes do not
impose this restriction on column values.

A CLUSTER isagroup of tablesthat share the same data blocks because they share
common columns and are often used together. They are used to improve disk accesstime
and dataretrieval.

A PROGRAM UNIT refersto stored procedures, functions, and packages. A stored
PROCEDURE or FUNCTION isaset of Structured Query Language (SQL) and
Procedural SQL (PL/SQL) statements grouped together as an executable unit to perform a
specific task. A PACKAGE isused to encapsulate and store related procedures, functions,
and other packages constructed together as an executable unit in the database. A
DATABASE TRIGGER isa stored procedure that isimplicitly executed (fired) when an
INSERT, UPDATE, or DELETE statement isissued against the associated table.

A KEYWORD isanamed object that describes a path from one database to another. Itis
implicitly used to access data on the remote database.

A.1.2 Database User Accessand Privileges. Privileges provide control and
management of accessto a database. Before privileges can be granted to a user, a UNIX
account and an ORACLE account must have been created (Section 9 details these
procedures). Privileges can be assigned in two different ways

DIRECTLY TO USERS
Privileges can be granted to a user explicitly (directly). For example, a
privilege to delete arecord from table X_TEST in the database can be granted
explicitly (directly) to the user SMITH.

ROLES
A roleisacollection of data access privileges, system privileges, and/or roles,
which can be granted to and revoked from users. Privileges can be granted to
roles, and each role can be granted to one or more users. For example, a
privilege to insert arecord in the COUNTRY _CODES can be granted to the
role GCCS_USER, whichinturn can be granted to the users SMITH and
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JOHN. A privilegeto execute a particular application can be granted one or
more roles, and these roles can then be granted to the appropriate users.
Rolesfacilitate the maintenance of privileges. Figure A-2 shows a sample
role/privilege setup.

LY

User Role User Role Manager
B A Role
Application Application
A Privileges B Privileges
Manager
Applications

Figure A-2. Role/Privilege Setup

Roles can be provided by the DBA for individuals and groups of users for easy and
controlled privilege management such asreducing privileges, dynamic privilege
management, salective availability of privileges (enable or disable), application awareness,
and application-specific security. A role can also be granted to other roles, which in turn
can be granted to one or more users. Roles can be enabled or disabled at the user level.

The highest level of privileges and access to a database must be limited to the DBA(S). To
access a database, ordinary users must have a valid ORACLE user name and password,
must have the "connect" role (a collection of privileges), and may or may not have the
resource and/or DBA rolesthat are granted by the DBA.

The CONNECT role allows a user to connect to a database and view information in the

ORACLE data dictionary. A user who possesses only the connect role cannot create, alter,
or drop tables, indexes, views, synonyms, clusters, or sequences.
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The RESOURCE role allows a user to create, alter, and drop tables, indexes, views,
synonyms, clusters, and sequences. With the resourcerole, a user can grant or revoke
schema objectsto and from other users. A user with the resource role must also have the
connect role.

The DBA role allows usarsto:

* Accessany user'sdata and perform any SQL statement upon it

» Grant and revoke database system privileges

» Create public synonyms, public database links, roles, and user accounts

o Control system-wide auditing and table-level auditing defaults

»  Perform database exports and imports

»  Perform database-wide maintenance operations such as adding tablespaces,
data files, setting tablespace on- or off-line, backing up tablespaces, and
archiving log files.

ThelMP_FULL_DATABASE role allows usersto sdlect any table, back up any table, and
insert, delete, and update certain system tables.

The EXP_FULL_DATABASE role allows usersto log on as other users when performing
full database imports.

A.1..3 ORACLE Database Startup and Shutdown. An ORACLE databaseis not
alwaysavailableto all users. To have control over the current status of an ORACLE
database, only the DBA can start up or shut down the ORACLE database. When a
database is open, users can accesstheinformationinit. When a databaseisclosed, users
cannot accessthe information. Thisisdesirable, at times, to prevent users from corrupting
the database whil e diagnostic and maintenance procedures are being carried out.

For specific ingtructions, refer to Sections A.1.5.1 (Database Startup) and A.1.5.2
(Database Shutdown).

A.14 Database Recovery and Backup. Database recovery and backup enablesthe
restoration of damaged data and/or contral files. If hardware, software, network, process,
or system failure occurs, the database must be recovered as quickly as possible so normal
operations can be resumed. Several problems can halt the normal operation of an
ORACLE database or affect writing database information to the disk. The most common
types of failure are:

USER ERROR FAILURE is caused by users, such aswhen someone accidentally drops a
table.

STATEMENT FAILURE occurs when thereisalogic failure in the handling of a
statement in an application program. An error code or message is returned.

PROCESS FAILURE isthefailure of the user, server, or background processin a
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database instance (e.g., an abnormal disconnect or process termination).

INSTANCE FAILURE occurs when a problem arises that prevents a database instance
from continuing to work. Thisfailure can result from either a hardware problem (such as
a power outage)

or a software problem (such as an operating system crash). Aninstancerecovery is
automatically performed as part of the next instance startup.

NETWORK FAILURE occurs when communication networks (such asthe local area
network, phonelines, etc.) are aborted (disconnected) on a distributed database system.
Thisfailure can interrupt the normal operations of a database system.

MEDIA FAILURE isaphysical, non-recoverable error which can arise when trying to
read or write afile that isrequired to operate a database. For example, adisk head crash
causestheloss of all fileson adisk drive.

A.1.4.1 Database Recovery. Severa different features give the DBA flexibility when
recovering databases:

ROLLING FORWARD reappliesall changes recorded in the redo log to the data files.

ROLLING BACK reversesthe uncommitted database transactions recorded in the
rollback segments and returns the database to a known stable point while the database is
running.

ARCHIVING saves data found in the on-line redo logs for possible later use while the
databaseisrunning. Thisfeature protects the database from disk failure, providing for
compl ete recovery right up to the moment before failure.

An IMAGE BACKUP performs block-by-block copying while the database is shut down.
Image backups can be done on individual tablespacesaswell. If required, thistype of
physical backup can recover the status of the entire database.

The EXPORT utility enablesalogical backup of sdlective data or an entire database to a
file while the database isrunning. The exported files can be saved on disk or archived to

tape.

The IMPORT utility enables restoration of logical data to the database from an exported
file while the database isrunning.

A.1.4.2 Database Backup. Database backups safeguard against potential mediafailures
that can damage files. Routine, periodic backups provide the best protection against data
loss and corruptions. Database backups can be performed whether a data fileis on- or off-
line.
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A.14.21 Off-Line Database Backups. Any datafile can be backed up when the
database is shut down or atablespace is off-line. Database backup and recovery are
available via a menu-driven interface under the RECOVERY directory. Refer tothe
GCCS/JOPES System Services Administrators Manual. The general procedures for off-
line backups are:

a. Shut down the database using either shutdown immediate or shutdown abort
procedures as described in Section A.1.5.2 (Database Shutdown).

b. Compressall ORACLE databasefiles. Application database files are not
stored under SORACLE_HOME:

conpress APPLI CATI ON_1/ *. dbf
conpress APPLI CATI ON_2/ *. dbf

c. Copy all datafiles, on-lineredo log files, and control filesto tape by
following these procedures:

1. tar the ORACLE database filesto tape using the applicable command for
your site. The following commands assume a DAT tapeis being used:

(1) (ForanHP)
tar cvf /dev/rm/3m APPLI CATI ON_1/*. dbf. Z
tar cvf /dev/rmt/3m APPLI CATI ON_2/*. dbf.Z
OR
cpi 0 -ocBuv APPLI CATI ON_1/*. dbf.Z>/dev/rnt/3m
cpi 0 -ocBuv APPLI CATI ON_2/*. dbf.Z>/dev/rnt/3m
(2) (For Sun)
tar cvf /dev/rmt/Obm $APPLI CATI ON_1/*.dbf. Z
tar cvf /dev/rmt/Obm $APPLI CATI ON_2/*. dbf. Z
OR
cpi 0 -ocBuv $APPLI CATI ON_1/*. dbf. Z>/dev/rstO
cpi 0 -ocBuv $APPLI CATI ON_2/*. dbf. Z>/dev/rstO

2. tar the SORACLE_HOME/dbs directory to tape using the applicable
command. The following commands assume a DAT tapeisbeng used:

(For Sun)
tar cvf /dev/rm/Obm $ORACLE_HOVE/ dbs

3. tar the /h/data/global directory to tape
usi ng the applicable command. The foll ow ng
comands assume a DAT tape is being used:

(a) (For an HP)
tar cvf /dev/rm/3m/h/datalglobal
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(b (For Sun) (8mm tape)
tar cvf /dev/rm/Obm /h/data/gl obal

4, To preserve any nessages that have been
created, tar the /h/USMIF/ data directory to
tape (do this for each nmachi ne):

(a) (For an HP)
tar cvf /dev/rnt/3m/h/ USMIF/ dat a

(b (For Sun)
tar cvf /dev/rmm/Obmm /h/USMIF/ dat a

NOTE: Seethe Sun Solarisor HP Reference Manual for more details about the UNIX tar and cpio
commands.

5. Repeat Steps 1, 2, 3, and 4 to ensure that there is a backup for each tape.
d. Redtart the database:

1. Uncompressthe ORACLE database files:

unconpress $APPLI CATI ON_1/*. dbf. Z
unconpress $APPLI CATI ON_2/*. dbf. Z

2. Start up the ORACLE database.
3. Start upthe AUDIT TRAIL, QUEUE MANAGER, and tti.
4, Starttrafficfrom MDT to GCCS (if AMHS isingtalled on the platform).
5. Start all other GCCS processes.
A.14.22 On-LineDatabase Backups. An on-line backup can be performed whilethe
databaseisrunning. Thus, the DBA need not shut down the database to archive data.
Data that is being accessed can also be archived during an on-line backup.
ORACLE can be operated in two archiving modes: archived and noar chived:
ARCHIVED MODE
When a database is operating in the archived mode, the on-lineredo logs are
saved before they are overwritten and the most recent backup can be used as
part of data recovery. After restoring the necessary data files from the
backup, database recovery can continue by applying archived and current on-

lineredo log filesto bring the restored data files current. Thefiles assembled
by a full backup can be used to restore damaged files as part of database
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recovery from disk failure.

NOARCHIVED MODE
When a database is operating in the noar chived mode, the redo log files are
overwritten without being archived and the most recent backup can be used to
restore (not recover the database). Because the archived redo log files are not
available to bring the database current, all database work performed sincethe
database backup must be repeated. A full backup isthe only method
availableto partially protect the database againgt disk failure.

The ON-LINE REDO LOG consists of at least two filesthat store all changes made to the
database asthey occur: oneisoptionally being spooled while the other isbeing written.
Thesefilesare re-used once they fill up and are written to disk. At a minimum, archived
redo logsthat date back to the beginning of the oldest usabl e off-line database backup
must be saved. Thelatest on-line redo log must also be saved. Archived redo logs
previousto the last full backup can either be moved to tape or deleted.

A.15 Accessing ORACLE DBA Utilities. The ORACLE SQL*DBA isa DBA-management
utility
that performsthese tasks:

* ORACLE ingtance starting and stopping

¢ ORACLE database mount, dismount, open, and close

* Monitoring of ORACLE database real-time use and performance
» Backup and recovery of database logs and data

e SQL statement execution

» PL/SQL statement execution.

Functions are selected from menus or initiated with commands from the operating system
prompt. The SQL/DBA utility can beinvoked from either line mode or menu mode (the menu
mode is not discussed here). See Sections A.1.5.1 (Database Startup) and A.1.5.2 (Database
Shutdown) for specific examples of how to use ORACLE DBA Utilities. Toinvoke SQL/DBA
inline mode:

a Enter:
sqgl dba | node=y

or
mode=line
<Return>. The SQL/DBA> prompt isthen displayed.

b. For PL/SQL statement execution, enter:
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connect <usernanme> / <password>
<Return>, and the statement or series of statements to be executed.
For all other DBA functions, enter "connect i nt er nal " <Return>, and the

command(s) necessary to perform the intended operation(s). Refer to the
current revision of the ORACLE Utilities User's Guide for further information.

NOTE: SQL commands can be entered in either upper- or lower-case.

c. Toexit SQL*DBA, enter:

Exi t

NOTE: During a shutdown or startup of the database server, ORACLE shutdown and startup
ishandled by scriptsinvoked by the operating system.

A.151 Database Startup. Follow these stepsto start up a database:
a. Log onto the database server if necessary.
b. Invoke SQL*DBA:

1. Enter:

sql dba | rode=y

or

node=l i ne <Return>.
2. Atthe SQLDBA> prompt, enter:
connect i nternal <Return>.
3. Enter:
st art up <Return>.

(ORACLE will automatically start an instance, mount, and open the database.)
Observe the display of messages acknowledging the startup of the database.

4. Toquit SQLDBA when done: enter

A-183 CH1



GCCS-SAM-2.2
Rev 0
January 6, 1997

Exit.

A.1.5.2 Database Shutdown. An ORACLE database can be shut down using one of three
options.

SHUTDOWN NORMAL
ORACLE waitsfor currently enrolled users to disconnect from the database,
prohibits new users from logging, closes and dismounts the database, and shuts
down theingtance. Shutdown normal is accomplished via the "shutdown" or
"shutdown normal" command.

SHUTDOWN IMMEDIATE
ORACLE immediately terminates any current client SQL statement being
processed (does not wait for users currently connected to the database to
disconnect) and rolls back the uncommitted statements. (This option should be
used when a reboot or power shutdown is anticipated, or when the databaseis
functioning irregularly.) Shutdown immediate is accomplished by entering
"shutdown immediate" instead of "shutdown." Thiswasan early shutdown
option for GCCS.

SHUTDOWN ABORT
Following shutdown abort option, the database instance is aborted immediately,
uncommitted transactions are not rolled back, and the next startup of the
database will require instance recovery procedures (automatically performed
during database startup). (In earlier versions of ORACLE this option was used
only when both normal and immediate shutdown failed, or when having difficulty
starting a database.) Under normal GCCS circumstances, the shutdown abort
option isthe default condition. It isnot asviolent asthe nameimplies, and it
ensures the database shuts down.. Shutdown abort is accomplished by entering
"shutdown abort" instead of "shutdown."

These steps are required to shut down an open database:
a. Enter:
sql dba | node=y <Return>.
b. Enter
connect i nternal <Reurn>.

c. Enter
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shut down nor nmal
or
shut down i medi at e
or
shut down abort <Return>.

(ORACLE will automatically close and dismount the database and shut down the
instance.)

Observe the display of messages acknowledging the startup of the database.
d. To quit sgldba when done, enter:
Exit.
A.16 Accessing SQL*PLUS. SQL*Plusisan ORACLE tool that enables usersto use
Structured Query Language (SQL) or Procedural Language/Structured Query Language
(PL/SQL) to query, update, delete, create, and modify databasetables. In GCCS, SQL*Plus

isusually invoked via corresponding UNIX account (sometimes referred as the OPS$
account), as shown:

sql plus /
To invoke SQL*Pluswith an internal ORACLE account, enter:
sql pl us
at the operating system prompt,
{user nane}
at theuser name prompt (where { username} isa valid ORACLE account name), and
{passwor d}

at the passwor d prompt (where { password} isthe password associated with the user name
provided).

Thesql > prompt is displayed, enabling the entry of SQL commands. Refer to the current
revision of the ORACLE SQL Language Reference Manual or SQL* PLUS User's Guide for
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more information on SQL commands.

NOTE: User accessto SQL*PLUS s adata security problem. JOPES users should not have
accessto SQL*PLUS or any COT S database browser, because they have JOPES
Core Database access, and the use of SQL*PLUS would allow them to bypass the
security measures incorporated in the JOPES applications.

NOTE: SQL commands can be entered in either upper- or lower-case.

A.1.7 Passwords. Each ORACLE database user account requires both an ORACLE user
name and password. User accounts are created by the DBA. Asrequired, the DBA can
change privilegesfor any user. For security and monitoring purposes, the ORACLE user
account istied to the UNIX account. Thus, a separate ORACLE password is not required
and isnot provided. Creating user accountsis described in Section 9.

In GCCS, user names are created as "identified externally." These are also referred to as
OPSS$ accounts. Thisallows for automatic logins to the database during which ORACLE
reads the UNIX operating system user account to authenticate each user's status. This
process eases user logon into ORACLE. ORACLE users can be externally logged onto
ORACLE-based applications. Thus, an application or tool can be invoked without having to
manually enter <username> and <password> each time the database is accessed.

Example: to invoke sqlplus on an Xterm from within a specific user account, enter:
"sqgl pl us /", thenthesql > prompt appears.

A.1.8 Maintaining SQL*Net. SQL*Net is ORACLE's remote data access software and enables
client/server communications across the network. GCCSis currently running both SQL*Net Version 1
and SQL*Net Version 2. Verson 1 isavailable only for any backwards-compatibility situationsand
long-term support is not guaranteed.

For an application on a client machine to communicate with the ORACLE database, there must exist a
listener to field the requests and forward them to the specified database. There are currently two
ligtenersrunning in GCCS, one for the SQL*Net V1 interfaces, orasrv, and one for the SQL*Net V2
interfaces, tnslsnr. The listeners run only on the database server. The network protocol is TCP/IP,
GCCS exigs on thissingle protocol community.

In order to run the several SQL*Net tools described below:

su - oradba

A.19 SQL*Net V1. Todetermine whether SQL*net V1 isrunning on the database server:

tcpctl stat

alternately:
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ps - ef | grep orasrv

where orasrv isthe name of the V1 listener on the database server to start the V1 server:
tcpctl start

Tostopthe V1 server:
tcpctl stop

The connection string of the V1 connection could, for example, be set:

T: dbser ver : GCCS

A.1.10 SQL*Net V2. Thedefault ORACLE network connection for GCCSis SQL*Net
V2.1. Sourcing the ORACLE environment, therefore resultsin (among other things)

TWO TASK = gccs.world

where gccs.world is a connection string that identifies the local ORACLE database server.
Thisisdescribed in greater detail below. To determine whether SQL*Net V2 isrunning on
the database server:

I snrctl stat
Alternatdly:
ps -ef | grep tnslsnr

where tnslsnr isthe name of the V2 listener on the database server machine. |If it becomes
necessary to start the V2 listener:

I snrctl start
To stopthe V2 server:

I snrctl stop

There are three ascii files associated with the V2 software. On the GCCS database server
they are stored in the /var/opt/oracle directory. These are:

| i stener.ora
t nsnanes. ora
sqgl net.ora

For the client machines, only tnsnames.ora and sglnet.ora exist under /var/opt/oracle. If it

becomes necessary to edit these files, a UNIX editor such asvi can be used. One must be
careful not to inadvertently add or delete any "extra characters' in thesefiles, in particular,
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trailing parentheses. Thesefiles can also be maintained via the GUI tool Netman, whichis
discussed below.

Examples of valid V2 connection strings are:

gccs. worl d
acc_db.world
nmce_db. nnce. gcc. sm |

The default GCCS connection string, that valueto which TWO_TASK issdt, isgccs.world,
which references the local database server machine. Thefile /var/opt/oracle/tnsnames.ora
defines the connection information. Thisfile contains data for each of the principal JOPES
Core Database serversin addition to the local database server. If thelocal server isa JOPES
Core Database, then it may be identified twicein thisfile.

A connection string, also called a service name, maps to a connect description stored in the
network configuration filetnsnames.ora. A connect description is a specially formatted
description of the destination for a network connection, consisting of sets of keywords and
values. It liststhe communities of which the client is a member, the community protocol, e.g.,
TCP/IP, hogt name (or alternately, |P address) and the UNIX port number allocated. The
tnsnames.ora file resides on each client and database server machine. 1f connection data
changes them, each copy of thisfile should be updated. Thisoneroustask will be eventually
(or soon) replaced by a centralized maintenance scheme.

A.1.11 ORACLE Network Manager. The network manager, netman isa GUI tool
provided by ORACLE to facilitate maintenance of the SQL*Net V2 data. Network
management is divided into a number of components, which are depicted on the main window
as.

Domain

Community (protocol)
Node

Protocol Interchange
Database Ligtener
ORACLE Database
ORACLE Gateway
Name Server

Client Profile

Local Region

Service Names Alias
SQL*Net V1 Connect String.

The following steps briefly describe the procedure to follow to update the
/var/opt/oracle/* .ora files usng the network managers:

1. setenv DI SPLAY | ocal _machine:0.0
2. netman
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Two windows pop up, one behind the other. The front window lists the network components
aslisted above. From the back window sdlect File and then New or Open. If Open is
selected, the filter window pops up with two choices:

File System
Dat abase

Select File System and OK.

The resulting pop-up window has a Filter area, Directories and Files scroll areas, and an
OPEN FILE line. Enter either afully-qualified File name or use the Filter key, Directories,
and Filesto override the current sdlection. Filenamesend in"NET", eg., GCCS DB.NET.

Press OK. Inthe main window, there are (at least) two entriesin the right-hand scroll area,
root and World. If Community is selected instead of Domain, TCP/IP shows up on theright.
Any of the right-side entries can be selected and edited. Probably the most common change
will bethe HOST fidd under the Database Listener selection. After selecting a particular
database listener, edit it. Inthe Addresses area that appears, double-click on TCP:1526,
make the necessary changesin the "Host" line of the resulting window, and select OK to exit
each window.

When all changes have been entered, select Save or Save As under the"File' menu, then
select Validate. If all objectsare valid, sdect Generateto a File System.

A directory for each Listener is generated, and each contains a listener.ora, tnsnames.ora,
and sglnet.ora file. Because GCCS sites are identical from a configuration standpoint, the
filesfrom any one of these directories can be disseminated onto the server and client
machines.

To shut down the SQL*Net V2 listener, before editing thesefiles, on the database server
machines as oradba enter:

I snrctl stop

Save ("mv") the exigting three filesin /var/opt/oracle and copy the new onesin their place.
Restart the listener:

| snrctl start

A.1.12 Full System Export. To export the entire database, for whatever reason, including
backup or to populate another machine, the following file can be created as described bel ow:

File exp_full.par:

userid = system
full =Y

conpress = N

file = exp_full.dnp
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log = exp_full.log

To run, go to the directory where the export will reside and enter:

exp parfile=exp_full.par

Y ou will be queried for the ORACLE "system" password. oradba will need privilegesto
writeinto that directory. Allow 700 MB for the export file.

Alternatively, there may be export procedures provided by SMDB (the JOPES Core
Database).

A.1.13 Creating New User Tables. Each GCCS user has higher own account in the
ORACLE database. Users can create tables using SQL*Plusif they have accessto it, usually
viaan xtern. The new tables are stored in the user's default tablespace. The ORACLE SQL
Language Reference Manual and the ORACLE SQL* Plus User's Guide provide more
information on the available commands. Thisisnot anormal GCCS activity.

A.1.14 Correcting Database Fragmentation. A message pileup occurs when the
maximum number of extentsfor atableisexceeded. The following procedure providesa
solution to this problem:

a. Astheowner of the data, export the relevant table using the ORACLE export
command (enter exp and the export target, then respond to the program queries).

b.  When running the export command, answer no to the query "Compress extents?"

Drop the relevant table using SQL*Plus.

d. Import the saved table by using the ORACLE import command (enter "i np" and
the import target, then respond to the program queries) and answering yes.
Ensure that the answer to "i nport grant s?" isyes.

o

This procedure must be accomplished without any user or process accessing the relevant
table.

A2 Determining Free Spacein a Tablespace. TBS
A3 Database Monitor Routines

The ORACLE routines described in this appendix are used to monitor the state of the
database. They can help to avoid problems and aid in troubleshooting errors, especially when
problems occur while adding users. The reports generated by these routines indicate when the
system tablespace in full. Adding another file to the system tablespace can often correct these
problems.

These utilities are very useful when a tablespace becomestoo full or when a database object
attemptsto exceed its MAX_EXTENTS. The database can be monitored daily and status
reports can be produced. This process enables the DBA to spot and eliminate many potential
problems before they occur. Also, the routines enable the DBA to regulate and schedule
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some of the database "repair work."

These ¢ shell routines can be run daily by placing them in the DBA'scrontab file. When this
is done, the routines will access the database at the designated time and will create an output
file containing useful information about database storage space. The cript file can
concatenate the information files and e-mail them to interested parties. The programs were
designed to be run weekly, but they can easily be run daily. It requires one month to
accumulate a usable amount of datain the CHANGED column of the reports.
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APPENDIX B. ENGINEERING EVALUATION OF PC X-SERVERS AND
PC TCP/IP PRODUCTS

B.1 I ntroduction

Originally, Transmission Control Protocol/Internet Protocol (TCP/IP) was used only with
UNIX workstations and mainframes;, TCP/IP is now availableto all popular desktop
Operating Systems (OSs) and platforms. TCP/IP provides a smple, standardized means of
connecting large, heterogeneous networks. Working with TCP/IP are PC X-Servers, which
provide to PCsthe ahility to display X Windows-based applications found on UNIX
workstations, thereby allowing usersto keep their favorite PC applications while gaining the
ability to run applications found on big UNIX workstations.

This appendix describes the evaluation of four PC X-Servers and two TCP/IP products that
were hominated as GCCS Common Operating Environment (COE) applications.

B.2 Evaluation Criteria and Product Evaluated
B.2.1 PC X-Servers

B.2.1.1 Criteria. PC X-Serverswere evaluated based on the criteria listed bel ow:

Networking: Did the X-Server work with many networking products and was the interface with
those products well documented?

Features: Arethe networking tools and desktops that the X-Server provides useful and
valuable?

I nstallation: Did the X-Server offer sandard and custom installs? Were multipleingallations

needed to load other required networking packages? Did the X-Server find the
existing network? Wasit easy to configure the server? Will it be easy to start X

clients?
Per for mance: Did the clients start quickly? Was interactive performance acceptable?
Stability: Did clients crash the server or suffer from X errors? Are enough winsockets available

for multiple X windows?

Documentation:  Wasit complete and thorough? Did it provide specific information about supported
network interfaces?

B.2.1.2 Products Evaluated. Thefollowing PC X-Server products were eval uated:
o eXceed 4 for Windows by Hummingbird Communications L td.
» XoftWare/32 for Windows by AGE Logic, Inc.
o PC-Xware by Network Computing Devices, Inc.
» Reflection-X by Walker Richer and Quinn, Inc.

B.2.2 TCP/IP Products. The TCP/IP productswere judged on Six main categories: setup,
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performance, documentation, support, value, and winsockets. The category of performance
was divided into three subcategories. RAM consumption, Network File Syssem (NFS), and
filetransfer. The categoriesare listed bel ow.

B.2.2.1 Criteria.
Setup:

Per for mance:

Documentation:

Support:
Value:

Winsockets:

How easy or difficult was each application to ingtall and did the vendor provide an
intuitive, interactive interface for the process?

How much memory did the TCP/IP products consume? How fast wasthe TCP/IP
stack as measured using the Socket Wrencher test tool ?

Isthe documentation accurate, did it provide useful diagrams and a comprehensive
index?
Istechnical support available?

The value of the product will de determined by its overall performance, ease of use,
features, and bundled utilities provided.

How many winsockets are supported? What type of driver implementation is used?
(Please refer to Appendix B for a detailed description of the different driver
implementations.)

B.2.2.2 Products Evaluated. The following TCP/IP products were evaluated:

¢ Microsoft VxD 32 TCP/IP.
e Chamedeon/NFS TCPH/IP.

B.3 PC X-Server Products

B.3.1 Summary of Findings. The product eXceed 4 for Windows is comprehensive, with
agood szt of features, easy ingtallation, and good documentation. It also had the most
problems running GCCS mission applications. |t wasimpossible to move or iconize the
UCCS session manager banner using eX ceed 4 for Windows, and the TPFDD editor crashed
in certain instances. Reflection-X worked well and installed easily but was confusing to use,
thereby making it a more difficult package to integrate with GCCS. NCD’s PC-Xware has
simple organization, allows remote configuration, and currently hasthe best user interface.
However, PC-Xware was also unable to move or iconize the session manager banner. If
being unable to move or iconize the on manager banner is unimportant, PC-Xware may
serve GCCSwell. XoftWare/32 isa comprehensive package without obvious flaws. 1tis
well organized and ssmpler to use then any of the other packagesreviewed. It worked the best
with GCCS applications during the evaluation period. It isalso the least expensive.

B.3.2 Product Reviews

B.3.2.1 eXceed 4 for Windows

B.3.2.1.1 Product Overview
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Vendor/Product:  Hummingbird Communications Ltd./eXceed 4 for Windows
Phone: 415-917-7300
Fax: 415-917-7310
Address; 480 San Antonio Rd., #100
Mountain View, CA 94040

B.3.2.1.2 Product Description. Hummingbird's eXceed 4 for Windowsis a PC-to-
UNIX/X Windowsintegration software suite that allows PCs running Microsoft Windows to
display and utilize X applications running on host computers, such as UNIX and VMS.

e Main Server Features:

- 32-bit PC X-Server.

- Windows based ingtallation/configuration.

- Network adminigtration facilities.

- X11R5 compliance.

- Bundled VxD-based TCP/IP network software.

- Serial accessto X hosts over telephone lines, using eX ceed/Xpress.

- Single and multiple windowing modes.

- Host based (Motif, OpenL ook, etc.) or local window managers (either
Windows or Hummingbird's own local Matif-like window manager may be
used asthe local window manager).

- eXceed Basic scripting language (proprietary).

- Launch Pad and Virtual Desktop facilities.

- X Development Kit, to develop and run X Windows clients locally, on your
PC.

o Communications Features:

Many start-up methods, including:

- TELNET, REXEC, RSH, RLOGIN, dterm, PCX$SERVER, XDMCP,
hRPS.

- Support for local XDMCP Display Manager Chooser, presenting alist of
hosts willing to manage the X display.

- Application start-up options, such as X start point and click start-up of X
and character-based non-X applications, and X session drag-and-drop, point
and click start-up of multiple X, Windows, and non-X applications.

- Includesanicon library for custom icon installation for X start, W start, and
X session Trangport Monitor provides visual feedback of transport activity.

- Tenet support for VT320/220/100/52 emulation.

* File Transfer and Management Features:
- FTPsupportsgraphical drag-and-drop file transfer and directory
management.
- Local printing and eXceed Basic script driven file transfers.
- Supports Active FTP connections.
- Connection to Internet FTP servers.

*  Printing and Security Features:
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- LPD: supportsqueued printing on a PC printer from a UNIX host.

- LPR: allowsWindows applications on a PC to transparently print to UNIX
host printers.

- XDMCP security.

- Host Access Control Ligt, restricting server access to authorized hosts.

- User level access control.

- Systems Administrators can restrict settings that users configure, etc.

» Font, Display, Keyboard, and Mouse Features.
- X11RS5 font support.
- Full interactive support for all font naming and alias schemes.
- Automatic font subgtitution.
- Unlimited font size.
- Hundreds of X fonts provided in Microsoft Windows format.
- Display performance tuning.
- 24-plane graphics board and TrueColor support (up to 16 million colors).
- Three-button emulation on two-button mouse.
- Graphical keyboard configurator, providing visual representation and editing
of keyboard file mapping.
- 17 international keyboard mappings.

*  Network Transport Support:

- eXceed 4 provides both Microsoft's VxD-based TCP/I P and Super TCP for
Windows. eXceed 4 for Windows also supports 22 other TCP/IP trangports,
plus DECnet, UNIXWare IPX/SPX, and all transports complying with
Windows Sockets API.

» Hardware and Software Requirementson Y our PC:

- IBM compatible 80386, 80486, or Pentium-based PC.

- Microsoft Windows 3.1 or higher.

- Minimum 4 MB memory.

- Hard disk drive: minimum 11 MB for storing software.

- 144 MB disk drive.

- Microsoft Windows supported mouse.

- Cadlor or analog monochrome monitor.

- Microsoft supported graphics adapter.

- TCP/IPtransport provided with eXceed 4 for Windows, WinSock 1.1, or
one of the many supported transports.

B.3.2.1.3 Product Evaluation. eXceed's setup program provides a Personal, User,
Shared, or Copy ingtallation. The differences were well-explained. The Personal option was
salected, since that isthe norm for a sandalone PC. |nstallation was Windows-based and was
easy to follow, although a longer ingtall time was needed when compared to the other
products.

eX ceed supports many TCP/IP stacks and thus had no problem recognizing the TCP/IP
stacks used in the evaluation. A number of networking tools and features are provided. The
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interface for eX ceed was much more difficult to use compared to XoftWare/32 and PC-

Xware.

The product successfully ran all GCCS applications with some minor tuning. For example,
100dpi fonts must be installed for the CAFM S applications and “ preserve system colors’
should not be selected since this crashed the DART TPFDD editor. The UCCS on
manager banner could not be moved or iconized, thereby making the X console and Xterm
windows difficult to manipulate as their banner bars remained underneath the UCCS session
manager bar. This makesthe GCCS applications much harder to use.

Table B-1 depicts the results of the evaluation of eXceed 4 for Windows.

TableB-1. Evaluation Criteria of eXceed 4 Windows

Networking

Provides support for many TCP/IP stacks?

Supports most well known TCP/IP stacks.

Features

Are networking tools useful and valuable?

Are desktop tools useful and valuable?

Has the greatest number of tools, most could be
provided by TCP/IP stack, but could be useful if users
requirethetools.

Y es, they help in configuration of product.

I nstallation

Provides standard and custom installs?

Has multipleingtall options, such as personal, shared,
custom.

Wasisit easy to start X clients?

Were multipleingtallations needed of other No.

packages?

Did the X-Server find the existing TCP/IP Y es, Window socket 1.1.
gack?

Was X-Server easy to configure? Yes.

Y es, allowed icons to be built instead of using launch
dialog.

Perfor mance

Did clients start quickly?

Was interactive performance acceptable?

Yes

Y es, once speed control s were set to maximum (may
depend on your hardware).

Stability
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TableB-1. Evaluation Criteria of eXceed 4 Windows (Cont.)

Did clients crash the server or suffer from X Y es, caused DART to crashif preserve system colorsis
errors? selected (see Table B-2).

Are enough winsockets available for many X Y es, thisis dependent on TCP/IP stack.
windows?

Documentation

Wasit complete and thorough? Yes.
Wasinformation provided about supported Yes.
TCP/IP gacks?

B.3.2.2 XoftWare/32 for Windows
B.3.2.2.1 Product Overview

Vendor/Product: AGE Logic Inc./XoftWare/32 for Windows 3.01

Phone: 619-455-8600
Fax: 619-597-6030
Address: 9985 Pacific Heights Blvd.

San Diego, CA 92121

B.3.2.2.2 Product Description. XoftWare/32 for Windows provides 32-bit performance,
X11R5 server technology, network enhancing utilities, remote access capabilities.

e Main Server Features:
- 32-bit PC X-Server.
- Windows based ingtallation/configuration.
- lconized login and startup system.
- Cut and paste tool for sharing information between UNIX and Microsoft
Windows.
- X11R5 compliance.
- TrueColor support.
- Single and multiple windowing modes.
- Host based (Motif, OpenL ook, etc.) or local window managers (you may
utilize Windows as your local window manager).
- Cascade X Window Focus Policy.
- X style Panning.
- Automatic font subgtitution.
- Color Map reservation system.

o Communications Features:
Many start-up methods, including:
- TELNET, REXEC, RSH, RLOGIN, XDMCP.
- Support for local XDMCP Display Manager Chooser, presenting alist of
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hosts willing to manage the X display.

- Application start-up options, and X session drag-and-drop, point and click
start-up of multiple X Windows, and non-X applications.

- Includesanicon library for custom icon ingtallation; Transport Monitor
provides visual feedback of transport activity.

File Transfer and Management Features:

- FTPsupports graphical drag-and-drop file transfer and directory
management.

- Supports Active FTP connections.

- Connection to Internet FTP servers.

Printing Features:
- Print Re-route enables networked usersto re-direct multiple UNIX print
jobs.

Font, Display, Keyboard, and Mouse Features.

- X11RS5 font support.

- Full interactive support for all font naming and alias schemes.

- Automatic font subgtitution.

- Display performance tuning.

- 24-plane graphics board and TrueColor support (up to 16 million colors).

- Three-button emulation on two-button mouse.

- Graphical keyboard configurator, providing visual representation and editing
of keyboard file mapping.

Network Transport Support:

- XoftWare/32 supports many other TCP/IP transports, plus DECnet,
UnixWare IPX/SPX, and all transports complying with Windows Sockets
API.

Hardware and Software Requirements:

- IBM compatible 80386, 80486, or Pentium-based PC.
- Microsoft Windows 3.1 or higher.

- Minimum 2 MB of extended memory.

- Hard disk drive: minimum 6 MB for storing software.
- 144 MB disk drive.

- Microsoft Windows supported mouse.

- Cadlor or analog monochrome monitor.

- Microsoft supported graphics adapter.

- TCP/IPtransport.

Product Evaluation. Installation of XoftWare/32 for Windows was the easiest

of all the productstested. The Windows-based installation program was straightforward and
easy to use. XoftWare/32 also had no problem determining the TCP/IP stack in use and
worked well with both TCP/IP tested stacks. Documentation was good and easy to

understand.
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XoftWare/32 supports a full set of application start-up techniques, including Telnet, remote
commands (rexec, rsh, and rlogin), and XDMCP. Although XoftWare/32 provides no
independent desktop, it does have easy-to-use tools to createiconsthat start remote X clients.

One major feature of XoftWare/32 isthe ability to run aremote X Window manager
simultaneoudy with MS Windows manager. This makesthe use of MS Windows
applications and X Windows applications much easier for the user. While not the most
feature-rich X-Server tested, XoftWare/32 provides an uncomplicated product that should be
easy to integrate and install at GCCS sites. This strategy has meant success for AGE, gaining
them major customers and government agencies. AGE supplies the underlying software to
other X-Servers sold by FTP Software; Spry Inc.; Distinct Corp.; and Walker, Richer, &

Quinn (Reflection-X).

XoftWare/32 ran all GCCS applications tested except GSORTS 1.0. One mgjor difference
that X oftWare/32 provided over eXceed and PC-Xware was that the session manager banner
can be moved or iconized if desired, thereby making X console and Xterm windows readily
availableto the user. This makes GCCS applications much easier to use and more
manageable. Ancther differenceis*” preserve system colors’ should not be toggled on so
DART colorswill display properly. If thisoption is seected toggled on, DART will work

although the colors will not be correct.

Table B-2 depictsthe evaluation criteria of XoftWare/32 for Windows.

Table B-2. Evaluation Criteria of XoftWare/32 for Windows

Networking

Provides support for many TCP/IP stacks?

Supports most well-known TCP/IP stacks; comes
bundled with Novell TCP/IP.

Features

Are networking tools useful and valuable?

Are desktop tools useful and valuable?

Providesjust TELNET and FTP, which are easy to
use.

Yes

I nstallation

Provides standard and custom installs?

Were multipleingtallations needed of other
packages?

Did the X-Server find the existing TCP/IP stack?
Was X-Server easy to configure?
Wasisit easy to start X clients?

Provides default and custom installs.
No.

Y es, both Chameleon and Microsoft.
Y es, one of the easiest to use and configure.

Y es, provided ability to make icons.
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TableB-2. Evaluation Criteria of XoftWare/32 for Windows (Cont.)

Performance

Did clients start quickly? Yes.

Was interactive performance acceptable? Y es, one of the fastest.

Stability

Did clients crash the server or suffer from X errors?  No.

Are enough winsockets available for many X Y es, depends on TCP/IP gtack in use.
windows?

Documentation

Wasit complete and thorough? Yes.

Was information provided about supported TCP/IP  Yes, but hot comprehensive, except for Novell,
stacks? which comes bundled.

B.3.2.3 PC-Xware
B.3.2.3.1 Product Overview

Vendor/Product: Network Computing Devices Inc./PC-Xware 2.01
Point of Contact:

Phone: 503-641-2200/800-PCX-WARE
Fax: 503-643-8642
Address: 9590 SW Gemini Dr.
Beaverton, OR 97005
Pricing: $545.00 single user, discounts available for multiple copies

B.3.2.3.2 Product Description. PC-Xware integrates UNIX and Windowsonthe PC in
the Microsoft Windows environment. With Folder Tabs, users can navigate through
PC-Xware's features to display UNIX graphic and character-based applications alongside
local PC applications. PC-Xware lets userstransfer UNIX filesto their PC and print UNIX
documentsto alocal printer. PC-Xware features a 32-bit PC X-Server, Tenet for VT320
terminal emulation, an integrated 32-bit VxD TCP/IP stack, support for 15 other TCP/IP
protocolsincluding WinSock, and XRemote for serial line connections. To help administer
the software, PC-Xware includes site ingtallation capabilities, and remote diagnostic and
configuration control.

e Main Server Features:
- X11R5 compliance.
- Simple Image Extension.
- XDM protocol.
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- 32-bit PC X-Server.

- Windows-based installation/configuration.

- lconized login and startup system.

- Cut and paste tool for sharing information between UNIX and Microsoft

Windows.

- TrueColor support.

- Single and multiple windowing modes.

- Host-based (Matif, OpenL ook, etc.) or local window managers (you may
utilize Windows as your local window manager).

- X style Panning.

- Automatic font subgtitution.

- Color Map reservation system.

Communications Features:

Many start-up methods, including:

- TELNET, REXEC, RSH, RLOGIN, XDMCP.

- Support for local XDMCP Display Manager Chooser, presenting alist of
hosts willing to manage the X display.

- Includesanicon library for cusomicon ingtallation. Transport Monitor
provides visual feedback of transport activity.

File Transfer and Management Features:

- Filesarver ingallation.

- Remote configuration.

- SNMPwith NCD MIB extensonsfor X.

Printing Features.
- Print Re-route enables networked usersto re-direct multiple UNIX print
jobs.

Font, Display, Keyboard, and Mouse Features.

- X11RS5 font support.

- Full interactive support for all font naming and alias schemes.

- Automatic font subgtitution.

- Display performance tuning.

- 24-plane graphics board and TrueColor support (up to 16 million colors).
- Three-button emulation on two-button mouse.

Network Transport Support:

- IncludesVxD TCP/IP kerndl.

- Includes XRemote serial protocol.

- Supports 15 other TCP/IP stacks, including WinSock.
- DECnet viasupport of DEC Pathworks.

Hardware and Software Requirements:
- IBM compatible 80386, 80486, or Pentium-based PC.
- Microsoft Windows 3.1 or higher.

A-201 CH1



GCCS-SAM-2.2
Rev 0
December 17, 1996

- Minimum 6 MB of extended memory.

- Hard disk drive: minimum 7 MB for storing software.
- 144 MB disk drive.

- Microsoft Windows supported mouse.

- Cadlor or analog monochrome monitor.

- Microsoft supported graphics adapter.

- TCP/IPtransport.

B.3.2.3.3 Product Evaluation. PC-Xware installation was easy and provided the most
user-friendly interface of all the packages. PC-Xware comes bundled with it own TCP/IP
stack from NCD; however, the product had no trouble determining the stack in use for the
test. It worked wdll with both Chameleon and Microsoft’s TCP/I P stack.

Two features of PC-Xware that are worth mentioning are remote management and
monitoring. These features allow usersto view TCP/IP use and resources while the UCCS
desktop was running. Product documentation on how to use and setup the product was good.

PC-Xware ran all GCCS applications tested, except GSORTS 1.0. One magjor difference that
PC-Xware could not provide over XoftWare/32 and Reflection-X wasthe UCCS on
manager banner

could not be moved or iconized, thereby making X console and Xterm windows difficult to
manipulate. This makes GCCS applications much harder to use.

Table B-3 depictsthe evaluation criteria of PC-Xware.

Table B-3. Evaluation Criteria of PC-Xware

Networ king

Provides support for many TCP/IP stacks? Y es, supports most well known TCP/IP stacks,
comes bundled with NCD own stack.

Features

Are networking tools useful and valuable? Yes, but hasonly TELNET and FTP.

Are desktop tools useful and valuable? Y es, the most user-friendly.

I nstallation

Provides standard and custom ingtalls? Yes.

Were multipleinstallations needed of other No.

packages?

Did the X-Server find the existing TCP/IP stack? Y es, both Chameleon and Microsoft.

Was X-Server easy to configure? Yes.

Wasisit easy to start X clients? Y es, icons can be built instead of using startup
dialog.
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Table B-3. Evaluation Criteria of PC-Xware (Cont.)

Performance

Did clients start quickly? Yes.

Was interactive performance acceptable? Y es, performed very equal to other when set at
highest speed.

Stability

Did clients crash the server or suffer from X errors?  No.

Are enough winsockets available for many X Y es, depends on TCP/IP stack used.

Windows?

Documentation

Wasit complete and thorough? Yes.

Was information provided about supported TCP/IP ~ Yes.
stacks?

B.3.2.4 Reflection-X
B.3.24.1 Product Overview

Vendor/Product: Walker Richer & Quinn, Inc./Reflection X 4.1
Point of Contact: Sales

Phone; 800-872-2829
Fax:
Address; 1500 Dexter Avenue North

P.O. Box 31876
Seattle, WA 98103-1876
Pricing: Single-user; discounts available for multiple copies

B.3.24.2 Product Description. Verson 4.1 of Reflection-X delivers TCP/IP connections
for Windows, DECnet support, Windows Management, TrueColor support and many other
featuresto help assist usersin PC-to-UNIX connectivity. Reflection-X isbased on AGE's
XoftWare/32.

e Main Server Features:
- 32-bit PC X-Server.
- Windows-based installation/configuration.
- lconized login and startup system.
- Cut and paste tool for sharing information between UNIX and Microsoft
Windows.
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- X11R5 compliance.

- TrueColor support.

- Single and multiple windowing modes.

- Host-based (Matif, OpenL ook, etc.) or local window managers (you may
utilize Windows as your local window manager).

- Cascade X Window Focus Policy.

- X style Panning.

- Automatic font subgtitution.

- Color Map reservation system.

Communications Features:

Many start-up methods, including:

- TELNET, REXEC, RSH, RLOGIN, XDMCP.

- Support for local XDMCP Display Manager Chooser, presenting alist of
hosts willing to manage the X display.

- Application start-up options.

- Includesanicon library for custom icon installation.

File Transfer and Management Features:

- FTPsupports graphical drag-and-drop file transfer and directory
management.

- Supports Active FTP connections.

- Connection to Internet FTP servers.

Printing Features.
- Print Re-route enables networked usersto re-direct multiple UNIX print
jobs.

Font, Display, Keyboard, and Mouse Features.

- X11RS5 font support.

- Automatic font substitution.

- Display performance tuning.

- 24-plane graphics board and TrueColor support (up to 16 million colors).
- Three-button emulation on two-button mouse.

Network Transport Support:

- IncludesVxD TCP/IP kerndl.

- Includes XRemote serial protocol.

- Supports other TCP/IP stacks, including WinSock.

Hardware and Software Requirements:

- IBM compatible 80386, 80486, or Pentium-based PC; (80486 or better is
recommended).

- Microsoft Windows 3.1 or higher.

- Minimum 2 MB of extended memory (8 MB recommended).

- Hard disk drive: minimum 9.5 MB for storing software.

- 144 MB disk drive.
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- Cadlor or analog monochrome monitor.
- Microsoft supported graphics adapter.

- TCP/IPtransport.
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Product Evaluation. Ingtallation of Reflection-X for Windows was

graightforward, but very lengthy. Reflection-X had no problem determining the TCP/IP
stack in use, and worked well with both tested TCP/IP stacks. Documentation was good but

not very well organized.

Reflection-X supportsa full set of application start-up techniques, including Telnet, remote
commands (rexec, rsh, and rlogin), and XDMCP. The interface to setting up the softwareis
more difficult than most of the other packages. The large number of dialog boxes can

become confusing.

Reflection-X ran all GCCS applicationstested except GSORTS 1.0. One major difference
that Reflection-X provided over eXceed and PC-Xware was the UCCS session manager
banner can be moved or iconized, thereby making X console and Xterm windows available to
the user with a click of the mouse button. The underlying software for Reflection-X is
supplied by XoftWare/32. Table B-4 depictsthe evaluation criteria of Reflection-X.

Table B-4. Evaluation Criteria of Reflection-X

Networking

Provides support for many TCP/IP stacks?

Y es, most well-known TCP/IP stacks.

Features

Are networking tools useful and valuable?

Yes, but hasonly TELNET and FTP.

Are desktop tools useful and valuable? Yes.
I nstallation

Provides standard and custom ingtalls? Yes.
Were multipleingtallations needed of other No.

packages?

Did the X-Server find the existing TCP/IP stack?
Was X-Server easy to configure?

Wasisit easy to start X clients?

Y es, both Chame eon and Microsoft.
Yes.

Not as easy as other products, had alot to sdlect in
dialog boxes.

Perfor mance

Did clients start quickly?

Was interactive performance acceptable?

Yes

Y es, with speed turned up to maximum.
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Table B-4. Evaluation Criteria of Reflection-X (Cont.)

Stability

Did clients crash the server or suffer from X errors?  No.

Are enough win sockets available for many X Y es, depends on TCP/IP stack used.
Windows?

Documentation

Wasit complete and thorough? Y es, but not very well organized.

Was information provided about supported TCP/IP ~ Yes.
stacks?

B.4 TCP/I P Candidate Products

B.4.1 Summary of Findings. The Microsoft TCP/IP stack, using VXD technology,
worked with all the PC X-Serversreviewed and provided 256 winsockets. Because this
product lacks NFS and other network tools, and requires Microsoft Windows for Workgroups
3.11, itisapoor choice for GCCS. Chameleon/NFSisextensive and friendly and provides
many network toolsthat GCCS could use, both now and in the future. It isalso avery solid
product and provides 128 winsockets through use of DLL technology. Some early TCP/IP
products, such as PC-NFS 5.1, were based on Terminate and Stay Resident technology and
are inadequate for GCCS.

B.4.2 Product Reviews
B.4.2.1 Chameleon/NFS

B.4.2.1.1 Product Overview

Vendor/Product: NetManage Inc./ChameleonNFS 4.0

Point of Contact: Tim Buckler

Phone: 408-973-7171

Fax: 408-257-6405

Address: 20823 Stevens Creek Blvd.
Cupertino, CA 95014

Pricing: $495, quantity discounts available

B.4.21.2 Product Description. Chameleon/NFS provides Microsoft Windows users
with communications applications for inter-networking in a multi-vendor network
environment. TCP/IP has emerged as the most common networking standard for linking
heterogeneous networks. TCP/IP protocol and applications are used by corporationsto join
their diverse computers together from Windows PCsto UNIX workstations, to Macintoshes,
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Table B-4. Evaluation Criteria of Reflection-X (Cont.)

to VAXes, to AS400s, to IBM mainframes. TCP/IPisalso the protocol of the Internet, the
world'slargest network. Theindustry TCP/IP standards WinSock and WinSNMP are based
on NetManage specifications.

¢  Termina Emulation

Chameleon provides Telnet, TN3270 and TN5250 terminal emulation, a Visual
Script Editor and Player applications for automating terminal emulation sessions
with a graphical Windows front end.

The Telnet application allows usersto log into any other networked computer
with aTelnet server, such asa UNIX workstation or aVAX. Terminal
emulationsinclude VT52, VT100, VT 220, TVI 950 and 955. Telnet provides
features such as"capture to file' and a button pad.

The NetManage TN3270 provides 3270 emulation, including support for model's
2, 3, 4, and 5, with extended attributes, HLLAPI interface, Hotspots, IND$file
transfer and an IBM statusline.

All emulations provide logging with playback, printing, copy and paste,
scripting, user-definable colors and fonts, and drag-and-drop keyboard
remapping.

o Client/Server File and Printer Sharing

NetManage provides a range of TCP/IP-based file and print sharing tools. File
transfer and sharing can be donewith FTP, TFTP, or NFS. All three
applications are provided as both client and server. The NetManage FTP client
provides users with a point-and-click interface. Connection profiles can be set
up in advance for sitesthat are accessed frequently. Navigation through
directory structures can be done entirely with amouse. Users can create or
rename remote directories, view, print, and rename files or use drag-and-drop to
transfer files directly to the PC hard disk. Chameleon's FTP Server allows
Windows usersto make their files available to any other host. Peer-to-peer
connections can be made between PCs as needed with full name and password
security. Printing can be done with either LPR/LPD or PCNFSD. This set of
options allows PCsto send print jobsto either UNIX systems or other PCswhile
simultaneoudy allowing UNIX workstations to print to a PC printer.

* NFSClient/Server
NetManage's NFS provides client/server functionality for the PC. You can

sharefilesand directories with any other NFS system including UNIX, IBM,
DEC, Macintosh, and other PCs.
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With NFS, it is possible to execute programs over the network or run
applicationslocally while trangparently storing data on a network server. The
NFS client can support as many as 24 network drives. All functionality is
integrated into the Windows File Manager, so accessing aremote driveisas
simple as pointing to adisk icon and clicking. All remote systems appear as
directoriesand filesin File Manager. Y ou can even transfer files between two
remote systems from your PC.

Electronic Mail

Chameeon's NEWTMail application allows usersto create, send, receive, reply,
forward, and save mail messages via Windows dialogs. Mail users can create
their own personal address books, foldering system, and write automatic rules for
filtering and filing mail. Users can send multiple attachmentssuch asa
spreadsheet using MIME (Multi-purpose Internet Mail Extensions) aseasily as
dragging and dropping filesinto thelr mail message.

The mail application supports both Simple Mail Transfer Protocol (SMTP)
running as both client and mail server. Chameleon users can create their own
mail network or integrate with existing enterprise mail systems such as Microsoft
Mail or cc:Mail viaan SMTP gateway, or send directly to UNIX mail.
Chameleon's PhoneT ag application allows users to send, receive, and file phone
messages el ectronically.

Internet Access Tools

Chameeon includes a Gopher Client, NEWTNews Internet News Reader, and
Whols. NetManage' s Gopher search tool lets usersfind information using a
keyword search, and has an interface that makes the Internet look like a directory
systemon alocal PC.

NEWTNews allows users to subscribe to Internet news groups. It ispossibleto
read, post, and follow up messages. Messages can be sorted by date, subject, or
sender to smplify finding a particular message. The Whols application allows
the user to identify people and resources on the Internet.

Network Communications and Utilities

Chameleon includes applications necessary to facilitate the operation and
adminigtration of the organization's network. Theseinclude NetRoute, a
software-only static | P router that supports Ethernet, Token Ring, FDDI, and
serial line. Other applicationsin this category include a Domain Name Server
(DNS) for directory services, ping echo locate, finger user information, and a
Bootp client. Usarscan track and display all Network Statistics for the network
interface including ARP, IP, ICMP, UDP, and TCP pratocols.
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Every Chame eon comes with an extensible SNMP Agent that runsin the
background and gathers information about the network, allowing a system
administrator to monitor the health of the network and each workstation from a
centralized network management station. The SNMP agent features multiple
Management I nformation Bases (MIBs), including MIB_I1, Windows, DOS,
Workstation, and RMON.

B.4.2.1.3 Product Evaluation. Chameeon/NFSwasvery easy toindall. Chameleon
automatically wroteto all configuration files during installation and did not require
modification to configuration files after plugging in the necessary information such as|P
address. Chameleon/NFS does not require any virtual device drivers. See Appendix D for a
more detailed discussion on TCP/IP implementations. Table B-5 lists Chameleon TCP/IP
attributes.

Chameleon/NFS transfer speeds were above average but dower than the Microsoft TCP/IP
stack. Chameleon/NFS worked with all PC X-Server packages tested with no problems
encountered. Chameleon/NFS only provides 128 winsockets, but this proved to be more than
enough for the GCCS applications tested (see Appendix C for a detailed description of driver
implementations).

The main strength of Chameleon/NFS isthe suite of Windows tools for network access, such
asFTP, Internet News Reader (which could prove useful for WIN Teleconferencing) e-mail,
NFSclient, NFS server, and DNS client and server. NetManage devotes one chapter to each
Windows application included with plenty of screen shots, diagrams, and chartsto help make
the documentati on understandabl e and easy to follow.

TableB-5. TCP/IP for PC Attributes

Chameleon/NFS Microsoft VxD WinSock

Network I nterfaces

Ethernet

Token Ring ° °
FDDI

X.25

Driver Implementation

VxD, TSR, DLL DLL VXD
Win Sockets Supported 128 256
Driver Type

Packet Driver

NDIS

oDl

SLIP
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Chameleon/NFS Microsoft VxD WinSock
PPP °
TCP/IP Servers
DNS MS Windows
SMTP
ftp MS Windows MS Windows
NFS MS Windows
Print Server MS Windows
Tftp MS Windows
Finger MS Windows
Time
Tak
Tenet MS Windows MS Windows
ftp MS Windows MS Windows
SMTP Mail MS Windows
POP2/3 Mail MS Windows
Usenet News MS Windows
Finger MS Windows
Talk MS Windows
NFS MS Windows
whois MS Windows
LPR
LPQ
LPRM
REXEC
RSH
RCP
Rlogin MS Windows
Tftp MS Windows
TN 3270 MS Windows
I P Network Tools
nsookup
Ping MS Windows
Traceroute
SNMP Agent MS Windows
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TableB-5. TCP/IP for PC Attributes (Cont.)

Chameleon/NFS Microsoft VxD WinSock
Statistics MS Windows

B.4.2.2 Microsoft VxD 32 TCP/IP
B.4.2.2.1 Product Overview

Vendor/Product: Microsoft TCP/IP-32 for Windows for Workgroups
Point of Contact: Sales

Phone: 1-800-426-9400
Fax: 1-800-727-3351
Address: Microsoft Corporation

One Microsoft Way
Redmond, WA 98052-6399
Pricing: Free; Requires Windows for Workgroups 3.11

B.4.2.2.2 Product Description. Microsoft TCP/IP-32 for Windows for Workgroups 3.11
includes Microsoft’ slatest NDIS 3 protocol stack supporting Windows for Workgroups 3.11.
Microsoft TCP/IP-32 includes a number of diagnogtic utilities, support for DHCP automatic
configuration, and industry standard Windows Sockets support for third party and public
domain TCP/IP applications such asNCSA Mosaic. This stack requires Windows for
Workgroups 3.11, and cannot execute outside of Windows (e.g., in MS-DOS before running
Windows for Workgroups).

Most Windows Sockets applications should work fine under the Microsoft VXD release.
Microsoft VXD performance compared to other stacksisvery good.

The Microsoft VXD WinSock isfocused on providing high-performance VXD transport
functionality. Since the stack supports the Windows Sockets API, public domain and
commercial Windows Sockets applications are compatible with this product. Please see
Appendix D for a more detailed discussion on VXD technology. NFS support is not planned
for this product release.

B.4.2.2.3 Product Evaluation. The Microsoft TCP/IP stack installed easily and worked
well with all PC X-Servers. The stack provides 256 winsockets, which is more than enough
for GCCS. The product does not come with any documentation in the form of amanual. The
Microsoft TCP/IP stack comes only with a crude form of Telnet and FTP that are useable, but
less capable than other products, including some public domain products.

The performance was dightly faster than that of Chameleon/NFS. (Appendix C containsa
graphical comparison of the speed of the two stacks.) The Microsoft TCP/IP stack does not
support NFS, which means a third party product would haveto used. Table B-5 providesthe
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product's TCP/IP attributes.
B.5 PC X-Server Attributes/Requirements/Features
Table B-6 depictsthe PC X-Server attributes and requirements of the candidate products.

TableB-6. PC X-Server Attributes and Requirements

eXceed 4.0 PC-Xware 2.0 XoftWare/323.1 Reflection-.

Minimum CPU 80386 (80486) 80386 (80486) 80386 (80486) 80386
(80486)

Memory Requirements 4MB (6MB) 6MB (8MB) 4MB (8MB) 4MB (8MB;

Minimum Disk Space 11MB 7™MB 13MB for default  9.5MB

Required install

Technical Support Yes Yes Yes Yes

Serial Support Xpress XRemote SLIP/PPP SLIP/PPPif
stack
supports thi:

Window Manager HWM, MS MS Windows, MS Windows or MS Window

Options Windows NCDWM X Windows or X

manager Windows

Supports host-based Motif, OpenL ook Motif, OpenLook  Moatif, OpenLook  Moatif,

remote window manager OpenL ook

Font Manager Support Yes Yes Yes Yes

Additional Resources

Required

X Windows System X11R5 X11R5 X11R5 X11R5

Supported

Backing store/save Yes Yes Yes Yes

Supported

Mouse Required Yes Yes Yes Yes

MS Windows 3.1 or Yes Yes Yes Yes

greater Required

DOS version Required 5.0 or greater 5.0 or greater 3.1 or greater 3.1 or greate

Table B-7 depicts the PC X-Server features of the candidate products.
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TableB-7. PC X-Server Features of the Candidate Products (Cont.)
Table B-7. PC X-Server Features of the Candidate Products
Features eXceed 4 XoftWare/32 PC-Xware Reflection-:
Windows
Main Server:
X11R5 compliance yes yes yes yes
Mode 32-hit 32-hit 32-hit 32-hit
Control panel-style configuration yes yes yes yes
Backing store/save unders yes yes yes yes
Local Window Manager hwm & Windows Windows & X NCDWM, Windows & -
Windows Windows Windows
Remote Window Manager yes yes yes yes
(Matif, OpenLook)
Launch Pad yes yes yes yes
Vitural Desktop yes no no no
Xtrace (debugging) yes yes no no
Scripting Language yes (proprietary) no yes no
Communications:
TELNET yes yes yes yes
RLOGIN yes yes yes yes
RSH yes yes yes yes
REXEC yes yes yes yes
Program starter - point & click yes yes yes yes
UNIX/DOSfiletransfer yes(Drag & Drop) yes(Drag & Drop) yes yes
Local Printing yes yes yes yes
Copy & paste between PC & yes yes yes yes
Host
Transport Monitor yes yes no yes
Serial Connection support optional yes yes optional
TCP/IP software included yes (SuperTCP & yes (Novell) yes (NCD yes (Reflectic
Microsoft) integrated) TCP/IP)
Security:
X11R5-XDMCP security yes yes yes no
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TableB-7. PC X-Server Features of the Candidate Products (Cont.)

Features eXceed 4 XoftWare/32 PC-Xware Reflection-:
Windows

Access Control yes yes yes no

Fonts:

X11R5-font server, scalable fonts yes yes yes yes

Auto substitution yes yes yes yes

Fonts: 75dpi, 100dpi, HP, IBM, yes yes yes yes

DEC, Misc

Font compiler (.bdf, .pcf) yes yes yes yes

Display/K eyboar d/M ouse:

PseudoColor, StaticColor, yes yes yes yes
GrayColor,TrueColor

International keyboard mapping yes yes yes yes
included

Keyboard configuration yes (graphical) yes yes yes
3-button emulation on 2-button yes yes yes yes
mouse

Concurrent Window Managers yes yes yes no

Supported Network Transports:

Microsoft VXD 32 TCP/IP 3.11a yes yes yes yes

Sun PC-NFS (Version 3.01 or yes yes yes yes

higher)

3Com 3+Open TCP yes yes yes yes

AT&T STARLAN no no no no

AT&T StarGROUP no no no no

DEC PATHWORKS for DOS yes yes yes yes

DECnet

DEC PATHWORKS for DOS yes yes yes yes

TCPIP

Microsoft LAN Manager TCP/IP yes yes yes yes

Novell IPX/SPX yes yes yes yes

SuperTCP for Windows yes yes yes (not Version Yes
4.0)

PC/TCP yes yes yes yes
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TableB-7. PC X-Server Features of the Candidate Products (Cont.)

Features eXceed 4 XoftWare/32 PC-Xware Reflection-:
Windows

Chameleon/NFS TCP/IP yes yes yes yes

Per for mance Optimization:

Graphics performance tuning yes yes yes yes

System resource usage tuning yes yes yes yes

B.6 PCs-to-UNI X Connections:; an Overview

B.6.1 Desktop to Enterprise Connections. Terminal access to enterprise-wide resources
can be an inexpensive option, but it does not take advantage of the computing power on the
desktop. Rather, thereisamiddle road, one that many organizations are finding most
appealing. Today’s client/server networking technologies are able to link PCsand
Macintoshes to and through UNIX-based servers, providing access to enterprise-wide service
while still offering users the personal freedom of applications for the desktop.

B.6.2 TCP/IP Driver Implementations. The PC-to-UNIX connection beginswith a
common network data-transmission protocol: TCP/IP. It’'sthe standard for UNIX and is
gaining popularity in the PC world. TCP/IP does not come naturally to PC systems. A
"stack" of protocolsthat interface to the network driver to process IP, TCP, and UDP packets
isneeded. Keeping thisin mind, we can look at the different implementations of TCP/IP
stacks from vendors.

B.6.3 TSR Implementation. A Terminate and Stay Resident (TSR) program is one that
loads into memory upon execution and then returns a DOS prompt, allowing the user to
perform other tasks. The TSR remains active and occupies a portion of memory until itis
either manually unloaded or removed by another action, such as rebooting the PC. For
example, if auser activatesa TSR program from the DOS prompt and then starts Microsoft
Windows and accesses a spreadshest application, the DOS TSR is ill active in memory and
running, even though the user isin a Windows application.

A TSR residesin real mode addressable DOS memory. Real mode addressable memory is
the memory between 0 K and 1024 K (or 1 MB) that istypically used for loading device
drivers and applications. Thismemory iscomprised of the conventional memory area (0 K to
640 K) and the upper memory area (640 K to 1024 K). The upper memory area can consist
of expanded memory (EMS) and upper memory (UMB) blocks.

The main concern with a Windows network protocol stack implemented asa TSR isthat it
uses a portion of real mode memory. Depending on the size and complexity of the program,
little or no memory may be available for other applications. A TSR isagood implementation
for DOS-based protocols and areliable, proven architecture for users who prefer to network
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primarily through DOS.

B.6.4 DLL Implementation. A Windows Dynamic Link Library (DLL) isonly active
when Windowsisrunning. A DLL loadsinto memory only when an application needs the
sarvicesthe DLL provides. DLLsare"dynamically" loaded and unloaded as needed by
Windows. When the application no longer needsthe DLL's services, it gets unloaded
automatically by Windows. For example, a user starts Windows and starts aremote login
application - since that application requiresthe services of the DLL, the DLL isdynamically
loaded by the Windows Scheduler. When the user finishesthe remote login session and
closes that application, Windows automatically unloadsthe DLL. A DLL implementation
enables efficient use of system resources since it has the ability to dynamically load and
unload when its services are needed.

However, aDLL isnot free from the constraints of operating in real mode memory
addressing. Windows "fixes" interrupt-driven DLL network protocol stacksinto low memory
(conventional memory). Windows-controlled memory is used to buffer (store) data and
execute network code when interrupts occur. Implementing a network protocol stack asa
DLL isashort-term solution for a Windows 3.0 or 3.1 environment. But what about
companies that want to network in both DOS and Windows, and take advantage of future
32-bit Windows rel eases?

B.6.5 TheVxD Alternative. A VxD architecture is Microsoft's recommended method for
implementing network protocol stacks. VxD technology providesthe overall best way to
implement network protocol stackswithin Windows: it takes full advantage of 386/486
architecture, it iswritten as a 32-bit module, and because it operates at the same level of
priority asthe operating system, it provides superior performance and faster response time to
applications. Applicationswritten as 32-bit implementations can talk through a 32-bit AP
directly to the VxD, without needing to go through a 32-bit to 16-bit conversion, which
reduces performance.

There are several performance advantages that a Windows VXD protocol stack hasin
comparisontoa TSR and DLL. Within Windows, a VXD provides s multaneous network
support to Windows applications as well as network applicationsinitiated from within a
Windows DOS box. A TSR also offersthis capability but, as previousy mentioned, it lacks
the ability to dynamically load or unload. In addition, a TSR can occupy a significant portion
of memory depending on the size of the program. The VxD itsdlf requiresa very small
portion of conventional memory for buffering information received from the network;
however, the amount of conventional memory the VXD occupiesis significantly lessthan its
TSR or DLL counterparts, sinceit isonly a buffer for network packets without any actual
code.

A VXD also has some significant advantagesover aDLL. First, aDLL implementationis
limited because it does not support network applicationsinitiated from a Windows DOS box.
Also, aVxD hasimproved performance over a DLL because it operates at the same level of
priority asthe operating system. When a network protocol stack handles packets, a VxD
implementation will provide faster responsetimethanaDLL. For end users, this means
faster performance for both network applications and Windows.
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B.6.6 Microsoft's Recommendation for the Future: VxD. A VxD architectureis
Microsoft's recommendation for implementing network protocol stacksin Windows 3.1 and
future versions. Microsoft also highly recommends a protected mode device driver. The
NDIS v3.0 specification defines a method by which network implementations built-in
protected mode can interface to protected mode drivers. Microsoft, through Windows for
Workgroups v3.11, hasreleased the protected mode device drivers defined in the NDIS v3.0
specification.

The combination of an NDIS v3.0 device driver and a VXD givesthe user a complete
protected mode network stack. This protected mode stack solves most of the traditional
memory consumption issuesthat TSRsand DLLs present us with, and makes the amount of
conventional memory that a network stack occupies almost non-existent.

B.6.7 Summary. A VXD isclearly theway that future Windows network protocol stacks
will beimplemented. VXD technology provides users with the ability to be aligned for future
32-bit versions. The advantagesa VXD bringsto usersinclude:

» 32-bit technology that operates at the same priority level asthe operating system
and makes full use of a PC's 386/486 architecture.

»  Superior performance for network applications.

» Thefastest network protocol stack implementation in the marketplace.

* Thesmallest possible conventional memory use.

* No need for amemory manager.

» State-of-the-art technology that iswell aligned for future operating systems and
Microsoft Windows rel eases.

TSR DLL VxD

Does not consume any DOS memory ° °
Capable of Windows memory ° °
allocation

Offers protected mode ° °
Has 32-bit code design °
Provides quick network response ° °
Supports DOS programs/NFS from ]

command line

Supports DOS programs/NFS from ° °
DOS window

Supports Windows programs/NFS ° ° °
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A VXD implementation will help meet some of the future challenges that companies using
networksface. For those companies who want to migrate to future versions of Windows and

keep up with networking technology, a VXD will soon become the preferred method for
protocol stack implementation.
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APPENDIX C. MSQL DATABASE ADMINISTRATION GUIDE
Ci1 I ntroduction

Mini Structured Query Language (SQL), or mSQL, isalightweight database engine designed
to provide fast accessto store data with low memory requirements. Asits nameimplies,
mSQL offersa subset of SQL asitsquery interface. Although it only supports a subset of
SQL (no views, subqueries, etc.), everything it supportsisin accordance with the American
National Standard's Ingtitute (ANSI) SQL specification. The mSQL package includesthe
database engine, aterminal "monitor" program, a database administration program, a schema
viewer, and a C language API. The API and the database engine have been designed to work
in aclient/server environment over a TCP/IP network.

C.2 Mini SQL Specification

The mSQL language offers a significant subset of the features provided by ANSI SQL. It
allows a program or user to store, manipulate, and retrieve data in table structure. 1t does not
support relational capabilities such astable joins, views, or nested queries. Although it does
not support all the relational operations defined in the ANSI specification, it does provide the
capability of "joins' between multiple tables.

The definitions and examples below depict mSQL key words. (Although they are provided
herein upper case, no such regtriction is placed on the actual queries).

C.2.1 TheCreate Clause. The create clause as supported by mSQL can only be used to
create atable. It cannot be used to create other definitions such asviews. It should also be
noted that there can only be one primary key fidld defined for atable. Defining afield asa
key generates an implicit "not null" attribute for the field.

CREATE TABLE t abl e_nanme(col _nane col _type [not null|primry
key]
[,col _nane col _type [not null]|primary key]]**)

For example:

CREATE TABLE enp_detail s(

first_name char (15) not null
| ast _name char (15) not null,
dept char (20)

enp_id int primary key,
sal ary int)

Theavailabletypesare:
char (1| en)
i nt
real

C.2.2 TheDrop Clause. The Drop Clauseisused to remove a table definition from the
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database:
DROP TABLE t abl e_nane

For example:

DROP TABLE enp_details

C.23 Thelnsert Clause. Unlike ANSI SQL, the user cannot nest a Select within an Insert
(i.e., the user cannot insert the data returned by a select). Currently, the user must also
specify the names of the fields into which the dataisto beinserted. The user cannot specify
the values without the field name and expect the server to insert the data into the correct fields
by default.

DELETE FROM t abl e_nane
VWHERE col umm OPERATOR val ue

[ AND | OR col um OPERATOR val ue] **
OPERATOR can be <, >, =, <=, >= <> or |like

For example:

DELETE FROM enp_details WHERE enp_id = 12345

The number of values supplied must match the number of columns.

C.2.4 TheSdect Clause. The Sdect Clause offered by mSQL lacks some of the features
provided by the SQL specification:

- No nested sdlects
- Noimplicit functions (e.g., count(), avg() ).

It does, however, support:

- Joins

DISTINCT row sdlection

ORDER BY clauses

Regular expression matching

Column-to-column comparisonsin WHERE clauses.

Theformal syntax for mSQL's select is:

SELECT [table.]colum [,[table.]colum]**
FROM t abl e[, t abl e] **
[ WHERE [t abl e.] col um OPERATOR VALUE

[AND | OR [table.]colum OPERATOR VALUE] **]

[ ORDER BY [table.]colum[DESC][,[table.]col umm[DESC] ]
OPERATOR can be <, >, =, <=, >= <> or like

VALUE can be a literal value or a columm nane
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A smple salect may be:

SELECT first_nane, |ast_nanme FROM enp_details
WHERE dept =' fi nance'

To sort the returned data in ascending order by last_name, and descending order by
first_name, the query would look likethis:

SELECT first_nane, |ast_nanme FROM enp_details
WHERE dept =' fi nance'
ORDER BY | ast _name, first_name DESC

And to remove any duplicate rows, the DISTINCT operator could be used:

SELECT DI STINCT first_name, |ast_nane FROM enp_details
WHERE dept =' fi nance'
ORDER BY | ast _name, first_name DESC

Theregular expression syntax supported by LIKE clausesisthat of ssandard SQL.:
- ' "matchesany single character
- '0%' matches) or more characters of any value
- '\' escapes special characters (e.g. \%' matches % and \\' matches\ )
- all other characters match themselves.

For example, to search for anyone in Finance whose last name consists of a letter followed by
‘ughes, such as Hughes, the query could look likethis:

SELECT first_nane, |ast_nanme FROM enp_details
WHERE dept =' fi nance' and |ast_name |ike ' _ughes

The power of ardational query language becomes apparent when the user startsjoining
tablestogether during a select. For example, consider atask where a user hastwo tables
defined, one containing staff details and another listing the projects being worked on by each
staff member, and each staff member has been assigned a unique employee number. The user
could generate a sorted list of who was working on what project with a query such asthis:

SELECT enp_details.first_name, enp_details.|ast_nane,
proj ect _details. project

FROM enp_details, project_details

WHERE enp_details.enp_i d=project_details.enp_id

ORDER BY enp_details.last_name, enp_details.first_name

mMSQL places no restriction on the number or tables"joined” during a query; therefore if there
are 15 tables containing information related to an employee I D in some manner, data from
each of those tables could be extracted (albeit dowly), by a single query. One key point to
note regarding joinsisthat the user must qualify all column names with a table name. mSQL
does not support the concept of uniquely named columns spanning multiple tables, so the user
isforced to qualify every column name if accessing more than onetablein a single sdlect.

C.25 TheUpdateClause. ThemSQL Update clause cannot use a column name asa
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value. Only literal values may be used as an update value.

UPDATE t abl e_nane SET col um=val ue[, col um=val ue] **
VWHERE col unm OPERATOR val ue
[AND | OR colum OPERATOR val ue] **

OPERATOR can be <, >, = <=, >= <> or like
For example:
UPDATE enp_details SET sal ary=30000 WHERE enp_i d=1234

C.3 ThemSQL Terminal Monitor

Like all database applications, mSQL provides a program that allows a user to interactively
submit queriesto the database engine. In mSQL, itisaprogram smply called 'msgl’. It
reguires one command line argument, which is the name of the database to access. Once
started, there is no way to swap databases without restarting the program.

The monitor also accepts two command line flags:

- -h Host Connect to the mSQL server on Host.
- -q Process one query and quit returning an exit code.

The monitor has been moddlled after the original Ingres (and the subsequent Postgres)
monitor program. Commands are distinguished from queries by backsash prefixes. To
obtain help from the monitor prompt, the\h command isused. To exit from the program, the
\q command or an EOF("D) must be entered.

To send a query to the engine, the query is entered followed by the\g command. \g tellsthe
monitor to "Go" and send the query to the engine. If the user wishesto edit thelast query, \e
will place the user inside of the vi editor, where the query can be modified. If the user wishes
to use an editor other than the vi editor to perform query editing, mSQL will honor the
convention of using the contents of the VISUAL environment variable as an alternate editor.
When the user has compl eted the editing, exiting the editor in the usual manner will return the
user to mSQL with the edited query placed in the buffer. The query can then be submitted to
the server by using the\g "Go" command as usual.

The query buffer is maintained between queries not only to enable query editing, but also to
allow a query to be submitted multipletimes. If \g is entered without entering a new query,
the last query to be submitted will be resubmitted. The contents of the query buffer can also
be displayed by using the \p "Print" command of the monitor.

To enable convenient access to database servers running on remote hosts, the mSQL terminal
monitor supports the use of an environment variable to indicate the machine running the
server (rather than having to specify -h some.hosts.name every time the user executes
mSQL). Notethat thisisafunction provided by the mSQL terminal monitor, not the mSQL
API library, and as such is not available for use with other programs. To usethisfeature, set
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the environment variable MSQL_HOST to the name or address of the desired machine.
C4 mSQL Database Administration

mMSQL databases are administered using the msgladmin command. Several adminigtrative
tasks, such as creating new databases and forcing a server shutdown, are performed using
msgladmin. Like all mSQL programs, msgladmin acceptsthe'-h Host' command line flag to
specify the desired machine. The commands available via msgladmin are:

create DataBase Create a new database called DataBase
drop DataBase Deéletethe entire database called DataBase

- shutdown Tell the server to shut itself down

- reload Tell the server to reload its access control
information

- version Display various version information from the
server.

It should be noted that the server will only accept create, drop, shutdown, and rel oad
commandsif they are sent by the root user (as defined at installation time) and are sent from
the machine running the server. An attempt to perform any of these commands from a remote
client or asa non-root user will result in a"permission denied" error. The only command a
user can execute over the network or asa non-root user isversion.

C5 mSQL Schema Viewer

mSQL providesthe relshow command to display the structure of a database. |f executed with
no arguments, relshow will list the available database. If it is executed with the name of a
database, relshow will list the tables that have been defined for that database. If given both a
database and table name, relshow will display the structure of the table including thefield
names, types, and sizes. Likeall mSQL programs, relshow honorsthe '-h Host' command
line flag to specify a remote machine as the database server.

C.6 mSQL Database Dumper

A program is provided that will dump the contents and structure of atable or entire database
inan ASCII form. The program, msgldump, produces output that is suitable to be read by
mSQL terminal monitor asa script file. Using thistool, the contents of a database can be
backed-up or moved to a new database. By virtue of the'-h Host' option, the contents of a
remote database may be pulled in over the net. This can be used as a mechanism for
mirroring the contents of an mSQL database onto multiple machines.
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c7 Access Control

Access control is managed by the msgl.acl filein theinstallation directory. Thisfileissplit
into entries for each database to be controlled. If thefile doesn't exist or detailsfor a
particular database aren't configured, access revertsto global read/write. Thisisan example
of an acl entry:

# Sanpl e access control for nSQ

dat abase=t est

r ead=banbi , paul p

write=root

host =*. Bond. edu. au, student . i t. Bond. edu. au
access=| ocal , renpte

Using this definition, database 'test' can be accessed by both local and remote connections
from any host in the Bond.edu.au domain except for the student.it.Bond.edu.au. Read access
isonly granted to bambi and paulp. Nobody eseisallowed to perform sdects on the
database. Write accessisonly availableto root.

Control isbased on the first match found for a given item. Thus, aline such as"read=-

* bambi" would not get the desired results (i.e., deny access to everyone other than bambi)
because -* will also match bambi. In thiscase, theline would have to be "read=bambi,-*"
although the -* is superfluous asthat is the default action.

Note that if an entry isn't found for a particular configuration line (such as"read") it defaults
toaglobal denial. For example, if thereisno "read" line (i.e., thereare no "read" tokens after
the data is loaded) nobody will be granted "read" access. Thisisin contrast to the action
taken if the entire database definition is missing, in which case accessto everything is
granted.

Another feature to noteisthat a database's entry must be followed by a blank lineto signify
the end of the entry. There may also be multiple config linesin the one entry (such as
"read=bambi,paul p""'read=root"). The datawill be loaded asthough it was concatenated onto
the same "read" line (i.e., "read=bambi,paul p,root").

Wild cards can be used in any configuration entry. A wild card by itsaf will match anything
whereas awild card followed by sometext will cause only a partial wild card (e.g.,

* Bond.edu.au matches anything that endsin Bond.edu.au). A wild card can also be set for
the database name. A good practice isto ingtall an entry with database=* asthelast entry in
the file so that if the database being accessed wasn't covered by any of the other rulesa
default site policy can be enforced.

The acl information can be loaded at runtime using msgladmin reload. Thiswill parsethe
file before it sends the reload command to the engine. Only if thefileisparsed cleanly isit
reloaded. Like most msgladmin commands, it will only be accepted if generated by the root
user (or whoever the database was installed as) on thelocal host.
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(O] Drop_buttons
Thedrop_buttons script located in /h/EM/progs allows the user to list which buttons are
stored in the msgl geces database, and to drop buttons if the associated application has been
de-ingalled from all platforms at the site.
The following command will list all buttons stored in the msgl gccs database:

/ h/ EM progs/ drop_buttons -I

Tolook for a specific button or group of buttons, enter the following command:

/ h/ EM progs/drop_buttons -1 {Actual name of button or first few
characters}

To drop a button, enter the following:
/ h/ EM progs/ drop_buttons -1 {Actual name of button}

The program will ask for confirmation that the user wishesto drop the specified button.
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APPENDIX D. SITE DOMAIN NAMES
Site domain names and related DN'S procedures are provided in the following message:
DISA ADEPT #260 & DTG 191752Z OCT 95..

FM DISA WASHINGTON DC//D23//

TO CNO WASHINGTON DC//N62//

PM AWISFT BELVIOR VA//SFAE-CC-AWT//

HQ USAF WASHINGTON DC//SCMC//

DISA WASHINGTON DC//D6/D2/D23/JEJ T/JEAB/JEEFE/WE163/WE225//
COMMARCORSY SCON QUANTICO VA/IC41DPR//
CMC WASH DC//POC-30//

SSG MAXWELL AFB GUNTER ANNEX AL//SIF/SSG/SIN//
AlG 8787

AlG 8791

SAF WASHINGTON DC//AQPC//

HQ ESC HANSCOM AFB MA//AVN//

HQ AFC4A SCOTT AFB IL//XPR//

COMSPAWARSY SCOM WASHINGTON DC//PMW171//
JCSWASHINGTON DC//36V//

COMNAVCOMTELCOM WASHINGTON DC//IN2//
NCTAMSLANT NORFOLK VA/IN2//

NAVCOMTELSTA PENSACOLA FL/IN3//

MCTSSA EAST QUANTICO VA//DIR/NOC//

CMC WASHINGTON DC//PPOI/CAI/AR//

CG MCCDC QUANTICO VA/IAYI

COMMARCORSY SCOM QUANTICO VA/ICAlICISI
MCTSSA CAMP PENDLETON CA//33J1

CDR USAISC FT HUACHUCA AZ//ASOP-OP//

BT

UNCLAS

SUBJ: CONSOLIDATION OF DOMAIN NAME SERVICE (DNS) FOR THE GLOBAL
COMMAND AND CONTROL SYSTEM (GCCS) (V)

1. THE SIPRNET SUPPORT CENTER (SSC) ISOPERATIONAL. PHONE NUMBERS
ARE (800)-582-2567 OR (703) 802-8202. THE SSC ISTHE SECRET LEVEL,
CLASSIFIED EQUIVALENT OF THE MILNET/NIPRNET NETWORK INFORMATION
CENTER (NIC). THE SSC ISRESPONSIBLE FOR ALL SIPRNET VALUE ADDED
SERVICES FOR THE SECRET DOD COMMUNITY .

2. CONSOLIDATION OF THE GCCSDNS SERVICE WITH THE STANDARD SSC
DNS SERVICE REQUIRES CLOSE COORDINATION WITH THE SSC. THE
FOLLOWING DIRECTIVE AND INFORMATION ADVISORY ISPROVIDED TO
GCCSSITES.
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3. DIRECTIVE: ALL SITESIMPLEMENTING GCCS SHALL IMPLEMENT DNSAS
THE UNIQUE NETWORK DEVICE NAMING SERVICE.

A. ALL NEW REQUESTS FOR IPNETWORK NUMBERS (CLASS B OR C), DOMAIN
NAMES, AUTONOMOUS SY STEM NUMBERS, ETC. SHALL BE DIRECTED TO THE
SSC, EFFECTIVE IMMEDIATELY .

B. THE“.MIL” DOMAIN IDENTIFIER SHALL BE ADDED TO EACH “.SMIL”
IDENTIFIER. THE ROOT DOMAIN IDENTIFIER FOR ALL SECRET DOD USERSIS
“ SMIL.MIL".

C. INCOMPLYING WITH THE NAMING STANDARDS, THE “.GCC.SMIL” DOMAIN

WILL BE ABANDONED. EACH “.GCC” SITEWILL BE CONVERTED TO THE
APPROPRIATE SERVICE/AGENCY (SA) OR COMMAND NAME SIMILARTO
CURRENT MILNET REGISTRATION ON THE UNCLASSIFIED MILNET. THE
FOLLOWING IDENTIFIESESTABLISHED DNS SERVERSUNDER THE “.GCC.SMIL”
DOMAIN. THEY MUST BE CHANGED TO THE NEW SIPRNET COMPLIANT
NAMING STRUCTURE IDENTIFIED BELOW. THE SIPRNET COMPLIANT NAME
HASBEEN COORDINATED WITH THE SSC AND THE SA DOMAIN MANAGERS
TO ENSURE THE DOMAIN NAMING SCHEME IS CORRECT.

GCCSSITE GCC DNSNAME SIPRNET DNSNAME

ACC ACC.GCC.SMIL ACC.LANGLEY AF.SMIL.MIL

ACOM ACOM.GCC.SMIL ACOM.SMIL.MIL

AFMC AFMC.GCC.SMIL AFMC.WPAFB.AF.SMIL.MIL

AMC AMC.GCC.SMIL AMC.SCOTT.AF.SMIL.MIL

AREUR AREUR.GCC.SMIL AREUR.ARMY .SMIL.MIL

ARPAC ARPAC.GCC.SMIL ARPAC.ARMY .SMIL.MIL
ARSOC.ARMY .SMIL.MIL
ARSOC.SMIL.MIL **

CENTAF .CENTAF.GCC.SMIL .CENTAF.SHAW.AF.SMIL.MIL

CENTCOM .CENT.GCC.SMIL .CENTCOM.SMIL.MIL

CINCLANTFLT
CNO

.CINCLANT.GCC.SMIL
.CNO.GCC.SMIL

.CINCLANT.NAVY .SMIL.MIL
.CNO.NAVY.SMIL.MIL

DISA-IDEF .JDEF.GCC.SMIL .JDEF.DISA.SMIL.MIL

DISA-JITC JTC.GCC.SMIL JTC.DISA.SMIL.MIL

DISA-OSF .OSF.GCC.SMIL .OSF.DISA.SMIL.MIL

EUCOM .EUCOM.SMIL.MIL

FORSCOM .FORCE1.GCC.SMIL .FORSCOM.ARMY .SMIL.MIL
.FORCE1L.SMIL.MIL

HQAF HQAF.GCC.SMIL

HOQAF.PENTAGON.AF.SMIL.MIL

HQDA .HODA.GCC.SMIL HODA . ARMY .SMIL.MIL
AOC.GCC.aMIL AOC.ARMY .SMIL.MIL
HQMC HOMC.GCC.SMIL HOMC.USMC.SMIL.MIL
JTO JTO.GCC.SMIL JTO.SCOTT.AF.SMIL.MIL
MARFORCENT MFC.USMC.SMIL.MIL
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MARFOREUR
MARFORLANT
MARFORPAC
MSC

MTMC
NAVCENT-R
NAVCENT-F
NAVEUR
NAVSOC
NMCC
NMCC-R
PACAF
PACFLT
PACOM

SOCOM
SOUTHCOM
SPACECOM
STRATCOM

.MARFORLANT.GCC.SMIL
.MFP.GCC.SMIL
.MSC.GCC.SMIL
.MTMC.GCC.SMIL
.DEP-NAVCENT.GCC.SMIL
.NAVCENT.GCC.SMIL
.NAVEUR.GCC.SMIL
.NAVSOC.GCC.SMIL
.NMCC.GCC.SMIL
ANMCC.GCC.SMIL
.PACAF.GCC.SMIL
.PACFLT.GCC.SMIL
.PACOM.GCC.SMIL

.SOCOM.GCC.SMIL

.SPACECOM.GCC.SMIL
STATCOM.GCC.SMIL

STRATCOM.OFFUTT.AF.SMIL.MIL

TRANSCOM
USAFE

USTC.GCC.SMIL
USAFE.GCC.SMIL

USAFE.RAMSTEIN.AF.SMIL.MIL

USFK-T
USFK-Y

USFK.GCC.SMIL
USFK.GCC.SMIL
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MFE.USMC.SMIL.MIL
MFL.USMC.SMIL.MIL
MFP.USMC.SMIL.MIL
.MSC.NAVY.SMIL.MIL
MTMC.ARMY .SMIL.MIL
.NAVCENT-R.NAVY.SMIL.MIL
.NAVCENT-F.NAVY.SMIL.MIL
.NAVEUR.NAVY .SMIL.MIL
.NAVSOC.NAVY .SMIL.MIL
NMCC.SMIL.MIL
.NMCC-R.SMIL.MIL
.PACAF.HICKAM.AF.SMIL.MIL
PACFLT.NAVY .SMIL.MIL
.PACOM.SMIL.MIL
.PACOM.GCC.SMIL.MIL**
.SOCOM.SMIL.MIL
SOUTHCOM.SMIL.MIL
.SPACECOM.SMIL.MIL

USTC.SMIL.MIL

USFK-T.ARMY .SMIL.MIL
USFK-Y.ARMY .SMIL.MIL

** CURRENT DOMAIN INCORRECLTY REGISTERED WITH SSC. INCORRECTLY
REGISTERED DOMAINSWILL BE DELETED WHEN THE APPROPRIATE DOMAIN
ADMINISTRATOR NOTIFIES THE SSC.

D. IN COMPLYING WITH THE NAMING STANDARDS AND TO ENSURE
INTEROPERABILITY, THEOLD SET OF LOCAL “.SMIL” AND “.GCC.SMIL”
DOMAIN AND SERVER NAMESWILL BE IDENTIFIED “ ALIASED” AS AUXILIARY
DNSNAME SETSON LOCAL NAME SERVER DNSFILESUNTIL ALL SITESHAVE
BEEN MIGRATED AND APPLICATIONS REFLECT THE REVISED NAMES. THESE
ALIASED NAME SETSWILL ENSURE CONTINUED COMMUNICATIONSWITHIN
THE GCCSCOMMUNITY. THESE ORIGINAL NAMES SETSWILL BEDELETED 60
DAYSAFTER THE DTG OF THISMESSAGE. TECHNICAL INFORMATION WILL
BE AVAILABLE TO WEB BROWSERS AT
URL=FTP://HORNET.OSF.GCC.SMIL/PUB/DNS (EXISTING) AND
URL=FTP://HORNET.OSF.DISA.SMIL.MIL/PUB/DNS (PENDING).

E. THESE CHANGESWILL BEMADE SITEBY SITEIN COORDINATION WITH
THE SSC, THE SA DOMAIN MANAGERS, AND THE .GCC DOMAIN
ADMINISTRATOR. EACH SITE MUST CONTACT THE SSCBY COB 230CT95 TO
DISCUSS THE MIGRATION FOR BOTH .SMIL.MIL AND .GCC.SMIL.MIL
CONVERSIONS. FOURTH LEVEL DOMAINS AND BELOW, E.G.,
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USAFE.RAMSTEIN.AF.SMIL.MIL NEED NOT COORDINATE WITH THE SSC BUT
THEY MUST COORDINATE WITH THE SSA DOMAIN MANAGER. ALL THIRD
LEVEL DOMAINS MUST COORDINATEWITH THE SSC. IT ISHIGHLY
RECOMMENDED THAT ALL FOURTH LEVEL AND LOWER DOMAINS REGISTER
WITH THE SSC. THISREGISTRATION ISFOR DIRECTORY INFORMATION ONLY
AND ISNOT REQUIRED FOR DNS. ALL THIRD LEVEL DOMAINS MUST
REGISTER WITH THE SSC AND MUST BE APPROVED BY THE DISA SSC
MANAGER.

F. STESMUST NOT MAKE ANY DNS CHANGESPRIOR TO CONSULTING WITH
THE SA DOMAIN MANAGERS AND THE SSC.

G. THE FOLLOWING S/A SUBDOMAINSTO THE SIPRNET “.SMIL.MIL” DOMAIN
MUST BE ESTABLISHED AND IN PLACE TO AID THE GCCS COMMUNITY IN
COMPILING WITH THE NAMING STANDARDS.

AF AF.SMIL.MIL ACTIVATED

ARMY ARMY .SMIL.MIL ACTIVATION PENDING, ESTIMATED 951025

NAVY .NAVY .SMIL.MIL ACTIVATED

USMC USMC.SMIL.MIL ACTIVATED

DISA .DISA.SMIL.MIL ACTIVATION PENDING, ESTIMATED 951020
ADVISORY:

A. "WHOIS CAPABILITY ACCESSISTHROUGH THE SIPRNET WEB SERVER AT
SSC.SMIL.MIL OR IP ADDRESS 204.34.130.5. WHOISISALSO AVAILABLE VIA TELNET
TO SSC.SMIL.MIL OR IPADDRESS 204.34.130.5. AFTER OPENING THE TELNET
CONNECTION TYPE WHOISTO BEGIN SESSION. THEWHOISISALSO AVAILABLE VIA
EMAIL TO SERVICE@SSC.SMIL.MIL. PLACE WHOIS XXX (WHERE XXX IS THE QUERY
DESIRED) IN THE SUBJECT LINE OF THE MESSAGE. THE RESULTS OF THE QUERY
WILL BE RETURNED VIA EMAIL.

B. THE SIPRNET WEB SERVER ISACCESSIBLE AT HTTP://SSC.SMIL.MIL OR
HTTP://204.34.130.5. USE THE MOSAIC OR THE NETSCAPE WEB BROWSER
APPLICATION INSTALLED ON THE GCCSWORKSTATIONSTO ACCESSTHE WEB SITE.

C. TOPOPULATE THE SSC DATA BASESFOR DIRECTORY SERVICES, SSTESMUST
BEGIN IMMEDIATELY TO REGISTER INSTALLED DOMAIN NAME SERVERS (AFTER
CONVERSIONS), EMAIL USERS, POC'SFOR SITESAND HOST ADMINISTRATORS, IP
ADDRESSES, DOMAIN NAMES, AND AUTONOMOUS SYSTEM NUMBERSWITH THE SSC.
REGISTRATION INFORMATION AND TEMPLATES ARE AVAILABLE THROUGH THE SSC
WEB SERVER. TEMPLATES ARE ALSO AVAILABLE THROUGH ANONYMOUSFTPTO
SSC.SMIL.MIL. CHANGE TO THE TEMPLATES DIRECTORY AND GET THE
APPROPRIATE TEMPLATE FILE. TEMPLATESARE ALSO AVAILABLE THROUGH
EMAIL. EMAIL TO SERVICE@SSC.SMIL.MIL. PUT TEMPLATE/<FILENAME> IN THE
SUBJECT LINE. TEMPLATEWILL BE RETUR4ANED VIA EMAIL. HOST REGISTRATIONS
FOR ALL HOSTSTHAT ARE MEMBERS OF THIRD LEVEL AND BELOW DOMAINS MUST
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PASS THROUGH THE APPROPRIATE DOMAIN ADMINISTRATOR PRIOR TO BEING SENT
TOTHE SSC. THISWILL ENSURE THAT THE APPROPRIATE DOMAIN ADMINISTRATOR
ISAWARE OF THE HOST AND ADDSIT TO THEIR ZONE FILE. THISWILL ALSO ENSURE
THAT HOSTSTHAT ARE MEMBERS OF NETWORKS THAT DO NOT HAVE INADDR
SERVERSWILL BE INCLUDED IN THE TOP LEVEL INADDR.ARPA ZONE SO THAT
REVERSE MAPPING WILL WORK. WHERE POSSIBLE ALL NETWORKS SHOULD
ESTABLISH INADDR SERVERSTO THAT THE NETWORK INADDR CAN BE DELEGATED
FROM THE TOP LEVEL INADDR.ARPA ZONE.

D. TOPERMIT TIMELY SSC AND GCCSINFORMATION TO BE E-MAILED TO SITES, ALL
DOMAIN ADMINISTRATORS SHALL IMMEDIATELY ESTABLISH THE E-MAIL ALIAS
“POSTMASTER@<DOMAIN>.SMIL.MIL” OR “ POSTMASTER@>DOMAIN.SMIL”
(REFERENCE DDN MGT BULLETIN: 9507) ON THE SITE' SPRINCIPAL SIPRNET MAIL
RELAY, WHERE <DOMAIN> ISTHE SITE'SREGISTERED DOMAIN NAME. THISALIAS
SHALL RESOLVE TO A RESPONSIBLE TECHNICAL STAFFELEMENT.

E. FUTURE GCCS SITESREQUIRING SIPRNET COMPLIANT DNS ARE: 3WG, 5AF, 7AF,
8AF, 11AF, 13AF, 18WG, 36AW, 51FW, 354FW, 374AW, 613ACOMS, 20AF, AETC, AFMPC,
AFRES, AFSOC, AFSPACE, AFWC, ALOM, AOC, ARCENT, ARSPACE, AWC,
COMICEDEFOR, COMUSFORAZ, COMUSJAPAN, DISA-EUR, DISA-PAC, JSOC,
MARFORCENT, MARFOREUR, NAVSPACE, NAVSPECWAR, NORAD, NPS, NSA, NWC,
SOCPAC, SOCSOUTH, USARJ, USARSO, AND USASOC.

F. IT MAY BE NECESSARY FOR SOME GCCSLOCATIONSTO TEMPORARILY SUPPORT
MULTIPLE DOMAINSWHILE THE SECRET LEVEL DNS STRUCTURE ISESTABLISHED
WITHIN THE DOD COMMUNITY. FOR EXAMPLE, ACC ISRESPONSIBLE FOR THE
ACC.LANGLEY.AF.SMIL.MIL DOMAIN. HOWEVER, THEY MAY NEED TO
TEMPORARILY SUPPORT THE .LANGLEY .AF.SMIL.MIL DOMAIN UNTIL SUCH TIME
THE LANGLEY DOMAIN MANAGER CAN ASSUME CONTROL. ALL DOMAINS BELOW
THE THIRD LEVEL MUST BE COORDINATED WITH THE SSA DOMAIN MANAGER.

G. SA DOMAIN MANAGERS ARE:

AF MR.HOSTETTER DSN596-3126 AFDOMAIN@SERVER.AF.MIL
ARMY MR.TRADER DSN879-7250  TRADERW@HAUCHUCA-

EMH12. ARMY .MIL
NAVY MR. GREUNKE DSN992-3501  STEVE.GREUNKE@NCTS.NAVY.MIL
USMC CAPT GONTER DSN278-5988 GONTERT@MQG-SMTP3.USMC.MIL

DISA AND GCC
MR. LEE DSN653-8631 LEEM@NCR.DISA.MIL
MLEE@OSF.GCC.SMIL (CURRENT)
POINTSOF CONTACT

A. MARY JANE HALEY, DISA//JIEO/JEJT/, (703)-735-8542, DSN 653-8542, SIPRNET E-
MAIL HALEY M@HORNET.OSF.GCC.SMIL.MIL, UNCLASS E-MAIL
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HALEYM@NCR.DISAMIL.

B. MARVIE LEE, DISA//JIEO/JEJI//, (703) 735-8631, DSN 653-8631, SIPRNET E-MAIL
MLEE@HORNET.OSF.GCC.SMIL.MIL,
HOSTMASTER@OSF.GCC.SMIL, UNCLASS E-MAIL LEEM@NCR.DISA.MIL.

C. CAPT GREG CSEHOSKI, DISA//IJEABII, (703)-735-8760, OR DSN 653-8760, UNCLASS E-
MAIL CSEHOSKG@NCR.DISA.MIL.

D. SIPRNET SUPPORT CENTER (SSC), HELP DESK: 7 A.M. - 7 P.M. EASTERN TIME 1 (800)
582-2567 - CONUS ONLY, (703) 802-8202, E-MAIL: HOSTMASTER@SSC.SMIL.MIL,
REGISTRAR@SSC.SMIL.MIL, SSC@SSC.SMIL.MIL, HOMEPAGE: HTTP://SSC.SMIL.MIL,
FTP: SSC.SMIL.MIL, TELNET: SSC.SMIL.MIL

6. THISMESSAGE HAS BEEN COORDINATED WITH AND APPROVED BY THE JOINT

STAFF//33/34/36, DISA/WESTHEM/WE3353, AND THE /A DOMAIN MANAGERS.//
BT
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APPENDIX E. ESTABLISHING THE ACCOUNT FOR USER news

The Internet News Server isa daemon. For correct operation, it executes as user news and group mail.
Solarisis shipped with an entry in /etc/passwd for the user news. However, the home directory for newsis
set to /var/spool/news; this directory isnot created when Solarisisingtalled. To ensure correct operation
of the News Server, create this directory using the following commands:

# mkdir -p /var/spool/news
# chown news /var/spool/news
# chgrp mail /var/spool/news

NOTE: It does not matter if the News Server has already been ingtalled; these commands can be
executed before or after segment ingtallation.

HP-UX does not have a user news in the password file (/etc/passwd) when installed, and the Internet
News Server Segment does not create an account for thisuser. Thus, prior to installing the Internet News
Server, you must create an account for news. This user should have theuser ID “6”, login name “ news’,
and the primary group “ mail” (group ID “6"). Set the encrypted password for news in /etc/passwd to “*”,
which prevents users from logging into this account.
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APPENDIX F. SYSTEM BACKUP AND RECOVERY
F.1 Scope

The section addresses the backup of all critical datainthe GCCS system. It also coversthe recovery
procedures in the event of the loss of a system or the corruption of critical data. It does not addressthe
backup and recovery of Oracle, which is covered in another section.

F.2 System Backup Strategy

It isrecommended, if resources permit, that a backup Executive Manager (EM) server be identified at a
site. Thiswould facilitate the rapid activation of the backup EM server should the primary EM server fail.
This platform should have the Sybase partitions defined and have the Sybase segment installed, but not
initialized.

The System Backup segment, described below, saves all the information required to recover from a system
hardware or software failure. It should beingalled on all GCCS platforms. |n addition to the backups
performed by the System Backup segment, it is highly recommended that a level-zero dump be performed
on each platform after it has been built. Thiswill enable you to rapidly recover if you lose adisk drive.

F.3 System Backup Segment Description

A segment called System Backup has been devel oped to automatically back up all data needed to rebuild
or recover from the failure of akey server, e.g. the NIS+, DNS, Sybase, and particularly the EM server.
During ingtallation the System Backup segment creates a crontab entry to launch the system backup at the
timeidentified by theingtaller. Crontab entriesto dump the NI S+ passwords and the Sybase logs are also
created on the appropriate servers. During execution, the System Backup segment will automatically
determineif the platform on which it isrunning isthe NIS+, Sybase, EM, and/or DNS server. Based on
this determination it backs up the appropriate data aslisted below. In addition to the data mentioned
below, areport on all segmentsSUN OS patches ingtalled on a system will be generated daily in
IWUSERS'BACKUP/local. Any filesand/or directoriesidentified by linksin /h/data/l ocal/backup will
also be backed up in /h/USERS'BACKUP/Iocal. Finally, as part of the backup processthe systemswill be
cleaned up through the removal of all corefiles, old EM log files, and extraneous data in /tmp and
/var/tmp.

The System Backup segment should be installed on all systems. At thevery least it will create a daily
report of what isingtalled on each platform.  Sinceit automatically determines what should be backed up,
it will always save the data needed to recover if the NIS+, Sybase, the EM, or DNS server goes down.

Backupswill occur on adaily basis, at atime specified by the installer when this segment isinstalled for
thefirg timeat asite. If notimeisspecified, 2200 hourswill be used as a default. All backed up datais
stored in /W/USERSBACKUP. The System Backup segment will also create aroot crontab job to tar
/hWUSERSto tape on adaily bass, if theingaller provides a system name when asked. Thetime can also
be specified by theingtaller. If noneis specified, the tar will occur one hour after the backup time, or 2300
hours by default. If no tape or tape drive is available when the tar cron job is scheduled, all datawill be
archived for a maximum of three days and a message explaining thiswill be sent to the Security Manager
(secman).
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An icon has also been provided to the System Administrator (sysadmin) that will allow the System
Administrator to back up the system at any time. |f executed on the server designated for doing the tape
backups of /n/USERS, it will execute the tape backup. 1n addition, an icon has been provided that allows
the System Administrator to change the system backup time, the tape backup time, the tape backup
platform, and/or tape drive. Changesto the system backup time become effective when system_backup
executes at the original time. Changesto the remaining parameters become effective immediately.

F.4 Specific Data Backed Up
F.4.1 NIS+ Server

On the NIS+ server a checkpoint of the NIS+ logsis executed and then a nisaddent is executed on the
hosts, passwd, group, and shadow tables at the specified time. The resulting hosts, passwd, group,
shadow files are stored in /etc/nis. Thelast two days of these files are always availablein /etc/nis. A
nisaddent is executed on the shadow file every hour to ensure that any user changes of their password are
captured. Thelast three hours of the shadow files are always maintained in /etc/nis.

At the specified time a compressed tar file called NIStar.Z is created in /WUSERSBACKUP. Thisfile
containsthe following filesand directories. /etc/nis, /etc/.rootkey, /etc/defaultdomain,
[etc/nsswitch.conf, and /var/nis.

F.4.2 Sybase Server

On the Sybase server, the GCCS database is dumped at the specified time into
/WUSERS'BACKUP/sybase. This database containsall user data stored in folders. The transaction logs
for the GCCS database are dumped at 6:00, 10:00, 14:00, 18:00, and 22:00 hours.

F.4.3 Executive Manager Server

On the EM server, a compressed tar file called GLOBAL .tar.Z will be created in /h/USERSBACKUP.
Thisfilewill contain the entire contents of /h/data/global. A compressed tar file called MSQL.tar.Z will
also be created in /h/USERSBACKUP. Thisfilewill contain the msgl database
(/n/data/global/EMDATA/msql), which contains all user profile information and data on all desktop icons.

F.4.4 DNSServer
On the DNS server, a compressed tar file called DNStar.Z is stored in /hWUSERS/BACKUP at the
specified time. The contents of thisfile are the file /etc/name.boot and the directory /var/nameserver .

F.45 All GCCS Systems

A mechanism has been developed to enable applications to identify data that should be backed up. A
directory called backup is created in /h/data/local by the System Backup segment. Any application
having data that should be backed up should place alink in /h/data/l ocal/backup that pointsto the data.

A root crontab entry is created on all systems on which the System Backup segment isingtalled; it backs
up all linked data at the specified time. This crontab entry also creates a daily report of what segments and
Solaris patches are installed on the system. These reports and the data identified in /h/data/l ocal/backup
are gored in /W USERSBACKUP/local. Finally, system cleanup is also executed to remove old corefiles,
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log files, and clean out /tmp.

F.5 Recovery

F.5.1 NIS+. If the NIS+ database becomes corrupted, or the NI S+ server goes down, the data backed
up in/WUSERS/BACKUP/NIStar.Z or in /etc/nis will haveto be used to recover. Inthe caseof a
corrupted NIS+ database you may be able to smply replace the NI S+ tablesin /var/nis to recover (see
F.5.1.1). Inthe casewherethe NIS+ server goes down, or the proceduresin paragraph F.5.1.1 did not
correct the problem, you will have to rebuild the NIS+ server (F.5.1.2).

F.5.1.1 NIS+ Database Corrupted Recovery Procedures

a. Ontheoriginal NIS+ server, execute the following to kill the NIS+ processes.

# [etc/nis'admin/nis_kill<return>
#init 6<return>

b. Executethefollowing to protect files currently stored in /etc/nis:
#mv /etc/nis /etc/nis_save <return>
c. Thefilescontained in NIStar.Z arein absolute tar format. Consequently, they will be
automatically placed in the correct location when they are extracted. Execute the following to
extract the NIS+ tables:
# zcat /h/USERS/BACKUP/NISitar.Z |tar xvf - <return>
d. Reboot the system to restart NIS+ by executing the following:
#uadmin 2 1 <return>
e. View the databaseto verify that NI S+ isrunning properly by executing the following:
1. Listall tablesin NIS+
#nislsorg_dir <return>
2. List cacheinformation:
# nisshowcache <return>
3. List user accounts:

# niscat passwd.org_dir <return>

f. Reboot al client platformsto re-initialize NI S+ on them.
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F.5.1.2 NIS+ Server Rebuilding Procedures
a. Onthe NIS+ server execute the following to kill NIS+ processes:

# [etc/nis/admin/nis_kill<return>
#init 6<return>

b. If you are onthe original NIS+ server and the group, passwd, shadow, and hostsfilesin
[etc/nis are correct, skip this step; otherwise execute the following:

# zcat /h/USERS/BACKUP/NI Star.Z | tar xvf - /etc/nis <return>
C. Inpreparation for setting up the NI1S+ server execute the following:

# cd /etc/nis <return>

#chgrp 101 * <return>

# chmod 664 * <return>

# sh <return>
# PATH=3$PATH:/usr/lib/nis; export PATH <return>

d. Createthe NIS+ server by executing the following:
# nisserver -r -d {Enter the NI S+ DOMAINNAME}. <return>

This script sets up thismachine “rootmaster” asa NIS+ Root master Server for the
domain {NISDOMAINNAME}. Thefollowing will be displayed on the screen:

Domainname : {NISDOMAINNAME}

NIS+ Group : admin{NIS DOMAINNAME}
Y P Compatibility : OFF

Security Leve : 2=DES

Isthisinformation correct?{Y or N} Y
Use nisclient -r to restore your current network service environment.
Do you want to continue?{Y or N}: Y
Enter login password: { Enter ther oot password} <return>
e. Populate the NIS+ tables from files by executing the following:
# nispopulate -F -p /etc/nis-d {Enter NISDOMAINNAME}. <return>
# Isinfo correct? y <return>

# Do you want to continue? y <return> (ignore warning on netgroup)
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f. Thenis kill script, executed in Step a, replaces the nsswitch.nisplus file with the GCCS
version. Consequently, the /etc/nsswitch.conf file should look like this:

passwd: nisplusfiles

group: filesnisplus

hosts.  filesdns nisplus [NOTFOUND=return]
0. Verify that the NIS+ domain nameis correctly set by executing the following:

# cat /etc/defaultdomain

Y ou should see the domain name specified in Step e without the trailing period.

h. If the NIS+ domain is not correctly set, execute the following:

# echo {Enter NIS+ DOMAINNAME} > /etc/defaultdomain <return>
i. Reboot the NIS+ server by executing the following:

#uadmin 2 1 <return>

j. After the system hasrebooted, log in asroot and verify that NIS+ isrunning by properly
executing the following:

1. Lig al tablesin NIS+:
#nislsorg_dir <return>

2. Lig cacheinformation:

# nisshowcache <return>

3. Ligt user accounts:

# niscat passwd.org_dir <return>

Veify that all your users are in the passwd.org_dir file and that secman also
exissasauser.

k. Add secman and all other users assigned NI S+ administration duties by executing the
following:

# nisgrpadm -a admin. { Enter NIS+ domainname} . { Enter user} { Enter NIS domainname} . <Return>
I. After the NIS+ server has beeninitialized, execute the following asroot:
# nischmod n+r passwd.org_dir <return>
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m. Y ou will have rerun the NIS+ client procedures on all other platforms. Section 6.3.3 of this
manual should be followed.

F.5.2 DNS

If the DNS database becomes corrupted or the DNS server goes down, the data backed up in
/WUSERSBACKUP/DNStar.Z will have to be used to recover. In the case of a corrupted DNS database
you may be able to smply replace the DNS tablesin /var/nameserver to recover (option a). Inthe case
where the DNS server goes down you will haveto create a new DNS server (option b).

F.5.2.1 Restoring DNS Database on Original DNS Server

a. Logonasroot ontheoriginal DNS server and execute the following to kill the DNS
processes.

# ps-€f | grep named
b. Notethe processid (pid) and execute the following:
#kill -9 {Enter pid}
c. Executethefollowing to extract the backed up DNS database:
# zcat /' USERS/BACKUP/DNStar.Z | tar xvf - <return>
d. Re-gart the name server daemon by executing the following:
#in.named <return>
e. Veify that DNSisworking correctly by executing the following:

# arp {hosthame of local platform not in /etc/hosts or NIS+ hosts.org_dir}
# arp {fully qualified hostname of platform at another site}

In both cases the system should respond with the | P address and Ethernet address of the platform.
F.5.2.2 Building a New DNS Server Using the Backed Up DNS Database
a. Loginasroot onthe new DNS server and execute the following:
#vi /etc/resolv.conf <return>
Change the I P address following nameser ver to the | P address of the new DNS server.
b. Execute the following to extract the backed up DNS database:
# zcat I/ USERS/BACKUP/DNStar.Z | tar xvf - <return>
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c. vi thefollowing files and change the entry for the root DNS server to the hostname of this
platform:

/var/nameser ver/db.hosts
/var/nameserver/db.rev.hosts
/var/nameser ver/db.cache
/var/nameserver/db.local
/var /nameser ver /named.boot
d. Execute thefollowing:
# cp /var/nameser ver /named.boot /etc/named.boot <return>
e. Re-gart the name server daemon by executing the following:
#in.named <return>

f. Verify that DNSisworking correctly by executing the following:

# arp {hosthame of local platform not in /etc/hosts or NIS+ hosts.org_dir}
# arp {fully qualified hostname of platform at another site}

In both cases, the system should respond with the | P address and Ethernet address of the
platform.

g. Loginasroot ontheall other platforms and execute the following:
#vi /etc/resolv.conf <return>
Change the IP address following nameser ver to the |P address of the new DNS server.

h. On the secondary DNS serversinsure that the | P address of the primary DNS serversare
contained in the db.hosts and db.rev.hostsfiles.

F.5.3 Sybase

In the event that the Sybase database becomes corrupted, the backup of the GCCS Sybase database and
GCCS transaction logs contained in /h/USERSBACKUP/sybase can be used to recover (see F.5.3.1). The
backup of the GCCS Sybase database and GCCS transaction |ogs may also be used to build a new Sybase
sarver in the event that the Sybase database server goes down (see F.5.3.2).

F.5.3.1 Restoration of Sybase Database

-- These procedures are to be delivered later --

F.5.3.2 Rebuilding of Sybase Database Server
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When ingtalling Sybase on a new Sybase server you must create raw partitions or file systems on that
system to hold the Sybase database. (See either F.5.3.2.1 or F.5.3.2.2).

F5321 Setting up Sybase Raw Disk Partitions

If you elect to create the four raw partitions needed by Sybase (standard GCCS configuration) execute the
following:

a. ldentify the disk drive you wish to use for Sybase.
b. De-ingtall anything located on that drive.
¢. Unmount the drive:
Example:
# umount /home2
d. Executetheformat command to partition the drive.

e. Reducethe size of the /home{ number} partition by 227MB. Modify dices 3-6 to the values
shown in the partition map for a Sybase server (see Appendix B.13).

f. Labe thedrive.

g. Create afile system on the /home{ number} partition by executing the following:
# newfs /dev/r dsk/cOt#d0sl <return>

h. Mount the /home{ humber} partition:

Example:
# mount /home{ number} <return>

F.53.22 Setting up Sybase File System

This procedureisto be used if there are not enough free disk partitions available to use raw partitions.
a. ldentify a partition that has at least 227MB of space available.
b. Create adirectory called sybase on this partition:

# cd { directory}
# mkdir sybase

c. Createfour filesin the sybase directory:
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#cd sybase <return>
#touch master procs db log <return>

F.5.3.2.3 Installing and Initializing Sybase
a. Ingall the Sybase segment using the Segment Ingtaller.
b. Loginasroot.
c. After theingall iscompleted, verify that /etc/system file hasthe following entry:
# set shmsys.shminfo_shmmax=131072000
d. Execute thefollowing:

#cd /h/COTS/SYBASE/install <return>
#vi db_env_setup.MASTER <return>

1. Change the numbersfor the socketsif necessary in the following lines:

# setenv SQL_SERVER_PORT 6500
# setenv SQL_BACKUP_PORT 6501

2. Changetheraw partitionsin the following lines:

# setenv MASTER_DEVICE /dev/rdsk/c0t2d0s3
# setenv SYSTEMPROCS DEVICE /dev/rdsk/cOt2d0s4
# setenv DB_DEVICE /dev/rdsk/c0t2d0s5
#setenv LOG_DEVICE /dev/rdsk/cOt2d0s6

If step F.5.3.2.2 (Setting Up Sybase File System) was executed, these lines should look like the following:

# setenv MASTER_DEVICE {directory}/sybase/master
# setenv SYSTEMPROCS DEVICE {directory}/sybase/procs
# setenv DB_DEVICE {directory}/sybase/db

# setenv LOG_DEVICE {directory}/sybase/log

3. Savethechangesasfollows.

# esc
# :x<return>

4. Executethefollowing

#cp db_env_setup.MASTER db_env_setup <return>
# /set_partition_permissions <return>
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Output similar to the following will occur:

Crw------- lsybase sys 32,3 Feb2316:53 /dev/rdsk/c0t2d0s3
Crw------- lsybase sys 32,3 Feb2316:53 /dev/rdsk/c0t2d0s4
Crw------- lsybase sys 32,3 Feb2316:53 /dev/rdsk/c0t2d0s5
Crw------- lsybase sys 32,3 Feb2316:53 /dev/rdsk/c0t2d0s6

Crw------- lsybase sys 32,3 Feb2316:53 {directory}/sybase/master
Crw------- lsybase sys 32,3 Feb2316:53 {directory}/sybase/procs
Crw------- lsybase sys 32,3 Feb2316:53 {directory}/sybase/db
CrW------- lsybase sys 32,3 Feb2316:53 {directory}/sybase/log

5. The System Backup segment places the backup of the GCCS Sybase database in
IWUSERS'BACKUP/sybase. The following convention isused to label the backup files:
gees dump {date} {time}. To usethisbackup wheninitializing Sybase, executethe
following:

#cp /h/COTS/SYBASE/gecs.bak /h/COTS/SYBASE/gecs_bak_orig <return>
# cd /h/USERS/BACK UP/sybase /db_saves<return>
# cp gees_dump_{latest date} _{time} /h/COT S/SY BASE/gecs.bak <return>
6. Executethefollowing toinitialize Sybase:
# su - sybase <return>
# cd install <return>
# Jinstall_sybase <return>
The output shown in section 11.1g of thismanual will be displayed.
7. Set the Sybase System Adminigtrator “sa” password by doing the following:

# rm -f /n/EM/admin/security-scripts/.sybase sa <return>
# /set_sa_password <return>

Enter new “sa”’ password, then press <return>
F.5.4 Executive Manager Recovery
In the event that the EM server goes down, another platform must be made into an EM server asrapidly as
possible to enable operationsto continue. The following procedures will enable you bring a new EM
server on line as quickly as possible using the data backed up the System Backup segment. It is
recommended that the backup EM server be previoudy identified so that key segments, such as Sybase,
can be pre-ingtalled.
F.5.4.1 Building a New Executive Manager Server
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Execute the following to create a new EM server:
a. Loginasroot onthe new EM server and do the following:

# vi letc/vfstab <return>

Remove the following line:
emserver:/h/data/global - /h/data/global nfs - yes rw,bg,soft
# vi letc/dfs/dfstab <return>

Add thefollowing line:
share -F nfs -0 anon=0 /h/data/global
# vi letc/hosts <return>

First, remove the “ emserver” alias entry.
Then add, the “emserver” aliasto line with host name of this platform.

b. Changethe broadcast addressin the /etc/inet/networks file by executing the following:
# ifconfig 1e0 <return>

Note the broadcast address:

# vi letc/inet/networ ks <return>

Change the broadcast address shown after “subnetl.gccs’ to the address noted above.
c. Reboot the system by executing the following:

# uadmin 2 1 <return>
d. Execute the following to make this platform the EM server:

# Ih/EM/systools/EM_make_server <return>

e. Extract the data contained on /h/data/global onthe original EM server by executing the
following:

# cd /h/USERS/'BACK UP <return>
# zcat /nW/USERS'BACKUP/GLOBAL .tar.Z |tar xvf - <return>

f. Executethe following to set up global filesto recognize new EM server.
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#vi /n/EM/admin/security-scripts/Security_Servers <return>

Change host name of old EM server to host name of new EM server.
Example:

zeppo:gees. TRUE: /usr/ucb/rsh:/WEM/nis files/

#vi /h/data/global/EM DAT A/config/active_spt <return>

Change host name of old EM server to host name of new EM server.
Example:

ubsysexcHzeppo#System Executivet/h/EM/progguccs_system_executive

#vi /h/data/global/EM DAT A/config/processor _table <return>

. If the EM server isalso the NIS+ server (GCCS standard configuration), execute the procedure

shown above for building a new NIS+ server (see F.4.3.1.2).

. If the EM server isalso the Sybase server (recommended), execute the procedure shown above

building a new Sybase server (see F.4.3.3.2).

. Thereport on the segmentsingtalled on the original EM server, found in

/WUSERS'BACKUP/local and titled as Segments_On_{Hostname}_{date}, should be
consulted. If Netsite, HTTPD, or INAV server were located on the original EM
server, they should be ingtalled immediately.

If the IDISS server segment wasingtalled on the original EM server, it must be ingtalled on this
another platform. Beforeingtalling the JDISS server segment, execute the following:

# vi letc/inet/hosts <return>

Removethe aliasImserver and add alias Imserver after the host names of this platform.

F.5.4.2 Modifying All Other GCCS Platformsto Use New EM Server

a. Executethefollowing to make other platforms recognize new EM server:

#vi letclinet/hosts <return>
Add the |P address of the new EM server and the alias“ emserver” after it to thefile:
Example:

164.117.210.116 emserver
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b. vi /etc/inet/networks <return>

Change the broadcast address shown after subnet1.gccs to the broadcast address of the new EM
server as noted above (see F.5.4.1 Step b)

c. Re-initialize NIS+ on this platform by executing the following:

# letc/nisadmin/nis_kill <return>
#init 6<return>

ThiskillsNIS+ processes and replaces nsswitch.nisplus with the GCCS version. It also
removesall NIS+ related files/directories (/etc/.rootkey, /etc/defaultdomain, /var/nis) and
changes /etc/nsswitch.conf to the nsswitch.files version.

# lusr/lib/nis/nisclient -i -d { NIS+ DOMAINNAME} -h {NISROOT
SERVER} <return>

The following appears on the screen:
Enter server (serversname) | P address: { IP Address of server} <return>
Please enter the network password that your administrator gave you. { password}

<return>

Please enter the secure RPC password for root:  nisplus <return>
Please enter the login password for root: { enter root password} <return>

# cat /etc/defaultdomain <return>
If the NIS+ domain name (without the trailing period) does not appear, execute the following:
# domainname > /etc/defaultdomain <return>
d. Execute thefollowing to ensure that the /etc/nsswitch.conf file is properly configured:
# vi letc/nsswitch.conf

Ensure that the entries for passwd, group, and hosts are exactly as shown below:

passwd: nisplusfiles
group: filesnisplus
hosts: filesdns nisplus[NOTFOUND=return|

e. Reboot the system by executing the following:
#uadmin 2 1 <return>
f. Ensurethat you can log on to the platform using a user’ s account.
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F.5.5 Recovering the Network I nstaller TOC

Network Installer determines which network segments are available (and which platformsthey are
ingtalled on) from the /h/data/global/SysAdmvtoc_load directory. SegDescrip directories for all available
segments are located in this directory. In addition, thefile“toc” identifies the location of the segment.

If the /h/data/global/SysAdmvtoc_load directory is corrupted the network installed will no longer
function. To correct this situation execute the following steps:

a. #cd /h/data/global <return>
If the“ SysAdm” exists, execute the following:
b. #rm-r SysAdm <return>
Otherwise, extract the table of contents data by entering the following:
# zcat /WWUSERS/BACKUP/GLOBAL .tar.Z |tar xvf - /h/data/global/SysAdm <return>

F.5.6 Crash Recovery

Records of the number of instances of System Backup that are installed at a site, and the system
designated as the tape backup platform, are stored in the /h/data/global/backup/schedule.ksh file. This
enabl es the System Backup segment to determine when there are no instances of System Backup ingtalled
at agteor if no system has been identified to do tape backup of /W/USERS. If there are no ingtances of
System Backup ingtalled at a site, System Backup will ask you what time you wish to perform the backup.
If no system has been identified to perform a tape backup, the System Backup segment will ask you if you
wish the platform on which you are ingtalling System Backup to perform this function.

If a system crashes and the System Backup segment can not be de-installed,
/h/data/global/backup/schedul e.ksh will no longer have the correct information concerning the number of
instances of System Backup installed and/or the system performing the tape backup. To correct this
situation, execute the following command on a system where System Backup installed:

# /h/System_Backup/Scripts/crash_count { Name of platform that crashed} <return>

C- 246 CH1



